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About This Book

Welcome to MCSA/MCSE Self-Paced Training Kit (Exam 70-291): Implementing, Man-
aging, and Maintaining a Microsoft Windows Server 2003 Network Infrastructure. This
book prepares you for the 70-291 exam by teaching you how to configure, manage,
and troubleshoot various aspects of a Microsoft Windows Server 2003 network infra-
structure. Each chapter walks you through the hands-on deployment and management
of these various aspects, including the network addressing, name resolution, routing,
remote access, and security. After you read this book, answer the associated questions,
and perform all of the exercises included, you will have gained a thorough understand-
ing of the essential components supporting Windows Server 2003 networks.

=¥ See Also For more information about becoming a Microsoft Certified Professional (MCM),
: see the section entitled “The Microsoft Certified Professional Program” later in this introduction.

Intended Audience

This book was developed for information technology (IT) professionals who plan to
take the related Microsoft Certified Professional exam 70-291, as well as IT profession-
als who implement, administer, and support Windows Server 2003 networks.

Note Exam skills are subject to change without prior notice and at the sole discretion of
Microsoft.

Prerequisites

This training kit requires that students meet the following prerequisites:

m 18 months professional experience working with Windows networks

B Familiarity with networking concepts equivalent to that of a CompTIA Network+
certification

About the CD-ROM

This book includes a Supplemental CD-ROM. This CD-ROM contains a variety of infor-
mational aids to complement the book content:

B An electronic version of this book (eBook). For information about using the
eBook, see the section “The eBooks” later in this introduction.

XXi
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The Microsoft Press Readiness Review Suite, powered by Measure Up. This suite
of practice tests and objective reviews contains questions of varying degrees of
complexity and offers multiple testing modes. You can assess your understanging
of the concepts presented in this book and use the results to develop a learning
plan that meets your needs.

A Macromedia Flash introduction to Software Update Services (SUS).

An eBook of the Microsoft Encyclopedia of Networking, Second Edition, and of the
Microsoft Encyclopedia of Security provide complete and up-to-date reference
materials for networking and security.

Sample chapters from the following book titles give you additional information
and introduce you to other resources that are available from Microsoft Press:

Q Microsoft Windows Server 2003 Administrator’s Companion by Charlie Russel,
Sharon Crawford, and Jason Gerend

Microsoft Windows Server 2003 Deployment Kit: A Microsoft Resource Kit
Microsoft Windows Security Resource Kit

A 22-page white paper published June 2002, entitled “Software Update Services
Overview.” This paper provides a good introduction to SUS but does not cover
issues specific to Windows Server 2003.

A 95-page white paper published January 2003, entitled “Deploying Microsoft
Software Update Services.” This paper provides in-depth information about imple-
menting SUS on both Windows 2000 and Windows Server 2003 networks.

Important Although deploying SUS is not listed among the objectives for exam 70-291,
you may nevertheless see questions related to this topic on MCSE exams. It is therefore
highly recommended that you review these papers and practice deploying SUS on a test net-
work before taking exam 70-291.

SUS Server 1.0 with Service Pack 1 (SP1).
Automatic Updates client (SUS Server 1.0 with Service Pack 1 (SP1).)

SUS Server with SP1 Release Notes and Installation Instructions.

A second CD-ROM contains a 180-day evaluation edition of Microsoft Windows Server
2003, Enterprise Edition.

@)

Important The 180-day evaluation edition provided with this training kit is not the full retail
product and is provided only for the purposes of training and evaluation. Microsoft Technical
Support does not support this evaluation edition.
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For additional support information regarding this book and the supplemental CD-ROM
(including answers to commonly asked questions about installation and use), visit the
Microsoft Press Technical Support Web site at htip.//www.microsoft.com/mspress/support/.
You can also e-mail tkinput@microsoft.com or send a letter to Microsoft Press, Attn:
Microsoft Press Technical Support, One Microsoft Way, Redmond, WA 98052-6399.

Features of This Book

This book is divided into two parts. Use Part 1 to learn at your own pace and practice
what you've learned with practical exercises. Part 2 contains questions and answers
that you can use to test yourself on what you've learned.

Part 1: Learn at Your Own Pace

Each chapter in Part 1 identifies the exam objectives that are covered within the chap-
ter, provides an overview of why the topics matter by identifying how the information
applies in the real world, and lists any prerequisites that must be met to complete the
lessons presented in the chapter.

The chapters are divided into lessons. Lessons contain practices made up of one or
more hands-on exercises. These exercises give you an opportunity to use the skills
being presented or explore the part of the application being described. Each lesson
also has a set of review questions to test your knowledge of the material covered in the
lesson. The answers to the questions are found in the Questions and Answers section
at the end of each chapter.

After the lessons, you are given an opportunity to apply what you've learned in a case
scenario exercise. In this exercise, you work through a multistep solution for a realistic
case scenario. You are also given an opportunity to work through a troubleshooting lab
that explores difficulties you might encounter when applying what you’ve learned in
this book on the job.

Each chapter ends with a summary of key concepts, as well as a short section listing
key topics and terms you need to know before taking the exam, summarizing the key
learnings with a focus on the exam.

Real World: Helpful Information

You will find sidebars like this one that contain related information you might
find helpful. “Real World” sidebars contain specific information gained through
the experience of IT professionals like you.
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Part 2: Prepare for the Exam

Part 2 helps to familiarize you with the types of questions that you will encounter on
the MCP exam. By reviewing the objectives and the sample questions you can focus on
the specific skills that you need to improve before taking the exam.

See Also For a complete list of MCP exams and their related objectives, go to
http;//www.microsoft.com/traincert/mcp.

Part 2 is organized by the exam’s objectives. Each chapter covers one of the primary
groups of objectives, called Objective Domains. Each chapter lists the tested skills you
need to master to answer the exam questions and includes a list of further readings to
help you improve your ability to perform the tasks or skills specified by the objectives.

Within each Objective Domain, you will find the related objectives that are covered on
the exam. Each objective provides you with several practice exam questions. The
answers are accompanied by explanations of each correct and incorrect answer.

Note These questions are also available on the companion CD-ROM as a practice test.

Informational Notes

[CINARIENTS

The following types of reader aids appear throughout the training kit:

Tip Contains methods of performing a task more quickly or in a not-so-obvious way.

Important Contains information that is essential to completing a task.

Note Contains supplemental information.

Caution Contains valuable information about possible loss of data; be sure to read this
information carefully.

Warning Contains critical information about possible physical injury; be sure to read this
information carefully.
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Planning Contains hints and useful information that should help you plan an implementa-
tion.

Security Alert Highlights information you need to know to maximize security in your work
environment.

Exam Tip Flags information you should know before taking the certification exam.

Off the Record Contains practical advice about the real-world implications of information
presented in the lesson.

XXV

Notational Conventions

The following conventions are used throughout this book.

Characters or commands that you type appear in bold type.

Italic in syntax statements indicates placeholders for variable information. Italic
is also used for book titles, URLs, and key words and terms when they are first
introduced.

Names of files and folders appear in Title caps, except when you are to type them
directly. Unless otherwise indicated, you can use all lowercase letters when you
type a filename in a dialog box or at a command prompt.

Filename extensions appear in all lowercase.
Acronyms appear in all uppercase.

Monospace type represents code samples, examples of screen text, or entries that
you might type at a command prompt or in initialization files.

Square brackets [ ] are used in syntax statements to enclose optional items. For
example, [filename] in command syntax indicates that you can choose to type a
filename with the command. Type only the information within the brackets, not
the brackets themselves.

Braces { } are used in syntax statements to enclose required items. Type only the
information within the braces, not the braces themselves.
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Keyboard Conventions

B A plus sign (+) between two key names means that you must press those keys at
the same time. For example, “Press Alt+Tab” means that you hold down Alt while
you press Tab.

B A comma (,) between two or more key names means that you must press each of
the keys consecutively, not together. For example, “Press Alt, F, X” means that you
press and release each key in sequence. “Press Alt+W, L” means that you first press
Alt and W at the same time, and then release them and press L.

Getting Started

This training kit contains hands-on exercises to help you learn about deploying, man-
aging, and troubleshooting a network infrastructure. Use this section to prepare your
self-paced training environment.

To complete some of these procedures, you must have two networked computers and
a means of connecting both computers to the Internet. Both computers must also be
capable of running Windows Server 2003.

@ \ Caution Many of these exercises require you to configure settings that will affect address-
ing and other features your network. For this reason, it is not recommended that you perform

these exercises on computers that are connected to a larger network.

Hardware Requirements

Each computer must have the following minimum configuration. All hardware should
be on the Microsoft Windows Server 2003 Hardware Compatibility List.

B Minimum 133 MHz in the Intel Pentium/Celeron family or the AMD K6/Athlon/
Duron family

128 MB memory

2 GB available hard disk space

Display monitor capable of 800 x 600 resolution or higher.
CD-ROM drive or DVD drive

Microsoft Mouse or compatible pointing device
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The following software is required to complete the procedures in this training kit.

B Windows Server 2003, Enterprise Edition (A 180-day evaluation edition of Win-
dows Server 2003, Enterprise Edition is included on the CD-ROM.)

Caution The 180-day evaluation edition provided with this training kit is not the full retail
product and is provided only for the purposes of training and evaluation. Microsoft Technical
Support does not support this evaluation edition. For additional support information regarding
this book and the CD-ROMs (including answers to commonly asked questions about installation
and use), visit the Microsoft Press Technical Support Web site at http:;//mspress.microsoft.com
/mspress/support/. You can also e-mail tkinput@microsoft.com or send a letter to Microsoft
Press, Attn: Microsoft Press Technical Support, One Microsoft Way, Redmond, WA 98052-6399.

Setup Instructions

Set up your computer according to the manufacturer’s instructions.

For the exercises that require networked computers, you need to make sure the com-
puters can communicate with each other. Once the computers are physically net-
worked, install Windows Server 2003 on each computer. Use the following table
during installation to help you configure each computer when the Windows Setup

Wizard is run:

Windows Setup Wizard Page

Setting for First
Computer

Setting for Second
Computer

Regional And Language
Options

Personalize Your Software

Your Product Key

Licensing Modes

Computer Name And
Administrator Password

Default (English).

Type your name and
organization.

Type the product key pro-
vided with the Windows
Server 2003 CD-ROM.

Default.

Computer Name:
Computerl

Administrator Password:
[Type a strong password of
your choice.]

Default (English).

Type your name and
organization.

Type the product key pro-
vided with the Windows
Server 2003 CD-ROM.

Default.

Computer Name:
Computer2

Administrator Password:
[Type a strong password of
your choice, preferably dis-
tinct from that of the first
computer.]
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Setting for First Setting for Second
Windows Setup Wizard Page Computer Computer
Modem Dialing Information Default. Default.
Date And Time Settings Your date, time, and time Your date, time, and time
zone. zone.
Networking Settings Default (Typical Settings). Default (Typical Settings).
Workgroup Or Computer Default (workgroup named Default (workgroup named
Domain WORKGROUP). WORKGROUP).

Caution In general, you should not perform these configurations on computers that are
part of a larger network. However, if you do, you must verify with your network administrator
that the addresses, computer names, domain name, and other settings used do not conflict
with network operations.

The Microsoft Press Readiness Review Suite, Powered by Measure Up

The CD-ROM includes a practice test made up of 300 sample exam questions. Use the
practice test to reinforce your learning and identify areas in which you need to gain
more experience before taking the exam.

To install the practice test and object review, complete the following steps:

1. Insert the Supplemental CD-ROM into your CD-ROM drive.
Note If AutoRun is disabled on your machine, refer to the Readme.txt file on the CD-ROM.

2. Click Readiness Review Suite on the User Interface menu and follow the prompts.

The eBooks

The CD-ROM includes an electronic version of this book that you can view on screen
using Adobe Acrobat Reader. For more information, see the Readme.txt file included in
the root folder of the Supplemental CD-ROM.

The Microsoft Certified Professional Program

The Microsoft Certified Professional (MCP) program provides the best method to prove
your command of current Microsoft products and technologies. The exams and corre-
sponding certifications are developed to validate your mastery of critical competencies
as you design and develop, or implement and support, solutions with Microsoft prod-
ucts and technologies. Computer professionals who become Microsoft certified are rec-
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ognized as experts and are sought after industrywide. Certification brings a variety of
benefits to the individual and to employers and organizations.

=1 See Also For a full list of MCP benefits, go to http://www.Microsoft.com/traincert/start
g /itpro.asp.

Certifications

The Microsoft Certified Professional program offers multiple certifications based on
specific areas of technical expertise:

B Microsoft Certified Professional (MCP). Individuals with demonstrated in-
depth knowledge of at least one Microsoft Windows operating system or architec-
turally significant platform. An MCP is qualified to implement a Microsoft product
or technology as part of a business solution for an organization.

B Microsoft Certified Solution Developer (MCSD). Professional developers
qualified to analyze, design, and develop enterprise business solutions with
Microsoft development tools and technologies, including the Microsoft .NET
Framework.

B Microsoft Certified Application Developer (MCAD). Professional develop-
ers qualified to develop, test, deploy, and maintain powerful applications using
Microsoft tools and technologies, including Microsoft Visual Studio .NET and XML
Web services.

B Microsoft Certified Systems Engineer (MCSE). Individuals qualified to ana-
lyze business requirements and design and implement the infrastructure for busi-
ness solutions based on the Microsoft Windows and Microsoft Windows Server
2003 operating systems.

B Microsoft Certified Systems Administrator (MCSA). Individuals with the
skills to manage and troubleshoot existing network and system environments

based on the Microsoft Windows and Microsoft Windows Server 2003 operating
systems.

B Microsoft Certified Database Administrator (MCDBA). Individuals quali-
fied to design, implement, and administer Microsoft SQL Server databases.

B Microsoft Certified Trainer (MCT). Individuals who are instructionally and
technically qualified to deliver Microsoft Official Curriculum through a Microsoft
Certified Technical Education Center (CTEC).
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Requirements for Becoming a Microsoft Certified Professional

The certification requirements differ for each certification and are specific to the prod-

ucts and job functions addressed by the certification.

To become a Microsoft Certified Professional, you must pass rigorous certification
exams that provide a valid and reliable measure of technical proficiency and expertise.
These exams are designed to test your expertise and ability to perform a role or task
with a product, and are developed with the input of professionals in the industry.
Questions on the exams reflect how Microsoft products are used in actual organiza-

tions, giving them real-world relevance.

B Microsoft Certified Product (MCP) candidates are required to pass one current
Microsoft certification exam. Candidates can pass additional Microsoft certification
exams to further qualify their skills with other Microsoft products, development

tools, or desktop applications.

B Microsoft Certified Solution Developers (MCSDs) are required to pass three core
exams and one elective exam. (MCSDs for Microsoft .NET candidates are required

to pass four core exams and one elective.)

B Microsoft Certified Application Developers (MCADs) are required to pass two core

exams and one elective exam in an area of specialization.

B Microsoft Certified Systems Engineers (MCSEs) are required to pass five core

exams and two elective exams.

B Microsoft Certified Systems Administrators (MCSAs) are required to pass three core
exams and one elective exam that provide a valid and reliable measure of techni-

cal proficiency and expertise.

B Microsoft Certified Database Administrators (MCDBAs) are required to pass three
core exams and one elective exam that provide a valid and reliable measure of

technical proficiency and expertise.

B Microsoft Certified Trainers (MCTs) are required to meet instructional and techni-
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Exam Objectives in this Chapter:

m Diagnose and resolve issues related to Automatic Private IP Addressing (APIPA)

Why This Chapter Matters

Familiarity with the components of a network infrastructure is an essential prereq-
uisite for working as a system administrator. Because the network infrastructure
elements presented in this chapter are likely to mirror those in any office net-
work; it is therefore imperative that you understand these components, how they
interoperate, and the contexts in which they are used.

Examples abound. First, without properly understanding the name resolution dif-
ferences between Windows NT and Windows Server 2003 domains, you won’t be
able to troubleshoot related problems efficiently in a mixed network environ-
ment. You also need to understand how addressing relates to network infrastruc-
ture; for example, if you notice an APIPA address on a computer, you need to
understand the implications of this address for your physical topology and then
be able to troubleshoot accordingly. Finally, this chapter matters because, as a
network administrator, you need to know how to add services, protocols, and cli-
ents to network connections; to change the binding order of connections, proto-
cols, and network providers; and to recognize low-level differences between
workgroups and domains.

Lessons in this Chapter:
B Lesson 1: Understanding Network Infrastructures . ... .................. 1-3
B Lesson 2: Networking with Default Components in Windows Server 2003 . . .1-13

B Lesson 3: Extending a Windows Server 2003 Network Infrastructure . . . .. .. 1-23
Before You Begin

To complete this chapter, you must have

B Physically networked two computers.

B} Performed a Windows Server 2003 installation with default settings on both com-
puters. The computers should be named Computerl and Computer2. (See the

11
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About This Book section for specific instructions on how to perform a default
installation by using the Windows Setup Wizard.)

W} Assigned the local Administrator account on both computers a strong password of
your choosing.

m } Created a private user account, with your name, that has not been granted Admin-
istrator privileges. Use this account for all computer activity outside the exercises
in this book.

Security Alert In general, you should stay logged on as Administrator only briefly to per-
B form administrative functions. Alternatively, you can use the Runas command-line command
or the Run As shortcut menu command to invoke Administrator privileges when necessary
from a Domain User account. Leaving a computer logged on as Administrator can be danger-
ous when you are connected to the Internet. To protect against malicious network intrusions
and damaging computer viruses, be sure to log off Administrator or shut down your computer
after you finish exercises in this book.
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Lesson 1: Understanding Network Infrastructures

A network infrastructure consists of many interrelated technologies and systems. Net-
work administrators must become proficient in these technologies to maintain, sup-
port, and troubleshoot network functioning.

Note Throughout this training kit, Windows Server 2003 and Windows Server 2003 family
refer to the following family of products: Microsoft Windows Server 2003, Standard Edition;
Microsoft Windows Server 2003, Enterprise Edition; and Microsoft Windows Server 2003,
Datacenter Edition. Specific editions of the Windows Server 2003 family will be called out
as appropriate. (Although Microsoft Windows Server 2003, Web Edition is also part of the
Windows Server 2003 family, Web Edition does not necessarily support the features dis-
cussed in this training kit.)

After this lesson, you will be able to
B Describe the difference between a physical and logical network infrastructure
B Describe several elements of a Windows Server 2003 network infrastructure

Estimated lesson time: 20 minutes

Defining a Network Infrastructure

A network infrastructure is a set of physical and logical components that provide the
basis for connectivity, security, routing, management, access, and other integral fea-
tures on a network.

Most frequently, a network infrastructure is both inherited and designed. If a network
connects to the Internet, for example, certain aspects of the network, such as the Trans-
mission Control Protocol/Internet Protocol (TCP/IP) protocol suite, are inherited from
the Internet. Other network aspects, such as the physical layout of basic network ele-
ments, can be designed when the network is first created and are then inherited by
later versions of the network.

Physical Infrastructure

A network’s physical infrastructure is its topology—the physical design of the net-
work—along with hardware components such as cabling, routers, switches, bridges,
hubs, servers, and hosts. The physical infrastructure also includes technologies such as
Ethernet, 802.11b wireless, Public Switched Telephone Network (PSTN), and Asyn-
chronous Transfer Mode (ATM), all of which define methods of communication over
certain types of physical connections. Familiarity with the physical infrastructure of a
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network is considered prerequisite knowledge for the 70-291 exam, and as such, this
topic is beyond the scope of this training kit.

Figure 1-1 shows an example physical infrastructure.
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Figure 1-1 Physical infrastructure of a network
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Logical Infrastructure

The logical infrastructure of a network is composed of the many software elements
that connect, manage, and secure hosts on the network. The logical infrastructure
allows for communication between computers over the pathways that are described in
the physical topology. Example elements of the logical infrastructure include network
components such as Domain Name System (DNS), network protocols such as TCP/IP,
network client software such as Client Service For NetWare, and network services such
as the Quality of Service (QoS) Packet Scheduler.

Once a network has been designed, the maintenance, administration, and management
of its logical infrastructure requires intimate familiarity with many aspects of the net-
work’s technologies. For example, the network administrator of even a small organiza-
tion needs to know how to create various types of network connections; how to install
and configure network protocols required for various network needs; how to configure
manual and automatic addressing methods appropriate to network needs; how to con-
figure name resolution methods; and how to troubleshoot network problems related to
connectivity, addressing, access, security, and name resolution.

In medium and large networks, network administrators must routinely perform more
complex tasks, such as configuring remote access through dial-up connections and vir-
tual private networks (VPNs); creating, modifying, and troubleshooting routing inter-
faces and routing tables; creating, supporting, and troubleshooting security based on
public key cryptography; and making maintenance decisions for heterogeneous net-
works that include operating systems such as Microsoft Windows, UNIX, and Novell
NetWare.

Figure 1-2 illustrates an example logical infrastructure.
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Figure 1-2 Logical infrastructure of a network

Analyzing Windows Server 2003 Networks

The following sections describe many of the logical elements of Windows Server 2003
networks.

Network Connections

In Microsoft Windows, network connections are logical interfaces between software
(such as protocols) and hardware (such as modems or network adapters). Network
connections can be seen in the Network Connections window, shown in Figure 1-3.
Connections are prioritized and are normally configured with various types of proto-
cols, services, and client software.
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Figure 1-3 Network Connections window

Network Protocols Network protocols are network languages used for computer-to-
computer communication. For example, Windows networks, UNIX networks, and the
Internet all rely on the TCP/IP network protocol for basic communication.

In Windows, connections can communicate with foreign hosts only by using network
protocols that are installed on the local computer and bound to that connection. TCP/IP
(version 4) is installed and bound by default to every connection. However, the
NWLink protocol must be manually installed, configured, and bound to connections
requiring compatibility with Novell NetWare networks that do not use TCP/IP. (NWLink
is the Microsoft implementation of the Internetwork Packet Exchange/Sequenced
Packet Exchange [IPX/SPX] protocol, which is native to NetWare.) In addition, the
AppleTalk protocol must be manually installed and bound to connections requiring
compatibility with Apple networks that do not use TCP/IP.

Note TCP/IP is actually a group of protocols referred to as a stack or suite. This protocol
stack includes Address Resolution Protocol (ARP), Internet Protocol (IP), Transmission Control
Protocol (TCP), User Datagram Protocol (UDP), Domain Name System (DNS), Hypertext Trans-
fer Protocol (HTTP), and many others.

Figure 1-4 shows the full list of protocols that can be readily installed and bound to
particular connections. If your network relies on a protocol not listed, you must supply
this protocol independently.
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Figure 1-4 Readily installable protocols

Network Services Network services are programs that provide features, such as quality
of service, to hosts or protocols on a network. Figure 1-5 shows network services that
can be readily installed and bound to network connections. Additional services can be
installed from the Windows Server 2003 Setup disk or from a third-party source.
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Figure 1-5 Readily installable services

Network Clients In Windows, network clients are programs that allow a computer to
connect to a network operating system. For example, by installing Client Service For
NetWare and binding the service to a particular connection, you can connect to Net-
Ware networks.

Addressing

Addpressing is the practice of maintaining a coherent system of addresses within your
network so that all computers can communicate.
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In a network, each host normally distinguishes itself by using a specific network
address. For example, IP version 4 provides a method for computers with 4-byte
addresses to communicate with each other. Addresses must be configured so that the
first part of the address (the network ID) matches that of the other computers on the
local network, or subnet. To allow such computers to communicate with hosts on dif-
ferent subnets, you must connect the subnets by using routers (such as the Routing
And Remote Access service of Windows Server 2003).

Addresses can be configured manually, distributed automatically through the use of a
DHCP server, or self-configured.

Name Resolution

Most networks use a naming system so that people can refer to computers by name
instead of by address. Name resolution is the process of translating a computer name
into an address, and vice versa.

Because Windows can use two different naming systems, NetBIOS and DNS, Windows
networks support two name resolution systems. NetBIOS is native to older Microsoft
networks, and today it is used primarily for compatibility with legacy features and sys-
tems. DNS is the native naming system of the Internet and all Windows operating sys-
tems released since Microsoft Windows 2000.

To resolve NetBIOS names, Microsoft networks can send broadcast queries to all sys-
tems on the same network segment or send requests to a WINS server. To resolve DNS
(host) names, Microsoft networks rely on the DNS protocol and DNS servers.

To function properly, both of these name resolution services must be configured and
supported by a knowledgeable network administrator.

Network Computer Groups
In Windows, computers can be grouped into workgroups or domains.

B A workgroup is a simple grouping of resources intended to help users find such
resources as printers and shared folders. By default, computers in Windows work-
groups use the NetBIOS naming system to name computers and resolve those
names. NetBIOS is used with associated protocols, such as Common Internet File
System (CIFS)—an extension of the Server Message Block (SMB) protocol—to
provide file sharing, security for network shares, and network browsing features.
However, no centralized security or management features are available.

B A domain is a collection of computers, defined by a network administrator, that
share a common directory, security policies, and relationships with other domains.
Security and directory information are stored in domain controllers within each
domain.
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Active Directory

In Windows Server 2003 networks, domains are created in and supported by Microsoft
Active Directory directory service. Active Directory is a distributed database and direc-
tory service that is replicated among all domain controllers on the network. The Active
Directory database stores information about network objects including domains, com-
puters, users, and other objects. The distributed nature of Active Directory gives net-
work users access to permitted resources anywhere on the network by using a single
logon process. It also provides a single point of administration for all network objects.

The term domains is used to refer both to groupings of computers in Active Directory
and to hierarchical name suffixes such as microsoft.com in DNS. Remember that Active
Directory domains and DNS domains are separate entities governed by separate sys-
tems. However, to simplify administration, Active Directory domains and their member
computers are normally assigned names that match DNS names. In this way, the Active
Directory namespace and the DNS namespace overlap.

Figure 1-6 illustrates the overlapping Active Directory and DNS namespaces.
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Figure 1-6 DNS and Active Directory namespaces
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Remote Access

Remote access connections must be configured for users who connect to a Windows
network from a nonlocal site. The two basic methods for remote access include direct
dial-up to a network computer and virtual private networks. For dial-up access, you
must not only configure a server to answer incoming calls, but you must also configure
authentication, access permissions, and encryption requirements. VPNs enable private
connections to cross a public network such as the Internet. These network connections
require a different set of configuration procedures for authentication, encryption, and
security.

Network Address Translation

Network Address Translation (NAT) is a method of allowing computers internal to your
network that have been given nonpublic addresses to communicate with computers on
the Internet. When you configure NAT to be used with your network infrastructure, this
setup affects the addressing scheme of your network. Internet Connection Sharing (ICS)
is a simple implementation of NAT included with recent Windows operating systems.

Certificate Infrastructure

Certificates are used for public key cryptography, which is an important security element
in Windows Server 2003 networks. Certificates and public key cryptography are used in
many Windows features, such as the Secure Sockets Layer (SSL), the Internet Protocol
Security (IPSec) protocol (which encrypts IP communications), smart cards, and the
Encrypting File System (EFS, which secures files on a network). The certificate infrastruc-
ture supported in Windows Server 2003 networks integrates with the Public Key Infra-
structure (PKD system: a system of digital certificates, certification authorities, and other
registration authorities that authenticate each party involved in an electronic transaction.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. You are the administrator for your company’s network, which includes computers
running Windows Server 2003, computers running Microsoft Windows XP Profes-
sional, and a server running Novell NetWare. The Novell NetWare server has only
the IPX/SPX network protocol configured. You want every network computer to
be able to access features in the NetWare network operating system, the Windows
Server 2003 network operating system, and the Internet. Which protocols must be
installed on your network computers?
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2.

3.

Which of the following does not rely on certificates and public key cryptography?
a. SSL
b. EFS
c. IPSec
d. Workgroup security

Which protocol provides names and name resolution for workgroups in
Windows?

a. NetBIOS
b. CIFS
c. DNS
d. Kerberos

Lesson Summary

A network’s physical infrastructure is its topology—the physical design of the net-
work—along with hardware components such as cabling, routers, switches,
bridges, hubs, servers, and hosts. The physical infrastructure also includes tech-
nologies that define methods of communication over specific types of physical
connections.

A network’s logical infrastructure is made up of the many software elements that
connect, manage, and secure hosts on the network.

In Windows, network connections are logical interfaces between software (such
as protocols) and hardware (such as modems or network adapters). Connections
are prioritized and are normally configured with various types of protocols, ser-
vices, and client software.

Protocols are network languages used for computer-to-computer communication.

Addressing is the practice of maintaining a system of addresses within your net-
work so that all computers can identify each other.
Most networks use a naming system so that people can refer to computers by

name instead of by address. Name resolution is the process of translating these
names into addresses, and vice versa.
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Lesson 2: Networking with Default Components in Windows
Server 2003

If computers running Windows Server 2003 (or any versions of Windows since
Microsoft Windows 98) are physically connected to each other through network adapt-
ers, you do not need to configure any settings on these computers to begin network-
ing. Windows Server 2003 automatically detects local area network (LAN) connections
and allows for basic communication among all Windows hosts. You can also configure
new network connections, such as dial-up connections, without installing any addi-
tional components.

After this lesson, you will be able to
B Describe the networking features of a default Windows Server 2003 installation

Estimated lesson time: 20 minutes

Viewing Network Connections

In a Windows network, a connection is a logically configured interface between a
physical network and a network adapter or modem. You can view the connections cur-
rently configured on your computer by using the Network Connections tool in Control
Panel.

Configuring Connections

Windows Server 2003 automatically detects and configures connections associated with
network adapters installed on the local computer. These connections are then dis-
played in the Network Connections menu, along with any manually configured con-
nections and the New Connection Wizard. The New Connection Wizard allows you to
configure additional network connections, such as dial-up connections.

Viewing Default Components of Network Connections

Connections by themselves do not allow network hosts to communicate. Instead, the
network clients, services, and protocols associated with (or bound to) the connection
provide connectivity through any particular connection. The General tab of a connec-
tion’s properties dialog box shows the network components used by the connection.
These components consist of network clients, services, and protocols.

Figure 1-7 shows the default components associated with a network connection. The
check box next to each component indicates whether that component is bound to the
connection. In this example, the Network Load Balancing service is installed on the
local computer but is not bound to the connection.
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Figure 1-7 Default components for a connection

Network clients are software components, such as Client Service For NetWare and Cli-
ent For Microsoft Networks, that allow the local computer to connect with a destination
network operating system. By default, Client For Microsoft Networks is bound to all
local area connections. Client For Microsoft Networks allows Windows client comput-
ers to perform CIFS-related networking tasks, such as connecting to shared folders.

Network services are software components, such as File And Printer Sharing For
Microsoft Networks, Network Load Balancing, and QoS Packet Scheduler, that provide
additional features for network connections. File And Printer Sharing For Microsoft Net-
works, which allows the local computer to share folders for network access, is installed
and bound to local area connections by default.

Network protocols are basic software components such as TCP/IP and AppleTalk that
allow a computer to communicate with other computers. Network clients and services
are built on top of network protocols. By default, the TCP/IP protocol is bound to all
connections.

Viewing Advanced Connection Settings

To view advanced connection settings, open the Network Connections window and
select Advanced Settings from the Advanced menu.

The Advanced Settings dialog box, shown in Figure 1-8, displays the order (priority) of
each connection. By adjusting the order of the connections, you can configure the
computer to attempt network communication through various available connections in
the order you define. You can also adjust the binding order of the services used for
each connection.
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Figure 1-8 Advanced Settings dialog box

Provider Order Tab The Provider Order tab of the Advanced Settings dialog box,
shown in Figure 1-9, displays the order in which various network providers, such as a
NetWare Network, Microsoft Windows Network, or Microsoft Terminal Services, will be
attempted. Note that network provider order is not attached to specific connections. If
a computer is configured to bind to NetWare before Windows networks, the computer
will do so for every connection.
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Figure 1-9 Provider Order tab
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In a default installation, Microsoft Terminal Services is given priority over the Microsoft
Windows Network because Microsoft Terminal Services, when used, is intended to be
used in place of other connections. Also by default, a connection to a Web Client Net-
work is attempted only when the first two providers fail to respond.

The Provider Order tab also displays the order for print providers. According to default
settings, LanMan Print Services (the print provider used in typical Windows networks)
is given priority over HTTP Print Services.

Default TCP/IP Settings

You can view TCP/IP settings configured for any connection by opening the Internet
Protocol (TCP/IP) Properties dialog box. To open this dialog box, open a connection’s
properties dialog box, select Internet Protocol (TCP/IP) from the list of network com-
ponents, and click Properties. Figure 1-10 shows the Internet Protocol (TCP/IP) Prop-
erties dialog box associated with the default LAN connection.

Internet Protocol (TCP/IP) Properties 2=l
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Figure 1-10 Default TCP/IP settings

As shown in Figure 1-10, the IP address of a computer is assigned automatically in a
default Windows installation. For a new computer on a network, or for a network on
which no DHCP server has been configured, the computer assigns itself an IP address
in the range of 169.254.0.1-169.254.255.254. This address is available through a feature
called Automatic Private IP Addressing (APIPA).
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Automatic Private IP Addressing

APIPA is an addressing feature for simple networks that consist of a single network
segment. Whenever a computer running Windows Server 2003 has been configured to
obtain an IP address automatically, and when no DHCP server or alternate configura-
tion is available, the computer uses APIPA to assign itself a private IP address in the
range of 169.254.0.1-169.254.255.254.

To determine whether Automatic Private IP Addressing is currently enabled and active,
enter ipconfig /all at a command prompt. The resulting text identifies your IP address
and other information. If the Autoconfiguration Enabled line reads Yes and the IP
address is in the 169.254.0.1-169.254.255.254 range, Automatic Private IP Addressing is
active.

This automatic addressing feature works only for computers on a network segment that
cannot obtain an IP address through other means. If a DHCP server later becomes
available to a host that has assigned itself an APIPA address, the computer changes its
IP address to one obtained from the DHCP server. Computers using APIPA addresses
can communicate only with other computers using APIPA addresses on the same net-
work segment; they are not directly reachable from the Internet. Note also that through
APIPA, you cannot configure a computer with a DNS server address, a default gateway
address, or a WINS server address. If you want a computer to obtain an address auto-
matically and also want to specify a default gateway, DNS server, or WINS server when
no DHCP server is available, you can do so by using an alternate configuration.

APIPA is available on any computer running Windows 98, Microsoft Windows Millen-
nium Edition (Me), Windows 2000, Windows XP, or Windows Server 2003.

Disabling APIPA If you want to ensure that APIPA will not be used, you can either
configure an alternate address in the connection’s IP properties, or disable the auto-
matic addressing feature by editing the Registry. Note that to disable APIPA for one
adapter and to disable APIPA for all adapters requires you to edit different Registry
keys.

To disable APIPA on a single adapter by editing the Registry, complete the following
steps:

1. Use the Registry Editor Regedit.exe to add the Registry entry IPAutoconfigura-
tionEnabled with a value of 0 (REG_DWORD data type) in the following subkey:

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\Tcpip\Parame-
ters\Interfaces\interface

2. Restart the computer.



118 Chapter 1 Understanding Windows Server 2003 Networks

To disable APIPA for multiple adapters by editing the Registry, complete the following
steps:

1. Set the value of the IPAutoconfigurationEnabled entry to 0 (REG_DWORD data
type) in the following Registry subkey:

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\Tcpip\Parameters

2. Restart the computer.

@ \ Exam Tip Be sure to memorize the APIPA-related Registry keys for the exam.

Troubleshooting APIPA For computers running any version of Windows since
Windows 98, APIPA addresses are default addresses. That is, they are assigned to con-
nected hosts whose network configuration has not been altered since the operating
system was installed. In certain small networks, you might want to leave the computers
with these default APIPA addresses so as to simplify network communication and
administration. If so, you can run the Ipconfig /all command on networked computers
to determine whether the address assigned to each computer’s local area connection
falls within the APIPA range of 169.254.0.1-169.254.255.254.

If the Ipconfig /all command does not reveal an APIPA address, the output instead
reveals one of three scenarios: no address with or without an error message, an all-
zeros address, or a nonzero IP address outside of APIPA range.

When no IP address has been assigned to a host, an error message might provide the
specific cause. For example, the Ipconfig /all output might inform you that the media
(in other words, the network cable) has been disconnected. At this point, you can
check the network cable attachments and then run the Ipconfig /renew command to
obtain a new IP address through the APIPA feature. Should this strategy fail to provide
the host with a new IP address, you should then proceed to diagnose hardware prob-
lems such as faulty cables, hubs, and switches.

Sometimes the Ipconfig /all command output does not provide an explicit cause for
the computer’s failure to obtain an IP address. If so, suspect problems with the net-
work adapter. Verify that the computer in question has a network adapter properly
installed, along with the most recent version of the appropriate driver. Then run the
Ipconfig /renew command to attempt to obtain an IP address again. If problems per-
sist, you should proceed to diagnose hardware issues.
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Real World Troubleshooting Without Tools

As a sysadmin, you are ideally supposed to break out hard-core paraphernalia
like oscilloscopes and multimeters at the first sign of a network hardware distur-
bance. In real life, however, many sysadmins (especially those in small compa-
nies) don’t know how to use such tools and thus find ways to troubleshoot
without them. For example, when traffic on the network has stopped, you can
begin troubleshooting simply by restarting the hub or switch. If that solution
doesn’t fix the problem, try vacuuming out the ports on your hubs and adapters,
as well as the connector ends on your network cables. Dust can often be the cul-
prit in disrupted connectivity.

Even after you rule out problems that can be easily remedied, you can still often
determine without the use of high-tech gadgets the cause of the connectivity
problem. For the connection unable to receive an APIPA address, simply replace
the cable with another one you know to be functioning. If the computer is then
able to obtain an APIPA address after you run the Ipconfig /renew command, you
can attribute the network disruption to the faulty cable you just replaced.

If the problem persists, you can use a special crossover cable to avoid the hub and
connect the stranded computer directly to another. If in this configuration both
computers obtain APIPA addresses, you can determine that the hub was the cause
of the network disruption. If either of the computers still cannot obtain an APIPA
address, replace the network card on the stranded computer.

Other APIPA errors do not generate error messages in the Ipconfig output. For exam-
ple, if the Ipconfig /all command merely reveals an all-zeros IP address, the IP address
might have been released by the Ipconfig /release command and never renewed. In
this case, run the Ipconfig /renew command to obtain a new address. If the all-zeros
address persists, check the appropriate Registry entries to make sure APIPA has not
been disabled.

If, by running the Ipconfig /all command, you see that your computer has obtained
a nonzero IP address that is outside the APIPA range, you should run the Ipconfig
/renew command to see whether this address is simply held from a previous (and
recent) configuration. If a non-APIPA address persists when you want an APIPA
address, check the IP properties for the connection and verify that the computer has
been configured to obtain an address automatically. Then click the Alternate Configu-
ration tab and verify that the Automatic Private IP Address option is selected, as shown
in Figure 1-11.
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Internet Protocol (TCP/IP) Properties 21 x|

General  Alkernate Configuration |

If this computer is used on more than one netwark, enter the alternate IP
settings below,

—{" User configured

IF address; I . . .
Subnet mask: I . . .
Default gateway: I . . .
Ereferred DS server: I . . .
Alternate DS server: I . . .

Breferred WINS server: I . . .
Alternate WINS server: I . . .

[8]4 I Cancel |

Figure 1-11 Configuring an APIPA client

Off the Record In reality, an APIPA address is just a temporary address that allows com-
puters to communicate before you can assign them a “real” one. You are probably never
going to see a company network based on APIPA addresses because such addresses are
incompatible with shared Internet connections, subnetting, and centralized administration. If
you want to combine automatic addressing with Internet connectivity, subnets, or address
administration, use a DHCP server.

Default Networking and Workgroups

Physically connected computers running Windows Server 2003 are grouped by default
in a single workgroup named WORKGROUP. Computer names are NetBIOS names,
resolved using NetBT broadcasts to the local network segment. The workgroup itself
merely serves as a name for a group of computers and offers no centralized security or
management features. File sharing, network security, browsing, and printing within the
workgroup are handled on each local computer by the CIFS protocol. Neither Active
Directory nor DNS is available.

Routing and Windows Server 2003 Network Infrastructure

Although a default Windows Server 2003 installation does not include routing capabil-
ities, the Windows Setup Wizard for Windows Server 2003 does install the Routing And
Remote Access service in a disabled state. By using the Routing And Remote Access
console, you can enable this service and configure many routing-type features, such as
remote access, LAN routing, and NAT.
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Note that you can configure a computer running Windows Server 2003 to perform rout-
ing functions only when that computer is configured with more than one network
adapter. Computers such as these are said to be multibomed. Multihomed servers can
act as routers when each network adapter connects to a separate network.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. You have installed Windows Server 2003 on a multihomed computer named
Server001. Network Adapter A is connected to a large network in which 80 per-
cent of the servers run NetWare and 20 percent run Windows Server 2003. Net-
work Adapter B is connected to a large network in which 80 percent of the servers
run Windows Server 2003 and 20 percent run NetWare. According to server logs,
Network Adapter B sends and receives more traffic than Network Adapter A does.
How should you specify the order of network providers for Server001 in general
and the binding order of services for Network Adapter A and Network Adapter B,
respectively?

2. Which of the following are automatically configured in Windows Server 2003?
a. Local area connections
b. Dial-up networking
c. Routing tables

3. Which of the following components are automatically assigned to connections?
a. Client Service For NetWare
b. Network Monitor Driver

c. Client For Microsoft Networks
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4.

5.

Which of the following features is not configurable through the Routing And
Remote Access console?

a. Dial-up networking

b. Packet filtering

c. Internet Connection Sharing
d. Active Directory

Which of the following is a requirement for networking on a Windows Server 2003
network?

a. DHCP
b. Network protocol

c. WINS

Lesson Summary

A default installation of Windows computers allows you to begin networking imme-
diately, provided that your network consists of a single network segment of physi-
cally connected computers running any versions of Windows since Windows 98.

By default, and in the absence of a DHCP server, Windows Server 2003 assigns
detected connections with an IP address in the range of 169.254.0.1-
169.254.255.254.

You can view connections currently configured on your computer by using the
Network Connections window or menu. If you want to configure additional net-
work connections, such as dial-up connections, use the New Connection Wizard.

To view the network components bound to any particular connection, open the
properties dialog box associated with that connection. By default, Client For
Microsoft Networks, File And Printer Sharing For Microsoft Networks, and the
Internet Protocol are bound to each connection.

The Advanced Settings dialog box, accessible through the Network Connections
window, shows the binding order of network protocols, network services, net-
work providers, and print providers, all of which can be modified.
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Lesson 3: Extending a Windows Server 2003 Network
Infrastructure

Although Windows Server 2003 provides a simple network infrastructure with every
default installation, you can greatly extend this infrastructure by installing and configur-
ing additional network components. If you have Administrator privileges on a local
computer, for example, you can install new clients, services, and protocols to be used by
particular network connections. In addition, you can configure your computer running
Windows Server 2003 to perform additional network functions by installing Windows
components or adding server roles. Examples of these functions include centralized
addressing (DHCP) and name resolution (WINS, DNS) services for your network.

After this lesson, you will be able to

B Locate and install Windows networking components as needed

B Describe the function of various Windows networking subcomponents
Estimated lesson time: 15 minutes

Adding Components to a Connection

The default Windows Server 2003 network infrastructure consists of IP addressing in
the 169.254.0.1-169.254.255.254 range and a single workgroup of other Windows-
based computers. Name resolution is handled in the network by NetBT broadcasts to
the network segment. File sharing, security, browsing, and printing within the work-
group are handled by the CIFS protocol. Network connections are automatically con-
figured with Client For Microsoft Networks, File And Printer Sharing For Microsoft
Networks, and TCP/IP.

You can bind additional clients, services, and protocols to a local area connection by
opening the properties dialog box associated with the connection and clicking Install. This
process opens the Select Network Component Type dialog box, shown in Figure 1-12.

Select Network Component Typ 2=l
Llick the type of network component you want to install
= Client
Service
S Protacal
r— Description
Bl Cancel |

Figure 1-12 Binding a network component to a connection
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Before binding new network components to a connection, be sure the network com-
ponent is actually needed. Network performance is enhanced and network traffic is
reduced when only the required protocols and clients are installed; excessive services
can hinder performance on your local computer.

To add a network component, complete the following steps:

1. Open Network Connections.

2. Right-click the connection to which you want to add a network component, and
then click Properties. Do one of the following:

Q If this is a local area connection, click Install.

Q If this is a dial-up, VPN, or incoming connection, select the Networking tab,
and then click Install.

3. In the Select Network Component Type dialog box, select either Client, Service, or
Protocol, and then click Add. Do one of the following:

QO If you do not need a separate installation disk for the component, select the
appropriate client, service, or protocol, and then click OK.

Q If you have an installation disk for the component, click Have Disk, insert the
installation disk into the selected drive, and then click OK.

Installing Client Service For NetWare

To install Client Service For NetWare, open a connection, click Install, select Client,
select Client Service For NetWare, and then click OK. If necessary, reboot the com-
puter. Besides installing the actual network client service in question, this procedure
also automatically installs the NWLink (IPX) protocol, which is required in order to
communicate with NetWare networks. After you install the client, the client is bound to
all network adapters and should be unbound from network adapters that do not
require it.

Frame Types and the NWLink (IPX) Protocol

The IPX frame type describes the method of encapsulating data in an IPX packet.
Although you can usually accept the default Auto Detect mode for frame type settings
with the NWLink protocol, the Auto Detect feature cannot properly resolve situations
in which multiple frame types exist. This situation can happen, for example, if both
Novell NetWare 3.11 (frame type 802.3) and later (frame type 802.2) versions of Net-
Ware servers exist on your network. In such a case, you must edit the Registry to allow
for the different frame types.
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By using the Add Or Remove Programs tool in Control Panel to add and remove
Windows components, you can extend the networking functionality of Windows
Server 2003. To access these additional Windows components, open Add Or Remove
Programs in Control Panel, and then click Add/Remove Windows Components.

This process opens the Windows Components Wizard. Figure 1-13 shows the Windows

Components page of this wizard.

Windows Components Wizard

Windows Components
“Y'ou can add o remove components of ‘Windows,

To add ar remave a component, click the checkbox. A shaded box means that anly
part of the component will be installed. To zee what's included in a component, click
Details.

O ﬁApplication Server 245 ME
[ [E8 Certificate Services 1.4 MB
O E-mail Services 1.1 MB
[T 4 Fax Servines F2NR T

Description:  Includes ‘Windows Accessories and Utilities for pour computer.

Total disk space required: 0.3 ME Details |
Space available on digk: 1555.9 MB —

< Back I Mest » I Cancel | Help

Figure 1-13 Windows Components Wizard

The Windows Components page shows all installable Windows Server 2003 compo-
nents. These components are the same ones that can be chosen in the Windows Setup

Wizard during Windows Server 2003 installation.

Note Windows Server 2003 provides a simplified way of adding new components through
the Manage Your Server window. This window, which you can access through the Start Menu,
allows you to add server roles such as print server, mail server, DNS server, or DHCP server.
Adding a server role automatically installs any Windows components required for that role.

Of the Windows components not installed by default in Windows Server 2003, four
contain subcomponents related to the network infrastructure: Management And Moni-
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toring Tools, Networking Services, Other Network File And Print Services, and Certifi-
cate Services.

Tip You can quickly access the Windows networking components by opening Network Con-
nections and selecting Optional Networking Components from the Advanced menu. This pro-
cess opens the Windows Optional Networking Components Wizard, which includes three
components: Management And Monitoring Tools, Networking Services, and Other Network
File And Print Services. Certificate Services cannot be installed through this shortcut.

Management And Monitoring Tools Component

The Management And Monitoring Tools component provides tools for the administra-
tion, monitoring, and management of network communications. Among these tools are
Network Monitor, which allows you to capture and analyze frames on a network, and
Simple Network Management Protocol (SNMP), which allows you to manage and mon-
itor devices on TCP/IP networks. Table 1-1 describes all the subcomponents available
in the Management And Monitoring Tools component of Windows Server 2003.

Table 1-1 Management and Monitoring Tools Subcomponents

Subcomponent Description
Connection Manager Installs a tool for the creation of customized remote access connec-
Administration Kit tions that you can distribute to your users.

Connection Point Services Installs Phone Book Service, which enables the distribution of
phone books for a Connection Manager profile. Requires Internet
Information Services (IIS).

Network Monitor Tools Analyzes packets of data transferred over a network.

Simple Network Includes agents that monitor the activity in network devices and
Management Protocol that report to the network console workstation.

WMI SNMP Provider Allows client applications to access static and dynamic SNMP infor-

mation through Windows Management Instrumentation (WMD).

Networking Services Component

This component provides essential support for networking, including a variety of spe-
cialized, network-related services and protocols. Table 1-2 lists and describes the sub-
components available in the Networking Services component of Windows Server 2003.
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Table 1-2 Networking Services Subcomponents

Subcomponent Description

Domain Name System (DNS)  Sets up a DNS server that answers query and update requests
for DNS names.

Dynamic Host Configuration — Sets up a DHCP server that automatically assigns temporary IP

Protocol (DHCP) addresses to client computers on the same network.

Internet Authentication Service Enables authentication, authorization, and accounting of dial-up
and VPN users. Supports the RADIUS protocol.

RPC over HTTP Proxy Enables Remote Procedure Call (RPC)/Distributed Component

Object Model (DCOM) to travel over the Hypertext Transfer
Protocol (HTTP) via IIS.

Simple TCP/IP Services Supports the following TCP/IP services: Character Generator,
Daytime, Discard, Echo, and Quote Of The Day.

Windows Internet Name Sets up a WINS server that registers and resolves NetBIOS

Service (WINS) names for clients.

Other Network File And Print Services Component

This component provides file and print services for the Macintosh operating system, as
well as print services for UNIX. Table 1-3 lists and describes the subcomponents avail-
able in Other Network File And Print Services.

Table 1-3 Other Network File And Print Services Subcomponents

Subcomponent Description

File Services For Macintosh ~ Enables Macintosh users to both store files and gain access to
files on a server running Microsoft Windows.

Print Services For Macintosh ~ Enables Macintosh users to send jobs to a print spooler on a
server running Microsoft Windows.

Print Services For UNIX Enables UNIX clients to print to any printer available to the local
computer.

Exam Tip Be sure to know the functions of the Network File And Print Services subcompo-
nents for the exam.

Certificate Services Component

This Windows component provides services for issuing and managing certificates that
are used in software security systems employing public key technologies. Among other
functions, certificates are used to verify the contents of e-mail, validate the sender and
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recipient of messages, authenticate Web clients and servers, identify smart cards, and
encrypt files. Table 1-4 lists and describes the subcomponents included in this
Windows Server 2003 component.

Table 1-4 Certificate Services Subcomponents

Subcomponent Description

Certificate Services CA Sets up a certificate authority (CA) that issues and manages
digital certificates.

Certificate Services Web Allows you to publish Web pages on your server to submit

Enrollment Support requests and retrieve certificates from a CA.

Adding Active Directory to a Windows Infrastructure

To install Active Directory on your network, simply promote a computer to the status
of domain controller by adding the Domain Controller role in the Manage Your Server
window.

Adding Active Directory dramatically changes the logical infrastructure of a Windows
network. For example, if no DNS server has previously been configured, the name res-
olution method on the network switches from NetBIOS to DNS. Network-level security
and authentication based on the Kerberos protocol are also introduced. Finally, adding
Active Directory introduces many features associated with the directory service itself,
including a global catalog that contains information about every object in the directory
and a replication service that distributes directory data across the network.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which Windows subcomponent should you install to allow Macintosh users to
store and access folders in a Windows Server 2003 network?

2. Which Windows component should you install if you want to set up DHCP, DNS,
and WINS?

a. Management And Monitoring Tools
b. Networking Services

c. Other File And Print Services
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. You want your computer running Windows Server 2003 to interoperate with a

NetWare network that contains servers running both NetWare 3.11 and NetWare
4.1. How should you configure the NWLink protocol to handle this situation?

a. Leave the protocol in Auto Detect mode.
b. Configure the frame type as 802.2.
c. Configure the frame type as 802.3.
d. Configure the Registry to allow both 802.2 and 802.3 frame types.
Which of the following network features does not rely on a Public Key Infrastructure?
a. IPSec
b. File sharing
c. SSL

How is name resolution normally performed in Windows Server 2003 and
Windows 2000 native domains?

. Which Windows subcomponent includes agents that allow you to monitor and

control Windows servers, UNIX servers, and network devices?

Lesson Summary

You can bind additional clients, services, and protocols to a network connection
by opening the properties dialog box associated with a connection and clicking
Install.

By installing and configuring various Windows components, you can add services
to your network such as centralized addressing (DHCP) and name resolution
(WINS, DNS).

Although you can usually accept the default Auto Detect mode for frame type set-
tings with the NWLink protocol, the Auto Detect feature cannot properly resolve
situations in which multiple frame types exist.

To install Active Directory on your network, simply promote a computer to the
status of domain controller by adding the Domain Controller role. The introduc-
tion of Windows Server 2003 Active Directory domains dramatically changes the
logical infrastructure of a Windows network.
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Case Scenario Exercise

After physically connecting the 15 computers in Contoso’s small company network,
you run the Ipconfig /all command on each computer. Most hosts reveal an APIPA
address, but some exceptions exist.

CS-7 shows the following output:

C:\Documents and Settings\Administrator>ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : CS-7
Primary Dns Suffix :

Node Type . . . . . . . . . . . . : Mixed
IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Local Area Connection:

Media State . . . . . . . . . . . : Media disconnected
Description . . . . . . . . . . . : Intel(R) PRO/10@ P Mobile Combo Adapter
Physical Address. . . . . . . . . : 00-D0-59-80-B7-F6

1. In attempting to fix the problem, what should be your first step?

2. Host CS-8 shows no output at all from the Ipconfig /all command. You have ver-
ified that a network adapter is physically installed. What should be your next step?

3. Host CS-10 reveals an IP address of 0.0.0.0. You run the Ipconfig /renew com-
mand, but the address stays the same. If you want the computer to adopt an APIPA
address, what should be your next step?
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Chapter Summary

By default, networked computers are grouped in a single workgroup named
WORKGROUP. The underlying protocol for the network is the TCP/IP suite. Com-
puter names are NetBIOS names, and names are resolved only by using NetBT
broadcasts to the local network segment. Security is configured locally at each
computer; no centralized security exists.

When no DHCP server is present, the computers assign themselves APIPA
addresses in the range of 169.254.0.1-169.254.255.254. This default addressing fea-
ture provides basic connectivity but does not allow for shared Internet connec-
tions, subnetting, or any centralized administration of addresses.

You can greatly extend the default infrastructure of a Windows Server 2003 net-
work by installing and configuring additional network components or adding
server roles.

You can add centralized addressing (DHCP) and name resolution (WINS, DNS)
services for your network.

If you have Administrator privileges on a local computer, you can install new cli-
ents, services, and protocols to be used by particular network connections.
You can configure various services, such as the Routing And Remote Access ser-

vice or Certificate Services, to run on the server computer and provide a service
for other network hosts.

Exam Highlights

Before taking the exam, review the key points and terms that are presented below to
help you identify topics you need to review. Return to the lessons for additional prac-
tice, and review the “Further Reading” sections in Part 2 for pointers to more informa-
tion about topics covering the exam objectives.

Key Points

Be familiar with APIPA address ranges. Specifically, in test questions you might
have to recognize an APIPA address as a sign that a DHCP server is not reachable
or is malfunctioning.

When a computer fails to obtain an APIPA address (in the absence of a DHCP
server), this issue usually signals hardware problems.

Memorize the Registry keys necessary to disable APIPA on either all adapters or a
specific adapter.

Be familiar with NetWare frame types. Know when Auto Detect mode will lead to
errors.
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B Be familiar with the installable Windows components and subcomponents that
relate to networking, such as File Services For Macintosh, Print Services For Mac-
intosh, and Print Services For UNIX.

Key Terms

APIPA A TCP/IP feature in Windows XP and products in the Windows Server 2003
family that automatically configures a unique IP address when the TCP/IP proto-
col is configured for dynamic addressing and a DHCP server is not available. IP
addresses are chosen randomly from the range 169.254.0.1 through
169.254.255.254, and assigned a subnet mask of 255.255.0.0. The APIPA range of
IP addresses is reserved by the Internet Assigned Numbers Authority (IANA), and
IP addresses within this range are not used on the Internet.

NetBT An abbreviation for NetBIOS over TCP/IP, a protocol which provides a foun-
dation for higher-layer Microsoft network communications, including SMB and
CIFS.

CIFS An extension of the SMB protocol that provides the basis for file sharing and
other functions on Microsoft networks. Among the enhancements of CIFS over
SMB is the ability of CIFS to operate directly over DNS without NetBIOS.

NWLink The Microsoft implementation of the IPX/SPX protocol used on NetWare
networks. NWLink allows connectivity between Windows-based computers and
NetWare networks running IPX/SPX.
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Questions and Answers

Page Lesson Review Questions
113

1. You are the administrator for your company’s network, which includes comput-
ers running Windows Server 2003, computers running Microsoft Windows XP
Professional, and a server running Novell NetWare. The Novell NetWare server has
only the IPX/SPX network protocol configured. You want every network com-
puter to be able to access features in the NetWare network operating system, the
Windows Server 2003 network operating system, and the Internet. Which proto-
cols must be installed on your network computers?

NWLink and TCP/IP
2. Which of the following does not rely on certificates and public key cryptography?
a. SSL
b. EFS
c. IPSec
d. Workgroup security
d

3. Which protocol provides names and name resolution for workgroups in
Windows?

a. NetBIOS
b. CIFS
c. DNS
d. Kerberos

a

Page Lesson Review Questions
123

1. You have installed Windows Server 2003 on a multihomed computer named
Server001. Network Adapter A is connected to a large network in which 80 per-
cent of the servers run NetWare and 20 percent run Windows Server 2003. Net-
work Adapter B is connected to a large network in which 80 percent of the servers
run Windows Server 2003 and 20 percent run NetWare. According to server logs,
Network Adapter B sends and receives more traffic than Network Adapter A does.
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How should you specify the order of network providers for Server001 in general
and the binding order of services for Network Adapter A and Network Adapter B,
respectively?

The network provider order should specify Microsoft Windows Network ahead of NetWare. For
the connection to Network Adapter A, you should specify Client Service For NetWare ahead of
Client For Microsoft Networks. For the connection to Network Adapter B, you should specify Cli-
ent For Microsoft Networks ahead of Client Service For NetWare.

2. Which of the following are automatically configured in Windows Server 2003?
a. Local area connections
b. Dial-up networking
c. Routing tables
a
3. Which of the following components are automatically assigned to connections?
a. Client Service For NetWare
b. Network Monitor Driver
c. Client For Microsoft Networks
c

4. Which of the following features is not configurable through the Routing And
Remote Access console?

a. Dial-up networking
b. Packet filtering
c. Internet Connection Sharing
d. Active Directory
d

5. Which of the following is a requirement for networking on a Windows Server 2003
network?

a. DHCP
b. Network protocol

c. WINS
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1. Which Windows subcomponent should you install to allow Macintosh users to
store and access folders in a Windows Server 2003 network?

File Services For Macintosh

2. Which Windows component should you install if you want to set up DHCP, DNS,
and WINS?

a. Management And Monitoring Tools
b. Networking Services
c. Other File And Print Services

b

3. You want your computer running Windows Server 2003 to interoperate with a
NetWare network that contains servers running both NetWare 3.11 and NetWare
4.1. How should you configure the NWLink protocol to handle this situation?

. Leave the protocol in Auto Detect mode.

a
b. Configure the frame type as 802.2.

¢l

. Configure the frame type as 802.3.

[=N

. Configure the Registry to allow both 802.2 and 802.3 frame types.
d

4. Which of the following network features does not rely on a Public Key Infrastruc-
ture?

a. IPSec
b. File sharing
c. SSL
b
5. How is name resolution normally performed in Active Directory Domains?
Through the DNS protocol

6. Which Windows subcomponent includes agents that allow you to monitor and
control Windows servers, UNIX servers, and network devices?

Simple Network Management Protocol



1-36

Page
1-32

Chapter 1 Understanding Windows Server 2003 Networks
Case Scenario

1. In attempting to fix the problem, what should be your first step?

Verify that the Ethernet cable is properly connected to the network adapter on one end and to
the Ethernet hub or switch at the other end.

. Host CS-8 shows no output at all from the Ipconfig /all command. You have ver-

ified that a network adapter is physically installed. What should be your next step?

Use Device Manager to verify that the most recent version of the network adapter driver is
installed and that the device is working properly.

. Host CS-10 reveals an IP address of 0.0.0.0. You run the Ipconfig /renew com-

mand, but the address stays the same. What should be your next step?
Delete the following Registry keys, if they exist:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\IPAutocon-
figurationEnabled

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Inter-
faces\interface\IPAutoconfigurationEnabled
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Exam Objectives in this Chapter:

m Configure TCP/IP addressing on a server computer
m Troubleshoot TCP/IP addressing

O Diagnose and resolve issues related to incorrect configuration

Why This Chapter Matters

As a network administrator, you will be working with TCP/IP every day. Among
your responsibilities will be, no doubt, assigning configurations to TCP/IP hosts on
the one hand and then troubleshooting configuration errors on the other. To even
begin to fulfill this duty, you will need a thorough understanding of the concepts
behind IP addressing. This chapter will explain these concepts and enable you to
diagnose problems related to the incorrect configuration of IP subnets, default
gateways, subnet masks, or addresses. It will also enable you to verify an address
space configuration by teaching you how to determine the number bits to reserve
for a subnet ID and host ID. Finally, this chapter will teach you how and when to
implement manual, automatic, and alternate IP configurations in your network.

Lessons in this Chapter:

B Lesson 1: Understanding TCP/IP . . ... ... ... ... . ... ... 2-2
B Lesson 2: Understanding IP Addressing . . . ............ .. ... ......... 2-7
B Lesson 3: Subnetting and Supernetting IP Networks . . .. ............... 2-22
B Lesson 4: Installing and Configuring TCP/IP. . ... .................... 2-42

Before You Begin
To complete this chapter, you must have

m Physically networked two computers.

mJ Performed a Windows Server 2003 installation with default settings on both com-
puters. The computers should be named Computer]l and Computer2. (See the
About This Book section for specific instructions on how to perform a default
installation by using the Windows Setup Wizard.)

B Assigned the local Administrator account on both computers a strong password.
mJ Created a private user account, with your name, that has not been granted Admin-

istrator privileges. Use this account for all computer activity outside the exercises

and procedures in this book.
21
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Lesson 1: Understanding TCP/IP

TCP/IP is a suite of protocols that provides the foundation for Windows networks and
the Internet. The TCP/IP protocol stack is based on a four-layer reference model,
including the network interface, internet, transport, and application layers.

The core of TCP/IP services exists at the internet and transport layers. In particular,
Address Resolution Protocol (ARP), IP, TCP, User Datagram Protocol (UDP), and Inter-
net Control Message Protocol (ICMP) are used in all TCP/IP installations.

After this lesson, you will be able to
B Describe the four layers of the TCP/IP model

B Give examples of the protocols that exist at each layer of the TCP/IP protocol stack

B Describe the basic functions of ARR IR ICMR TCR and UDP

Estimated lesson time: 10 minutes

Exploring the Layers of the TCP/IP Model

End-to-end communication through TCP/IP is based on four conceptual steps, or lay-

ers. Figure 2-1 shows these four layers of the TCP/IP model.

TCP/IP model

Application |

TCP/IP protocol suite

layer

Telnet FTP SMTP

DNS

RIP

SNMP

Transport
TCP
layer

UbP

Internet P
layer ARP

IGMP

ICMP

Network
interface
layer

Figure 2-1 Four-layer TCP/IP model and protocol stack
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Network Interface Layer

The network interface layer is the step in the communication process that describes
standards for physical media and electrical signaling. Examples of standards defined at
the network interface layer include Ethernet, Token Ring, Fiber Distributed Data Inter-
face (FDDI), X.25, Frame Relay, RS-232, and V.35.

Internet Layer

The internet layer of the TCP/IP model is the step in the communication process dur-
ing which information is packaged, addressed, and routed to network destinations.
ARP, IP, and ICMP are examples of internet-layer protocols within the TCP/IP suite.

B ARP Whereas IP routes packets to logical addresses that might be dozens of net-
work segments away, ARP finds the physical computers for which IP packets are
destined within each network segment. After using ARP to look up hardware
addresses, TCP/IP hosts store known IP-to-MAC address mappings in a local ARP
cache. You can view this cache with arp —a command or clear it with the arp —d
command.

Off the Record In the MCSE exam world, the arp —-d command supposedly saves your day
whenever you cannot connect to a computer, located in broadcast range, whose network card
has just been changed. Here’s what you're supposed to see: the new adapter has furnished
the seemingly-stranded computer with a fresh hardware address, thus rendering obsolete
your currently stored IP-to-MAC address mapping for that remote host. Until you clear your
local ARP cache, your computer will keep trying to reach the remote one by calling out a
defunct hardware address. So goes the theory.

In reality, virtually all ARP entries are dynamic, which means they are automatically added and
aged out of the cache as needed. Dynamic ARP entries have a life span of only 2 minutes if
they are not renewed. So, if your computer happens to cache the IP-to-MAC address mapping
of another host, immediately after which someone shuts down that remote box, opens it up,
replaces its network card, and miraculously gets it back online before all of 120 seconds
have elapsed, and if, despite this feat, you are still too impatient to wait out the intervening
moments before you can ping same address, then the arp —d command really may save your
day. Otherwise, you needn’t worry about it.

m IP IP is primarily responsible for addressing and routing packets between hosts.
An IP packet can be lost, delivered out of sequence, duplicated, or delayed, as can
information in any other protocol. However, IP itself does not attempt to recover
from these types of errors. The acknowledgment of packets delivered, the
sequencing of packets, and the recovery of lost packets are the responsibility of a
higher-layer protocol, such as TCP.
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m ICMP With ICMP, hosts and routers that use IP can report errors and exchange

limited control and status information. You can use the Ping command to send
ICMP echo request messages and record the receipt of ICMP echo reply messages.
With these messages, you can detect communication failures and troubleshoot

common TCP/IP connectivity problems.

Real World ICMP and Firewalls

As a network administrator, you typically need to concern yourself with ICMP
message types when you are configuring firewalls that face the public Internet.
Most firewalls, including the including the Basic Firewall (also known as Internet
Connection Firewall) included in Windows Server 2003, allow you to specify the
ICMP message requests to which the firewall responds. For example, if you want
to be able to ping the firewall, you need to configure the firewall to respond to
incoming echo requests.

Transport Layer

The transport layer of the TCP/IP model is the step in the communication process dur-
ing which the standards of data transport are determined. TCP and UDP are examples
of transport-layer protocols within the TCP/IP suite.

B TCP TCP receives data from the application layer and processes the data as a

stream of bytes. These bytes are grouped into segments that TCP then numbers
and sequences for delivery to a network host. When TCP receives a stream of data
from a network host, it sends the data to the intended application.

TCP ports enable different applications and programs to use TCP services on a sin-
gle host, as shown in Figure 2-2. Each program that uses TCP ports listens for mes-
sages arriving on its associated port number. Data sent to a specific TCP port is
thus received by the application listening at that port.

FTP Telnet Web
server server server
TCP ports TCP port 23 TCP port 80
20,21
TCP

Figure 2-2 TCP ports
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Exam Tip By using packet filtering at a router, you can block or allow TCP or UDP traffic
based on port number. Some exam questions require you to know which ports you must leave
open to allow the following protocols to pass through to your network: File Transfer Protocol
(FTP; TCP ports 20 and 21), Hypertext Transfer Protocol (HTTP; TCP port 80), Hypertext Trans-
fer Protocol Secure/Secure Sockets Layer (HTTPS/SSL; TCP port 443), Point-to-Point Tunnel-
ing Protocol (PPTP; TCP port 1723), and L2TP/IPSec (UDP ports 500, 1701, and 4500). Be
sure to memorize these port numbers before taking the exam!

m UDP Many network services (such as DNS) rely on UDP instead of TCP as a
transport protocol. UDP enables fast transport of datagrams by eliminating the reli-
ability features of TCP such as delivery guarantees and sequence verification.
Unlike TCP, UDP is a connectionless service that provides only best-effort data-
gram delivery to network hosts. A source host that needs reliable communication
must use either TCP or a program that provides its own sequencing and acknowl-
edgment services.

Exam Tip For the exam, you need to know that connectionless services in TCP/IP net-
works rely on UDP as a transport.

Application Layer

The application layer of the TCP/IP model is the step in the communication process
during which end-user data is manipulated, packaged, and sent to and from transport-
layer ports. Application-layer protocols often describe a user-friendly method of pre-
senting, naming, sending, or receiving data over TCP/IP. Common examples of appli-
cation-layer protocols native to the TCP/IP suite include HTTP, Telnet, FTP, Trivial File
Transfer Protocol (TFTP), Simple Network Management Protocol (SNMP), Domain
Name System (DNS), Post Office Protocol 3 (POP3), Simple Mail Transfer Protocol
(SMTP), and Network News Transfer Protocol (NNTP).

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.
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1. Which is the only layer of the TCP/IP reference model that does not contain any
TCP/IP protocols?
a. The network interface layer
b. The internet layer
c. The transport layer
d. The application layer
2. Which of the following TCP/IP protocols does not function at the internet layer?
a. IP
b. ARP
c. TCP
d. ICMP
3. Which of the following is a transport-layer protocol?
a. IGMP
b. UDP
c. DNS
d. Ethernet
4. Which of the following services connect to UDP ports? (Choose all that apply.)
a. NetBIOS
b. DNS
. Ethernet
d. Telnet

¢]

Lesson Summary

mJ The TCP/IP protocol stack is based on a four-layer reference model, including the
network interface, internet, transport, and application layers.

mJ) Whereas IP routes packets to logical addresses that might be dozens of network
segments away, ARP finds the physical computers for which IP packets are des-
tined within each network segment.

mJ TCP is a required TCP/IP standard that provides reliable, connection-oriented
packet delivery service. UDP provides a connectionless datagram service that,
unlike TCP, does not guarantee delivery or verify sequencing for any datagrams.
Both TCP and UDP provide ports at which applications can connect to transport-
layer services.
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Lesson 2: Understanding IP Addressing

To be able to communicate on a private TCP/IP network or on the public Internet,
each host on the network must be identified by a 32-bit IP address. These IP addresses
can be grouped into two categories: public IP addresses and private IP addresses. Pub-
lic addresses are the globally unique addresses that are connected to the Internet. Pri-
vate addresses are confined to specific ranges that can be used by any private network
but that cannot be seen on the public Internet.

Administering a Windows Server 2003 network requires that you understand the nature
of IP addressing, including public and private addressing mechanisms, decimal and
binary notations, address classes, subnet masks, and default gateways.

After this lesson, you will be able to
B Describe the various IP addressing types available in Windows Server 2003
B Convert IP addresses between dotted-decimal and binary notation
B Distinguish between the default network ID and host ID for any IP address
B Explain the function of subnet masks and default gateways

Estimated lesson time: 45 minutes

Using Public IP Addresses

Every IP address on the public Internet is unique. To allow networks to obtain unique
addresses for the Internet, the Internet Assigned Numbers Authority (IANA) divides up
the nonreserved portion of the IP address space and delegates responsibility for
address allocation to a number of regional registries throughout the world. These reg-
istries include Asia-Pacific Network Information Center (APNIC), American Registry for
Internet Numbers (ARIN), and Réseaux IP Européens (RIPE NCC). The regional regis-
tries allocate blocks of addresses to a small number of large Internet service providers
(ISPs) that then assign smaller blocks to customers and smaller ISPs.

Typically, your ISP assigns you one public IP address for each of your computers that
is directly connected to the ISP. This IP address can be assigned dynamically to each
computer when the computer connects, or it can be reserved statically for your dedi-
cated line or dial-up account.

Using Private IP Addresses

The TANA has reserved a certain number of IP addresses that are never used on the glo-
bal Internet. These private IP addresses are used for hosts that require IP connectivity
but that do not need to be seen on the public network. For example, a user connecting
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computers in a home TCP/IP network does not need to assign a public IP address to
each host. The user instead can take advantage of the address ranges shown in Table 2-
1 to provide addresses for hosts on the network.

Table 2-1 Private Address Ranges

Starting Address Ending Address
10.0.0.0 10.255.255.254
172.16.0.0 172.31.255.254
192.168.0.0 192.168.255.254

Hosts addressed with a private IP address can connect to the Internet through the use
of a proxy server or a computer running Windows Server 2003 configured as a Net-
work Address Translation (NAT) server. Windows Server 2003 also includes the Inter-
net Connection Sharing (ICS) feature that provides simplified NAT services to clients in
a private network.

Examining IP Addressing Methods

IP addresses can be provided manually, dynamically by a DHCP server, or automati-
cally by using Automatic Private IP Addressing (APIPA).

Manual IP Addressing

Occasionally, you need to assign addresses manually. For example, manual configura-
tion is required in a network with multiple network segments and in which no DHCP
server is present. In addition, if you want to set up a computer to be a DHCP server in
a network, you should plan to assign its IP address manually. Finally, if you want a
computer to serve as an essential network server, such as a DNS server, WINS server,
or domain controller, you should plan to assign the servers a static IP address.
Although you can assign static IP addresses by using DHCP address reservations, many
administrators prefer to keep essential servers free of DHCP dependence and therefore
assign addresses to these servers manually.

In other cases, however, manual configurations are recommended only when DHCP is
not available or feasible. Administering manually assigned IP addresses can be time-
consuming and confusing, especially in medium to large networks.

Dynamic Host Configuration Protocol

A DHCP server automatically provides IP addresses to DHCP clients from the range or
ranges of available addresses you determine. You can also configure a DHCP server to
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assign clients automatically with other options, such as the addresses of DNS and WINS
servers, gateway addresses, and other parameters.

DHCP is covered in more detail in Chapter 7, “Configuring DHCP Servers and Clients,”
and Chapter 8, “Monitoring and Troubleshooting DHCP.”

Automatic Private IP Addressing

APIPA is an automatic addressing feature used for simple networks lacking a DHCP
server and consisting of a single network segment. APIPA is discussed in more detail in
Chapter 1, “Understanding Windows Server 2003 Networks.”

Alternate Configuration

Like APIPA, an alternate configuration provides an IP address for computers unable to
find a DHCP server. However, when you specify an alternate configuration on a given
computer, that computer defaults (in the absence of a DHCP server) to the manually
configured alternate address instead of an APIPA address.

This feature is useful when the computer is used on more than one network and when
one of the networks does not have a DHCP server. For example, suppose you use your
laptop computer both at the office and at home. The same network adapter is used for
both networks, and you configure the local area connection to obtain an IP address
automatically. With this simple configuration, the laptop acquires a DHCP-allocated
TCP/IP configuration at the office. At home, where you have no DHCP server, the lap-
top adopts the alternate configuration you have defined, including an IP address, sub-
net mask, and default gateway appropriate for the home network.

Understanding the Structure of IP Addresses

People usually recognize IP addresses by their distinctive sequence of four numbers
separated by dots, such as 192.168.100.22. However, this version of an IP address is
really just a transcription—called dotted-decimal notation—that people use to remem-
ber the address easily. Whereas decimal notation is the 10-digit numbering system that
most people use every day, computer processing is based on binary notation, which
uses only the digits 1 and 0 to represent all values. The native form of an IP address is
thus binary.

The logic behind IP addressing is revealed when you look at this native binary version
of IP addresses. To be able to configure, manage, and troubleshoot IP addressing,
therefore, you must be able to understand and work with the binary form of IP
addresses, as well as translate between binary and decimal notations.
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Real World Manually Converting Binary and Decimal Notations

In the age of computers and scientific calculators, making manual conversions
between binary and decimal notation might seem like an outmoded and unnec-
essarily tedious means of solving an arithmetic problem. Truth be told, network
administrators on the job rarely need to make such conversions, and when they
do, administrators are far more likely to rush to a calculator for help than to a
pencil and paper. Even during the certification exam, you can avoid performing
manual conversions because at many test centers a scientific calculator is built
into the exam interface. (All test centers include at least a non-scientific calculator.)

So, you might ask, why not simply rely on calculators to perform decimal-binary
conversions and avoid performing these operations by hand? The short answer is
that by learning to perform these calculations by hand, you will visualize IP
addresses more clearly and therefore be able to spot and repair IP configuration
problems more easily. This skill is especially important for subnetted networks, in
which IP address schemes can appear confusing.

Regardless of this practical benefit, performing manual conversions between the
dotted-decimal and binary notation of an IP address is simply a skill expected of
a good network administrator, the same way a modern accountant who relies on
accounting software for everyday calculations is still expected to be able to per-
form long division. If that analogy doesn’t provide ample motivation, just think
that learning to perform these operations by hand gives you a backup method of
performing conversions when a scientific calculator is unavailable, as well as an
always-available means to flaunt esoteric knowledge and impress your coworkers.

Converting Between Binary and Decimal Notation

Accustomed to decimal systems, people naturally prefer to express decimal values over
their binary equivalents. With dotted-decimal notation, each 32-bit address value of an
IP address is viewed as four base-10 groupings ranging from 0 to 255, as in the exam-
ple “192.168.0.225.” These values represent the four 8-bit values that make up the 32-
bit address. In both binary and decimal notations, each of the four groupings is
referred to as an octet. However, only in binary form is it possible to see the value of
each individual bit. For example, the IP address 192.168.0.225 is expressed in binary
notation in the following manner:

11000000 10101000 00000000 11100001

For any 32-bit IP address, octets and bit places are numbered from left to right. Conse-
quently, the first octet refers to the leftmost octet, and bit places 1 through 8 refer to the
eight leftmost bit places, beginning on the far left. The second octet refers to the next
eight bits (bit places 9-16), followed by the third octet (bit places 17-24), and the
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fourth octet (bit places 25-32). Periods are used to separate the four octets in dotted-
decimal notation, and spaces are used to separate them in binary notation.

Table 2-2 shows the scientific and decimal notations associated with each bit place within
a binary octet. Notice that as you move from left to right and begin with the first bit’s
value of 128, each successive bit represents half the potential value of the previous bit. In
reverse direction, as you move from right to left and begin with the eighth bit’s value of
1, each successive bit represents double the potential value of the previous bit. This pat-
tern allows you to easily recall the potential value of each bit place within an octet.

Table 2-2 Potential Values in a Binary Octet

First Second Third Fourth Fifth Sixth Seventh Eighth

Octet Bit Bit Bit Bit Bit Bit Bit Bit
Scientific 57 26 25 24 23 22 o1 20
notation

Decimal 128 64 32 16 8 4 2 1
notation

Example 1 0 1 0 1 1 0 0

Note that these bit places represent values held only when a given bit place contains
a 1. When an octet contains a 0 in any bit place, the value of the bit is 0. For example,
if the first bit place is filled with a bit value of 1, the equivalent decimal value is 128.
Where the bit value is 0, the equivalent decimal value is 0 as well. If all the bit places
in an octet are filled with 1s, the equivalent decimal value is 255. If all the bit places are
filled with 0s, the equivalent decimal value is 0.

Binary-to-Decimal Conversion Example The following binary string shows a possible
first octet in an IP address:

10101100

In this eight-digit binary number the first, third, fifth, and sixth bit places contain 1. All
other bit places are filled with 0. To understand the decimal value of this binary octet,
you can easily draw a conversion table, such as the one shown here, in which to enter
the potential bit values of the octet:

128 64 32 16 8 4 2 1
1 0 1 0 1 1 0 0

Using this table as a reference, you can perform simple addition of each bit place’s dec-
imal equivalent value to find the decimal sum for this octet string, as follows:

Sfirst bit (128) + third bit (32) + fifth bit (8) + sixth bit (4) = octet total (172)
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Because the sum is 172, the first octet of the example IP address is expressed as 172 in
decimal form.

Next, suppose that the following four octets represent the complete IP address:
10101100 00010001 00000111 00011011

After using this method on the other octets, you can determine that the complete dot-
ted-decimal equivalent of the IP address is 172.17.7.27.

Decimal-to-Binary Conversion Example You convert an octet from decimal to binary
form by adding a 1-bit or 0-bit in the octet’s bit places from left to right until the desired
target decimal value is achieved. If adding a 1-bit in a given bit place causes your total
to exceed the target decimal value, simply add a 0-bit instead and move to the next bit
place.

For example, suppose you want to convert the IP address 172.31.230.218 into binary
form. First write out the sequence of potential bit values in a table, as shown here:

128 64 32 16 8 4 2 1

You can begin by considering the potential value of the first bit place (128). Because
128 does not exceed the target value of 172, write a 1 in the first bit place and note 128
as your running subtotal. Next, look at the potential value of the second bit place (64).
Because 128 + 64 overshoots your target of 172, write a 0 in this second bit place. After
this, move to the third bit, whose potential value is 32. Because the sum of 128 and 32
does not exceed the target value of 172, write a 1 in this third bit place. The running
subtotal of the first 3 bits is therefore 128 + 0 + 32, or 160. Now move to the fourth bit
place, whose potential value is 16. The sum of 160 and 16 overshoots the target value
of 172, so you must write a 0 in this bit place.

Next, consider that the potential value of the fifth bit place is 8. The sum of 160 and 8
does not exceed the target value of 172; consequently, you should write a 1 in this fifth
bit place. The running subtotal of the first 5 bits is now 128 + 0 + 32 + 0 + 8 = 168.
Finally, note that the potential value of the sixth bit is 4. The sum of 168 and 4 yields
the target value of 172, so you should write a 1 in the sixth bit place and a 0 in both
the seventh and eighth bit places.

The first octet is therefore written as follows in binary notation:

10101100
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To convert the entire address 172.31.230.218 from decimal to binary, simply complete
the same process with the remaining three octets. The result is the following binary
notation:

10101100 00011111 11100110 11011010

Using Calculator to Perform Notation Conversion Although being able to perform
manual conversions between binary and decimal notation is a useful skill, you can also
use Microsoft Calculator to compute these conversions quickly. Once you open Calcula-
tor, the functions necessary for notation conversion appear when you select Scientific
from the View menu. Once the tool is in Scientific view, select either Dec or Bin to enter
the desired value in the source notation. For example, if you want to convert 11001100
to decimal notation, first select Bin. Next, enter the binary value, as shown in Figure 2-3.
(Whenever possible, use the Copy and Paste functions to perform this last step.)

~icid
Edit Wiew Help
I 11001100
|("' Hex ¢ Dec ¢ Oct % Bin " Byte |
I e [~ Hyp Backspace CE | C |

| || el o] o] o] ol e
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Figure 2-3 Entering binary values in Calculator
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Once you have entered the value, simply select the Dec option to view the value in the
target notation.

Note As with common decimal notation, leftmost Os in binary are not registered by Calcula-
tor. Therefore, an IP octet of 00001110 is expressed as 1110 in the utility. For this reason,
you should always count the number of bits shown in Calculator so that you do not incorrectly
note the value. For example, you could easily mistake the binary value 1100001 (decimal
value 97) for an IP octet of 11000001 (decimal value 193). If fewer than 8 bits are shown,
you should always add Os to the left side of the bit string when you want to represent the
value as an IP octet. You can also use the digit grouping feature to avoid making similar
errors. (Digit grouping, however, is unfortunately not available on the exam.)
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Network ID and Host ID

The routers that direct packets of data between TCP/IP networks do not usually need
to know the exact host for which an IP packet is destined. Instead, routers need to read
from an IP packet only the destination network address of which the particular desti-
nation host is a member. The routers then use information stored in their routing tables
to determine how to move the packet toward the network of the destination host. Only
after the packet is delivered to the destination’s network segment is the precise loca-
tion of the destination host determined.

To assist in this routing process, an IP address is divided into two components:

B The first part of an IP address, the network ID, identifies a particular network
within a larger TCP/IP internetwork (such as the Internet).

B The last part of an IP address, the host ID, identifies a TCP/IP host (a workstation,
server, router, or other TCP/IP device) specific to the network defined by the net-
work ID.

Figure 2-4 shows a sample view of an IP address (131.107.16.200) as it is divided into
network ID and host ID sections. In this example, the network ID portion (131.107) is
indicated by the first two numbers of the IP address. The host ID portion (16.200) is
indicated by the last two numbers of the IP address.

32 bits

Network ID Host ID

A A A
L IL I IL ]
1=
W.X.Y.Z
Example: 131.107.16.200

Figure 2-4 Network and host IDs
You should follow several general guidelines when assigning network IDs and host IDs:

B The network ID and host ID bits cannot be all 1s. If all bits are set to 1, the address
is interpreted as a broadcast rather than a host ID.
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B The network ID and host ID bits cannot be all Os. If all bits are set to 0, the address
is interpreted to mean “this network only.”

B The host ID must be unique to the local network ID.

IP Address Classes

The class of an address, which is determined by the value of the first octet, designates
which of its 32 bits represent the default network ID. The address class also defines, for
each network ID, how many hosts that network can support. The Internet community
has defined five address classes. Only Class A, B, and C addresses are used for assign-
ment to TCP/IP nodes.

Table 2-3 uses w.x.y.z to designate the four octet values in any given IP address. The
table is used to show the following:

B How the value of the first octet (w) of any given IP address effectively indicates
the class of address

B How the octets in an address are divided into network ID and host ID

B The number of possible networks and hosts per network available for each class

Table 2-3 IP Address Classes

Number of Number of
Networks Hosts per

Value of Host within Network

Class Valueof w FirstBits Network ID ID Class (Default)
A 1-126 0 w xyz 126 16,777,214
B 128-191 10 w.ox .z 16,384 65,534

C 192-223 110 wxy > 2,097,152 254

D 224-239 1110 Reserved for multi- N/A N/A N/A

cast addressing
E 240-254 1111 Reserved for N/A N/A N/A

experimental use
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Figure 2-5 illustrates the differences among Class A, B, and C addresses.

Class A

r Network ID r Host ID

11
(o)

Class B

r Network ID r Host ID

11
0

Class C

r Network ID r Host ID

0

Figure 2-5 [P address classes

Subnet Masks

Another setting whose proper configuration is required for TCP/IP to function is the
subnet mask. This value is used by a host to determine whether the destination of a
packet is on the local network or on a remote network. Each subnet mask is a 32-bit
address that uses a string of 1-bits to block, or mask, the network ID of a packet’s des-
tination address and to distinguish this network ID from the host ID. Every host on a
TCP/IP network requires a subnet mask—either a default subnet mask, which is used
when a network has not been subnetted (and therefore consists of a single subnet), or
a custom subnet mask, which is typically used when a network is divided into multiple
subnets.

For example, the following 32-bit number represents the default subnet mask used by
hosts configured with a Class B address (such as 172.20.16.200):

11111111 11111111 00000000 000R0V0GO (255.255.0.0)
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If a TCP/IP host with the address 172.20.16.200 sends a packet to the address
172.21.17.201, the host first performs a bitwise AND operation between the local
address and the locally configured subnet mask. Because ANDing two numbers results
in a figure with Os in all bit places except those where both original binary numbers
have 1-bits, the result of ANDing 172.20.16.200 and 255.255.0.0 is 172.20.0.0. The host
then performs a bitwise AND operation between the destination address and this same
subnet mask, which results in the binary equivalent of 172.21.0.0. TCP/IP then com-
pares the values resulting from these two bitwise AND operations. If the two values are
identical, the TCP/IP host concludes that the destination is on the local subnet. If the
two values differ, the host determines that the destination is remote.

Network Prefix Length Representation of Subnet Masks

Because the network ID bits must always be chosen in a contiguous fashion from the
high-order (Ieftmost) bits, a shorthand way of expressing a subnet mask is to denote
the number of bits that define the network ID as a network prefix. The subnet mask can
then be expressed using network prefix notation: IP address /network prefix. For
example, the IP address 131.107.16.200 and subnet mask 255.255.0.0 can be designated
more simply by the notation 131.107.16.200/16. The 16 after the slash represents the
number of 1-bits used in this particular subnet mask. Similarly, /24 designates a subnet
mask of 255.255.255.0 for a Class C address such as 206.73.118.23/24.

Note Network prefix notation is also known as classless interdomain routing (CIDR; pro-
nounced “cider”) notation.

Table 2-4 displays default subnet masks for the Internet address classes.

Table 2-4 Subnet Masks

Network Prefix with
Address Class Default Subnet Mask in Binary Decimal Equivalent
Class A 11111111 00000000 00000000 /8 =255.0.0.0
00000000
Class B 11111111 11111111 00000000 /16 = 255.255.0.0
00000000
Class C 11111111 11111111 11111111 /24 = 255.255.255.0

00000000
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Understanding Default Gateways

If a TCP/IP host needs to communicate with a host on another network, it usually does
so through a router. Routers contain multiple interfaces connected to separate net-
works, and routing is the process of receiving IP packets at one interface and sending
these packets out another interface toward a final destination. For a given host on a
TCP/IP network, the default gateway is the IP address of a router, within broadcast
range, that is configured to forward IP traffic to other networks.

When a computer attempts to communicate with another host on an IP network, the
computer uses the subnet mask to determine whether the destination host is local or
remote. If the destination is a host on the local network segment, the computer simply
sends the packet on the local network by means of a broadcast. If, however, the destina-
tion is a remote host, the computer forwards the packet to the default gateway defined
in its TCP/IP properties. The router specified at the default gateway address is then
responsible for forwarding the packet to the correct network.

Practice: Working with Octet Notations

In this practice, you manually convert decimal notation to binary notation, and binary
notation to decimal notation. You also practice converting subnet masks.

Exercise 1: Manually Convert Numbers from Decimal to Binary Notation

Convert the number given at the top of each table. Use the table to work out your
answer, then perform the same conversion in Calculator to see if you obtain the same
result.

Decimal notation: 159

128 64 32 16 8 4 2 1

Binary notation:

Decimal notation: 65

128 64 32 16 8 4 2 1

Binary notation:

Binary notation: 1001010
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128 64 32 16 8 4 2 1

Decimal notation: __

Binary notation: 01110011

128 64 32 16 8 4 2 1

Decimal notation:

Exercise 2: Convert Between Dotted-Decimal and Network Prefix Subnet Masks

In this practice, you convert nondefault subnet masks from dotted-decimal to network
prefix, and from network prefix to dotted-decimal. Note that these values represent
nondefault subnet masks, which are explained in Lesson 3 of this chapter.

Use Calculator and Table 2-4 to help you convert between the two ways of expressing
a subnet mask.

1. 255.255.255.192
2. 255.255.252.0
3. /27

4. /21

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. What does the local host use to determine the destination network ID of a partic-
ular packet?

a. The IP header
b. The subnet mask

c. The address class
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2. A host determines that the destination network ID of a packet is the same as its
own network ID. What does the host do with the packet?

a. It broadcasts an ARP request to determine the Media Access Control (MAC)
address of the destination host and transmits the packet on the local network.

b. It sends the packet to the server, which broadcasts the packet on the local
network.

c. It sends the packet to the default gateway for delivery.

3. Which of the following is the dotted-decimal notation equivalent of the binary
address 11001100 00001010 11001000 000001007 To answer the question, first per-
form notation conversion manually, and then verify your answer with Calculator.

a. 204.18.200.3
b. 204.34.202.4
c. 204.10.200.4
d. 202.10.200.4

4. Which of the following is the binary equivalent of the dotted-decimal address
207.209.68.100? To answer the question, first perform notation conversion manu-
ally, and then verify your answer with Calculator.

a. 11001111 11010001 01000100 01100100
b. 11000111 11010001 01000100 01100100
Cc. 11001111 11010001 01000100 01101100
d. 11001111 11010001 11001101 01100100

5. Determine the dotted-decimal equivalent of the following address. Use CIDR nota-
tion to designate the default subnet mask. First perform this notation conversion
manually, and then verify your answer with Calculator.

10010010 01101011 00100111 10001001

Lesson Summary

m~ Public IP addresses are the globally unique addresses that are connected to the
Internet. Private IP addresses are confined to specific ranges and can be used by
any private network.

m " An alternate configuration enables an automatically configured computer to use a
manually specified IP address configuration instead of APIPA in the absence of a
DHCP server.

m~ In TCP/IP, the default gateway is the router that connects the host’s subnet to other
networks.
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m~ The subnet mask of the local host is used to compare the network ID of the local
host to the network ID of every IP packet it sends on the network. If the network
ID of the host matches the destination network ID of the IP packet, the packet is
transmitted on the local network. If the destination network ID of the packet is dif-
ferent from that of the host, the packet is sent to the local default gateway.

m The address class of an IP address determines its default subnet mask.
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Lesson 3: Subnetting and Supernetting IP Networks

By manipulating subnet masks, you can customize address space to suit your network
needs. Using subnetting, you can subdivide networks into distinct and separate groups.
Using supernetting and CIDR, you can combine separate networks into a single
address space.

After this lesson, you will be able to

B Manipulate subnet masks to configure subnets for a variety of network restrictions and
needs

B Given any network address and subnet mask, determine the number of subnets and
hosts available

B Determine the range of IP addresses for each subnet implied by a given network
address and subnet mask

B Manipulate subnet masks to configure a supernetted address space

W Configure variable-length subnet masks to meet network requirements for subnets of
varying sizes

Estimated lesson time: 70 minutes

Understanding Subnetting

Subnet masks are used by hosts to determine which portion of an IP address is consid-
ered the network ID of that address. Class A, B, and C addresses use default subnet
masks that cover the first 8, 16, and 24 bits, respectively, of a 32-bit address. The logical
network that is defined by a subnet mask is known as a subnet.

Default subnet mask values are acceptable for networks that do not need to be subdi-
vided. For example, on a network with 100 computers connected only through Gigabit
Ethernet cards, cables, and switches, all hosts can communicate with each other by
using the local network. Routers are not needed within the network to shield excessive
broadcasts or to connect hosts on separate physical segments. For such simple require-
ments, a single Class C network ID is sufficient. Figure 2-6 illustrates a single-subnet
network such as this.
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Figure 2-6 Single-subnet network
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What Is Subnetting?

Subnetting refers to the practice of logically subdividing a network address space by
extending the string of 1-bits used in the subnet mask of a network. This extension
enables you to create multiple subnets within the original network address space.

For example, when the default subnet mask of 255.255.0.0 is used for hosts within the
Class B network of 131.107.0.0, the IP addresses 131.107.1.11 and 131.107.2.11 are
found on the same subnet, and these hosts communicate with each other by means of
a broadcast. However, when the subnet mask is extended to 255.255.255.0, the
addresses 131.107.1.11 and 131.107.2.11 are found on different subnets. To communi-
cate with each other, hosts with addresses 131.107.1.11/24 and 131.107.2.11/24 send IP
packets to the default gateway, which is then responsible for routing the datagram
toward the destination subnet. Hosts external to the network continue to use the
default subnet mask to communicate with hosts within the network. Figure 2-7 and
Figure 2-8 illustrate the two versions of this network.

Ethernet switch

131.107.2.11/16 131.107.2.12/16

Single network segment
131.107.0.0/16

Figure 2-7 Class B address space not subnetted
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Subnet 1 ! Subnet 2
131.107.1.0/24 : 131.107.2.0/24
|
131.107.1.11/ Limit of broadcast traffic —> | «—Limit of broadcast traffic 131.107.2.11/24

Default gateway |

131.107.1.1

Default gateway
131.107.2.1

131.107.1.12/24

131.107.1.13/24 131.107.2.13/24
Internet

AN

Figure 2-8 Subnetted Class B address space

Whereas the original Class B network address space in Figure 2-7 consisted of a single
subnet of up to 65,534 hosts, the new subnet mask configured in Figure 2-8 allows you
to subdivide this original space into 256 subnets with as many as 254 hosts each.

Advantages of Subnetting

Subnetting is often used to accommodate a divided physical topology or to restrict
broadcast traffic on a network. Other advantages of subnetting include improved secu-
rity (by restricting unauthorized traffic behind routers) and simplified administration
(by delegating control of subnets to other departments or administrators).

Accommodating Physical Topology Suppose you are designing a campus network
with 200 hosts spread over four buildings—Voter Hall, Twilight Hall, Monroe Hall,
and Sunderland Hall. You want each of these four buildings to include 50 hosts. If
your ISP has allocated to you the Class C network 208.147.66.0, you can use the
addresses 208.147.66.1-208.147.66.254 for your 200 hosts. However, because these
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hosts are distributed among four physically separate locations, these hosts are not all
able to communicate with each other by means of a local network broadcast. By
extending the subnet mask and borrowing 2 bits from the host ID portion of your
address space, you can divide the network into four logical subnets. You can then
use a router to connect the four physical networks. Figure 2-9 illustrates this scenario.

208.147.66.0/26
Subnet ID (in binary):00

Voter Hall

208.147.66.64/26 Router 208.147.66.128/26
Subnet ID (in binary):01 Subnet ID (in binary):10

D

Twilight Hall Monroe Hall

Sunderland Hall

208.147.66.192/26
Subnet ID (in binary):11

Figure 2-9 Subnetting in a divided physical topology

Restricting Broadcast Traffic A broadcast is a network message sent from a single
computer and distributed to all other devices on the same physical network segment.
Broadcasts are resource-intensive because they use up network bandwidth and request
the attention of every network adapter and processor on the local network segment.

Routers block broadcasts and protect networks from becoming overburdened with
unnecessary traffic. Because routers also define the logical limits of subnets, subnet-
ting a network indirectly allows you to limit the propagation of broadcast traffic in
that network.
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Determining Host Capacity for Networks

For any specific network address, you can determine the quantity of host addresses
available within that network by raising 2 to the power of the number of bits in the
host ID, and then subtracting 2. For instance, the network address 192.168.0.0/24
reserves 8 bits for the host ID. Therefore, you can determine the number of hosts by
calculating 2% — 2, which equals 254.

Tip Using Calculator, you can easily compute the value of 2 to any power with the xAy but-
ton. This function appears only in Scientific view.

Excluding All-Os and All-1s Host IDs The value 2” yields the total number of distinct bit
value combinations for a binary number of x bits, including the combinations of all 0s
and all 1s. For example, the value 22 yields 8, which is the number of distinct bit value
combinations for 3 bits. The list of these eight possible combinations is as follows:

000 = 0 (decimal)
001 = 1 (decimal)
010 = 2 (decimal)
011 = 3 (decimaD)
100 = 4 (decimal)
101 = 5 (decimal)
110 = 6 (decimal)
111 = 7 (decimal)

However, combinations of all Os and all 1s (0 and 7 in the preceding list) cannot be
assigned to hosts because these addresses are reserved for other purposes. Specifically,
the all-0s host ID is invalid because it is used to specify a network without specifying
a host. The all-1s host ID cannot be assigned to a particular host because it is used by
IP to broadcast a message to every host on a network. Because these values cannot be
assigned to hosts, you must account for these nonusable host IDs by subtracting 2 from
2% when determining the host capacity of your network.

Determining Subnet Capacity

When the string of 1-bits in the subnet mask is extended beyond its default to create
multiple subnets within any address space, the host ID is shortened, and a new address
space for the subnet IDs is created, as shown in Figure 2-10 and Figure 2-11.
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Legend

1st octet 3rd octet

2nd octet 4th octet

|:|=o |=1

Class B network address

DT T
(16 bits) (16 bits)
16 0 0 A A

172

r N N
Ao = [N I
Default subnet mask 172 16 0 0
255 255 0 Y] # of subnets (segments) = 1

Figure 2-10 Default Class B address space

Class B network address

I]]II]]]||| ||||||| |||||||| Network ID Subnet ID Host ID
(16 bits) (8 bits) (8 bits)
172 16 0 0 —tN
> [T
Extended subnet mask (+8 bits) 172 16 0 0
255 255 255 Y # of hosts per subnet = 28 - 2

Figure 2-11 Address space with subnet ID

To determine the number of subnets available within an address space, simply calcu-
late the value of 2¥, where y equals the number of bits in the subnet ID. For example,
when the network address space 172.16.0.0/16 is subnetted to /24, 8 bits are reserved
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for the subnet ID. Therefore, the number of available subnets is 28, or 256. You do not
usually need to subtract 2 from this total because most modern routers (including the
Routing And Remote Access service in Microsoft Windows NT Server, Microsoft
Windows 2000 Server, and Windows Server 2003) can accept a subnet ID made up of
all 1s or all 0Os.

When you are configuring an address space and subnet mask to suit your network
needs, be sure to assign a number of bits to the subnet ID that will accommodate all
the subnets you now use and plan to use in the future. Remember, when determining
this figure, that each physical network counts as a subnet.

Tip Using Calculator, you can quickly determine the number of bits you need to assign to
the subnet ID. Simply subtract 1 from the number of subnets that your network requires in
decimal format, switch to binary, and count the bit places. For example, if you need to accom-
modate 31 subnets, enter 30 and select Bin. The result is 11110. Therefore, you need to
reserve 5 bits for the subnet ID.

Hosts per Subnet Calculating the number of host IDs per subnet is the same as cal-
culating the number of host IDs per network. When your network address space has
been subnetted, the value 2¥ — 2 (where x equals the number of bits in the host ID)
yields the number of hosts per subnet. For example, because the address space
172.16.0.0/24 reserves 8 bits for the host ID, the number of available hosts per subnet
is equal to 2% — 2, or 254. To calculate the number of hosts available for your entire sub-
netted network, simply multiply this figure by the number of available subnets. In this
example, the address space 172.16.0.0/24 yields 254 x 256, or 65,024 total hosts.

When you are configuring a network address space and subnet mask to suit your net-
work needs, be sure to assign a number of bits to the host ID that will accommodate
both the number of hosts you now use per subnet and plan to use per subnet in the
future.

Tip Using Calculator, you can quickly determine the number of bits you need to assign to
the host ID. Simply add 1 to the number of hosts you need to accommodate per subnet, enter
this number in decimal format, convert to binary, and count the bit places. For example, if you
need to accommodate 33 hosts per subnet, enter 34 in Calculator, and then select Bin. The
result is 100010, which means that to accommodate your network needs, you must reserve
6 bits for the host ID.
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Subnet Examples

In the preceding example, the original address space 172.16.0.0/16 was subnetted by
extending the string of 1-bits within the subnet mask a full octet to 255.255.255.0. In
practice, the string of 1-bits within subnet masks can be extended any number of bits,
not just full octets.

For example, Figure 2-12 shows the address space for 10.0.0.0/12. Because this address
is a Class A address, the default number of 1-bits in the subnet mask is 8; the mask has
been extended 4 bits. Thus, 4 bits remain for the subnet ID and 20 bits remain for the
host ID. On such a network, the range of addresses on the first subnet (ID 000) is
10.0.0.1-10.15.255.254.

Class A network address

0 0 0

10

AND

Extended subnet mask (+4 bits)

255 240 0 0

Network ID Subnet ID Host ID
(8 bits) (4 bits) (20 bits)
—r A A \
10 0 (o] (o]
# of subnets # of hosts per subnet
=04 =220.2

Figure 2-12 Subnetted Class A address space

In Figure 2-13, a Class B address of 172.20.0.0 has been given a custom subnet mask
of 255.255.248.0, which extends the default subnet mask by 5 bits. On such a network,
the range of addresses on the first subnet (ID 00000) is 172.20.0.1-172.20.7.254.
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Class B network address

LI T T

172

AND

Extended subnet mask (+5 bits)

T Iy

255 255 248 (0]

Network ID  Subnet ID  Host ID

(16 bits) (5 bits) (11 bits)
172 20 0 0
# of subnets # of hosts per subnet

=25 =211_9

Figure 2-13 Subnetted Class B address space

Figure 2-14 shows a Class C address of 192.168.0.0/26. In this example, 2 bits have
been reserved for the subnet ID and 6 have been reserved for the host ID. On such a
network, the range of addresses on the first subnet (ID 00) is 192.168.0.1-192.168.0.62.

Class C network address

(i |||(|)||| |||l||||

192 168

AND

Extended subnet mask (+2 bits)

LT

255 255 255 192
@ Subnet ID
(2 bits)
Network ID Host ID
(24 bits) (6 bits)
r A N
192 168 0 0
# of subnets # of hosts per subnet
=922 =26_92

Figure 2-14 Subnetted Class C address space
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Estimating Subnet Address Ranges

By using the dotted-decimal form of the subnet mask, you can estimate the ranges of
IP addresses in each subnet simply by subtracting from 256 the value of the relevant
octet in the subnet mask. For example, for a Class C network such as 207.209.68.0 with
a subnet mask of 255.255.255.192, subtracting 192 from 256 results in the value 64. As
a result, the network’s subnet address ranges are grouped in 64: 207.209.68.0—
207.209.68.63, 207.209.68.64—207.209.68.127, etc. For a Class B network such as
131.107.0.0 with a subnet mask of 255.255.240.0, subtracting 240 from 256 yields 16.
Therefore, the subnet address ranges reveal groupings of 16 in the third and relevant
octet, whereas the fourth octet ranges from 0-255: 131.107.0.0-131.107.15.255,
131.107.16.0-131.107.31.255, and so on.

Remember that hosts cannot be assigned an all-1s or all-Os host ID, so the first and last
address of every subnet range cannot be assigned to hosts.

Summarizing Routes Through Supernetting

To prevent the depletion of higher-class network IDs, the Internet authorities devised
a scheme called supernetting, which allows many networks (routes) to be grouped
together (or summarized) in a single larger network. Supernetting offers the advantage
of more efficient allocation of network address space.

For example, suppose an organization needs to accommodate 2000 hosts. This number
is too large for a single Class C network ID, which can accommodate only 254 hosts.
Although a Class B network can accommodate as many as 65,534 hosts, only 16,383
Class B network IDs exist, and the number of unused Class B networks is rapidly
decreasing. It therefore does not make sense for an ISP to assign a valuable Class B net-
work (if the ISP even has one to assign) to an organization that plans to use only 3 per-
cent of that space. By using supernetting, an ISP can assign an organization a block of
Class C addresses that can be treated as a single network somewhere between a Class
C and a Class B address. In this example, a block of 8 Class C network IDs could meet
the organization’s needs by accommodating 2032 hosts.

How Supernetting Works

Supernetting differs from subnetting in that supernetting borrows bits from the net-
work ID and masks them as the host ID. For example, suppose your ISP has assigned
you a block of 8 network addresses ranging from 207.46.168.0 through 207.46.175.0.
Assigning a /21 subnet mask (instead of the default /24) to routers at your ISP and to
all hosts within your organization results in all your networks being seen as a single
network because, thanks to the shortened network ID stemming from the /21 subnet
mask, the network ID portion of each of these 8 addresses is now seen as identical.
Figure 2-15 illustrates this scenario.
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Supernet ID Host ID

Class C networks (21 bits) (11 bits)

A Ao
r Y N
207.46.168.0 :11001111 00101110 10101:000 00000000!
207.46.169.0 411001111 00101110 10101001 00000000
One 207.46.170.0 11001111 00101110 1010:1;:010 00000000
network 207.46.171.0 11001111 00101110 10101011 00000000
D 207.46.172.0 11001111 00101110 10101100 00000000
207.46.173.0 11001111 00101110 10101101 00000000
207.46.174.0 11001111 00101110 10101110 00000000
207.46.175.0 11001111 00101110 10101111 00000000

Subnet mask E
| —

255.255.248.0 11111111 11111111 11111000 00000000

Figure 2-15 Supernetted block of Class C addresses

Using Classless Interdomain Routing

CIDR is an efficient method of accounting for supernets within route tables. Were it not
for CIDR, route tables would need a separate entry to handle every original network in
the supernet. CIDR allows the entire supernet to be handled with a single entry, as
shown in Figure 2-16.

$ Note Blocks of supernetted addresses assigned by Internet regional registries or by ISPs
are often called CIDR blocks, and the term CIDR is commonly used to refer to supernetting in
general.
$ Note CIDR is not compatible with Routing Information Protocol (RIP) version 1, a legacy
protocol used in some older routers. CIDR requires that routers use classless routing pro-

tocols such as RIP version 2 or the Open Shortest Path First (OSPF) routing protocol. For
more information on routing protocols, see Lesson 4 in Chapter 9, “Routing with Windows
Server 2003.”
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Before CIDR /\/‘\/‘\/‘3
Routing Table for Router B Internet >
207.46.168.0 255.255.255.0 207.46.168.1 \
207.46.169.0 255.255.255.0 207.46.168.1 f Y
207.46.170.0 255.255.255.0 207.46.168.1
207.46.171.0 255.255.255.0 207.46.168.1
207.46.172.0 255.255.255.0 207.46.168.1 b/
207.46.173.0 255.255.255.0 207.46.168.1
207.46.174.0 255.255.255.0 207.46.168.1
207.46.175.0 255.255.255.0 207.46.168.1
207.46.168.0
After CIDR
207.46.169.0
Routing Table for Router B
207.46.168.0 255.255.248.0 207.46.168.1 207.46.170.0

207.46.171.0

207.46.172.0

207.46.173.0

207.46.174.0

207.46.175.0

Figure 2-16 Using CIDR for efficient supernetting
Address Space Perspective

The use of CIDR to allocate addresses promotes a new perspective on IP network IDs.
In the preceding example, the CIDR block (131.107.0.0, 255.255.248.0) can be thought
of in two ways:

m A block of 8 Class C network IDs

B An address space in which 21 bits are fixed and 11 bits are assignable

In the latter perspective, network IDs lose their class-based heritage and become part
of a classless IP address space. Each network ID, regardless of length, is an address
space in which the network ID bits are fixed and the host bits are variable. The host
bits are assignable as host IDs, or, using subnetting techniques, can be used in what-
ever manner best suits the needs of the organization.

Using Variable-Length Subnet Masks

Traditionally, a single subnet mask is shared by every host and router within an organi-
zation. When a single subnet mask is used throughout an entire network, the network
can be broken down into subnets, each of which includes the same number of available
host IDs.



Lesson 3 Subnetting and Supernetting IP Networks 2-35

However, with variable-length subnet masks (VLSMs), routers within an organization
can handle different subnet masks. Most commonly, VLSMs are used to allow subnets
themselves to be subnetted. For example, a large organization may own the address
space 131.107.0.0 /16; in this scenario, routers external to the organization use the first
16 bits of the address to determine the network ID and route traffic appropriately.
Once data is received from the Internet, the organization’s front routers may use a /22
subnet mask to route traffic to any of the internal organization’s 64 regional offices.
Next, once data is received from the front routers, the field routers at regional offices
may use a /25 subnet mask to route traffic to any of 8 office departments.

Note As with CIDR, VLSMs rely on classless routing protocols such as RIP version 2 and
OSPF. VLSMs are not compatible with older routing protocols such as RIP version 1.

Using VLSMs to Accommodate Varying Subnet Sizes

You can also use VLSMs within a single hierarchy level to divide a network into subnets
of different sizes. This can allow you to use your network address space more efficiently.

For example, if your network needs one subnet to accommodate 100 computers, a sec-
ond subnet to accommodate 50 computers, and a third subnet to accommodate 20
computers, this arrangement cannot be designed with traditional default mask options
for a single Class C network ID. As Table 2-5 shows, any single default mask fails to
accommodate either enough subnets or enough hosts per subnet to meet all of your
network needs.

Table 2-5 Class C Subnet Mask Options (Static)

Network Address Subnets Hosts per Subnet

208.147.66.0/24 1 254
208.147.66.0/25 2 126
208.147.66.0/26 4 62
208.147.66.0/27 8 30

In situations such as these, you can use VLSMs to accommodate your specific network
needs without having to acquire new address space from your ISP.

When using VLSMs to divide your network into subnets of varying sizes, a specific pat-
tern of subnet IDs with trailing 0s must be used, up to a maximum of seven subnets for
a Class C network. These trailing Os prevent the subnet address spaces from overlapping
with each other. When the subnet IDs with VLSMs are fixed in the specific pattern shown
in Table 2-6, subnets do not overlap, and addresses are interpreted unambiguously.
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Table 2-6 VLSM Subnet IDs

Subnet Subnet ID Hosts per

Number (Binary) Subnet Mask Subnet Example Subnet Address
1 0 255.255.255.128 126 208.147.66.0.0/25

2 10 255.255.255.192 62 208.147.66.0.128/26

3 110 255.255.255.224 30 208.147.66.0.192/27

4 1110 255.255.255.240 14 208.147.66.0.224/28

5 11110 255.255.255.248 6 208.147.66.0.240/29

6 111110 255.255.255.252 2 208.147.66.0.248/30

7 111111 255.255.255.252 2 208.147.66.0.252/30

Figure 2-17 illustrates how you can use VLSMs to accommodate 3 subnets of 100, 50,
and 20 hosts, respectively.

Subnet B: 50 computers

Subnet ID: 10
Subnet A: ‘ ‘ ‘ Subnet C:
100 computers 208.147.66.0.128/26 20 computers
Subnet ID: O Subnet ID: 110
208.147.66.0.0/25 208.147.66.0.192/27
Router

N

o

©

'_\

'

N

[}

<2}

o

N

N

B

Internet >

Figure 2-17 Using VLSMs for flexible subnetting
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Maximizing Available Host IDs with VLSMs In Table 2-6, notice that the seventh and
final subnet listed is the same size as the sixth and is distinguished by an all-1s subnet
ID instead of by the trailing 0 used with the other subnet IDs. As an alternative to using
the maximum 7 subnets presented, you could define the all-1s subnet ID at any level
in the table to replace all of the subnets listed below that subnet. For example, you
could define a subnet ID of 1111 to replace subnets 5 through 7 listed in the table.
Doing so would give you a second subnet of 14 hosts, instead of 3 subnets accommo-
dating a total of 10 hosts. This technique thus allows you to maximize the number of
hosts your 5-subnet network can accommodate.

Tip If your Class C network contains 3, 5, 6, or 7 subnets, you can maximize the number of
available host IDs in your network by using VLSMs.

Practice: Working with Subnet Masks and Subnets

In this practice, you use Calculator and the tips on pages 2-27 and 2-29 to determine
the missing subnet information.

Exercise 1: Calculate Subnet Masks

Assume your ISP has allocated you the network address 206.73.118.0/24. Using the
requirement shown at the top of the table, complete the table by determining the num-
ber of bits required for the subnet ID or host ID, the number of bits left for the host ID
or subnet ID, the network prefix version of the subnet mask, and then the dotted-dec-
imal version of the subnet mask.

Example: Requirement = 6 subnets

Number of bits required for subnet ID (Answer: 3)

Number of bits left for host ID (Answer: 5)

Network prefix version of subnet mask (Answer: /27)
Dotted-decimal version of subnet mask (Answer: 255.255.255.224)

Requirement = 9 subnets

Number of bits required for subnet ID
Number of bits left for host ID
Network prefix version of subnet mask

Dotted-decimal version of subnet mask
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Requirement = 3 subnets

Number of bits required for subnet ID
Number of bits left for host ID
Network prefix version of subnet mask

Dotted-decimal version of subnet mask

Requirement = 20 hosts per subnet

Number of bits required for host ID
Number of bits left for subnet ID
Network prefix version of subnet mask

Dotted-decimal version of subnet mask

Exercise 2: Calculate Various Subnet Information

Determine the network class and default subnet mask for each network ID in the fol-
lowing table. Then use Calculator to determine the actual subnet mask configured for
the address, the number of available subnets, and the number of available hosts per
subnet.

Number of

Configured Number of Available
Network Default Subnet Subnet Mask Available Hosts per
Network ID Class Mask (Dotted-Decimal) Subnets Subnet

207.209.68.0 /27
131.107.0.0 /20
10.0.0.0 /13
208.147.60.0/25

Off the Record Although you need to know how to perform these calculations for the exam,
most sysadmins avoid doing so on the job. Administrators who need to determine subnet-
related information typically use what is called a subnet calculator or network calculator. Many
of these utilities can be downloaded for free, and some even operate directly from Web pages.
Typically, subnet calculators allow you to enter some addressing requirements, such as a net-
work address and number of hosts per subnet, and then automatically calculate the rest of the
addressing information for you. This information can include the appropriate subnet mask, the
number of subnets, the binary form of the address, and the subnet broadcast address.
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Exercise 3: Estimate Subnet Address Ranges

In this exercise, you estimate subnet address ranges by determining the ranges of the
tirst three subnets within a subnetted network. For each network address and subnet
mask given in column A, subtract from 256 the value of the relevant octet in the subnet
mask. List this value as the grouping value in column B. Then, beginning with 0, list the
first four multiples of this same value in column C. Use these values to complete col-
umns D and E, as shown in the example given.

(D)
©) Beginning (BE)

(0. First Four Address of First Ending Address
Network Address (B) Multiples of B Three Subnet of First Three
and Subnet Mask  Grouping Value (Including 0) Ranges Subnet Ranges
10.0.0.0 256 — 240 = 16 0, 16, 32,48}  10.0.0.0, 10.15.255.255,
255.240.0.0 10.16.0.0, 10.31.255.255,

10.32.0.0 10.47.255.255
172.16.0.0
255.255.224.0
172.18.0.0
255.255.248.0
192.168.1.0

255.255.255.192

Exercise 4: Determine Whether Two Addresses Are on the Same Subnet

By using the AND function available in Calculator, you can determine whether two
addresses in a subnetted network are located on the same logical subnet. Simply per-
form two AND operations between the relevant octet in the subnet mask of the net-
work and the corresponding octet of each IP address in question. If the result of these
operations is the same, the two addresses are on the same logical subnet.

For example, if the subnet mask of the network is 255.255.255.240 and the IP addresses
in question are 192.168.0.220 and 192.168.0.192, calculate 240 AND 220 and then write
down your result (208). Then calculate 240 AND 190 and write down your result (176).
Because the results are different, the two addresses are on separate logical subnets.
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Using the method just described, complete the following table.

AND AND Same
Subnet Mask Address #1 Result #1  Address #2 Result #2  Subnet?
255.255.255.192 192.168.1.116 192.168.1.124
255.255.255.224 192.168.0.180 192.168.0.192
255.255.252.0 172.16.100.234 172.16.98.234
255.255.240.0 172.16.64.10 172.16.72.200

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. You are the network administrator for the Philadelphia branch office of a large
company. The IT department at company headquarters in New York has assigned
you the network address space 172.16.0.0/21 to accommodate the entire Philadel-
phia branch network. This network consists of 4 subnets with 40 hosts each, to
which you have already assigned the network addresses 172.16.0.0/24, 172.16.1.0/
24, 172.16.2.0/24, and 172.16.3.0/24. All routers within the organization support
both CIDR and VLSMs.

Using your current addressing scheme and without changing the subnet mask you
have configured for your network, how many more subnets will you be able to
accommodate in the Philadelphia branch office?

2. You are the network administrator for a large company. Your company network
has been assigned the network address 131.107.0.0/16. Which subnet mask should
you configure for the network if you want to accommodate 25 subnets with up to
2000 hosts per subnet? Give the answer in both CIDR (network prefix) and dotted-
decimal notations.

3. Your ISP has assigned you 2 Class C network addresses, 131.107.10.0 and
131.107.11.0, to accommodate your network’s 400 hosts. Which network address
and subnet mask (expressed as a network prefix) can you assign to this address
space so that your routers and hosts view these 2 networks as a single network?

a. 131.107.10.0/23
b. 131.107.11.0/24
. 131.107.10.0/22
. 131.107.11.0/22

e n
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4. You are the administrator for your company network, which has the address

131.107.0.0/24. You have not yet subnetted the network, but you want to isolate
the eight hosts in the Art department on a single subnet. Using VLSMs, how can
you configure the network so that within the limitations of this network require-
ment, the network in general can accommodate the maximum number of hosts?
Use the following table to supply your answers. Use only as many rows as neces-
sary to account for all subnets you need.

Network Address

Subnet SubnetID Subnet Mask Number of (with Network
Number (Binary) (Decimal) Host IDs per Subnet Prefix)

1

2

3

4

5

6

-

Lesson Summary

Multiple subnets of a network can be created when you extend the string of 1-bits
in the network’s default subnet mask. This extension enables you to create new
logical networks within the original, single-subnet address space.

Subnetting is often used to accommodate a divided physical topology or to restrict
broadcast traffic on a network. Other advantages of subnetting include improved
security (by restricting unauthorized traffic behind routers) and simplified admin-
istration (by limiting the size of network segments).

For any specific network address, you can determine the quantity of host addresses
available within that network by calculating 2¥ — 2, where x equals the number of bits
in the host ID. To determine the number of subnets available within an address
space, calculate the value of 2¥, where y equals the number of bits in the subnet ID.

Supernetting differs from subnetting in that supernetting borrows bits from the
network ID and masks them as the host ID. Thus, you can group different net-
works together as a single network. CIDR is an efficient method of accounting for
supernets within route tables.

With VLSMs, routers within an organization can handle different subnet masks.
VLSMs are most commonly used to allow subnets themselves to be subnetted. You
can also use VLSMs within a single hierarchy level to divide a network into sub-
nets of different sizes. This technique allows your network to make more efficient
use of address space.
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Lesson 4: Installing and Configuring TCP/IP

By default, TCP/IP is installed and configured for automatic addressing when Windows
2003 Server Setup is run. Regardless of the networking options selected and configured
during the setup program, you can always install and configure TCP/IP after Windows
Server 2003 installation is complete.

After this lesson, you will be able to
B Install TCP/IP on a computer running Windows Server 2003
B Configure Windows Server 2003 with an automatically assigned address
B Configure Windows Server 2003 with an alternate static address
B Configure a Windows Server 2003 host with a manual static address
B Use the Ipconfig and Ping commands to verify the status of TCP/IP hosts

Estimated lesson time: 30 minutes

Installing TCP/IP

As part of the Typical Settings setup option, TCP/IP is installed by default during instal-
lation of Windows Server 2003. For this reason, you do not usually need to install TCP/
IP once the Windows Server 2003 Setup program has been performed. However, if
TCP/IP has been uninstalled from a computer, or if the protocol was cleared during the
Windows Server 2003 Setup program, you need to install the protocol if you want to
connect the computer to a TCP/IP network.

To install TCP/IP, complete the following steps:

Note You must be logged on as a member of the Administrators group to complete this pro-
cedure. If your computer is connected to a network, network policy settings might also pre-
vent you from completing this procedure.

1. In the Network Connections window, right-click the network connection for
which you want to install and enable TCP/IP, and then select Properties.

2. In the General tab (for a local area connection) or the Networking tab (all other
connections), if Internet Protocol (TCP/IP) is not in the list of installed compo-
nents, do the following:

a. Click Install.
b. Click Protocol, and then click Add.

c. In the Select Network Protocol dialog box, click Internet Protocol (TCP/IP),
and then click OK.
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3. Verify that the Internet Protocol (TCP/IP) check box is selected, and then click

Close.

Examining TCP/IP Configuration Methods

Internet Protocol {TCP/IP} Properties

If you have already installed TCP/IP, you can configure IP addressing and other TCP/
IP features by using the Internet Protocol (TCP/IP) Properties dialog box. To access this
dialog box, open Network Connections, right-click the appropriate network connec-
tion, and then select Properties. In the properties dialog box that opens, select Internet
Protocol (TCP/IP) from the list of components, and click Properties.

When configuring IP addressing, you must first decide whether to let the address be
configured automatically (the default setting in a Windows Server 2003 installation) or
to configure the address manually. Figures 2-18 and 2-19 show the General tab of the
Internet Protocol (TCP/IP) Properties dialog box, where this decision is made. Notice
that when the Obtain An IP Address Automatically option is selected, a new Alternate
Configuration tab appears.

Note To configure TCP/IP properties on any computer, you must be logged on as a member

of the Administrators group.

General | Alkernate Configuration I

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

' Qbtain an IP address automatically

—{ Use the following IP address:

1P address: I . . .
Subnet mask: I . . .
Default gateway: I . . .

& Dbtain DS server address aukornaticallyi

—{" Use the following DNS server addresses:

Ereferred DR server: I . . .
Alternate DS server: I . . .

Advanced... |

[8]4 I Cancel |

Figure 2-18 Automatically configuring an IP address
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Internet Protocol {TCP/IP} Properties

G

eneral

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, vou need to ask your network administrator
for the appropriate IP settings.

" gbtain an IP address automatically

—{* Use the following IP address:

IP address: 192 168, 0 . &
Subnet mask: I 255,255,255, 0
Default gateway: 192,168, 0 . 1

€ Obbain BHS server address automatically

—{* Use the following DNS server addresses:

Preferred DNS server: 192,168, 0 . 15
Alternate DNS server: 206 , 67 . 143 . 10
Advanced... |
[8]4 I Cancel |

2|

Figure 2-19 Manually configuring an IP address

Au

Leaving the default automatic configuration in the TCP/IP Properties dialog box, as
shown in Figure 2-18, results in a DHCP-assigned address if a DHCP server is available.
If no DHCP server is available, this setting results in an alternate manual (static) con-
figuration, if one has been entered in the Alternate Configuration tab. If no static alter-
nate configuration has been defined, this setting results in an APIPA-assigned address

tomatic Configuration

when no DHCP server is available.

To

configure TCP/IP for dynamic addressing from a DHCP server, complete the follow-

ing steps:

1.

then select Properties.

Properties.

Note This procedure assumes that a DHCP server is available to the host on which the pro-

cedure is performed.

Open Network Connections, right-click the appropriate network connection, and

In the General tab (for a local area connection) or the Networking tab (all other
connections), select the Internet Protocol (TCP/IP) component, and then click

Select Obtain An IP Address Automatically, and then click OK.
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Alternate Configuration Tab The settings in the Alternate Configuration tab of the
Internet Protocol (TCP/IP) Properties dialog box determine a host’s IP address when
the host has been configured for automatic addressing and when no DHCP server can
be found. As shown in Figure 2-20 and Figure 2-21, the two basic choices in this tab are
to give the host an APIPA address or to configure an alternate address manually.

Internet Protocol {TCP/IP} Properties : ﬂﬂ

General  Alternate Configuration

If this computer is used on more than one network, enter the alternate IP
settings below,

—{" User configured

IP address: I . . .
Subnet mask: I . . .
Default gateway: I . . .

Ereferred DS server: I . . .
Alternate DS server: I . . .

Preferred WINS server: I . . .
Alternate WIS server: I . . .

[8]4 I Cancel |

Figure 2-20 Configuring an alternate APIPA address

Internet Protocol (TCP/IP) Properties 2=l

General  Alternate Configuration |

If this computer is used on more than one network, enter the alternate IP
settings below,

" Automatic private IP address

—{* User configured
IP address: 192,168, 1 .11
Subnet mask: I 255,255,255, 0
Default gateway: 192 168, 1 . 1
Preferred DNS server: 192,168, 1 . 5
alkernate DNS server: I . . .
Preferred WINS server: 192 168 . 1 . &
alkernate WINS server: I . . .

[8]4 I Cancel |

Figure 2-21 Configuring an alternate static address



2-46

£ ©

Chapter 2 Understanding TCP/IP

To configure a local TCP/IP connection for APIPA, complete the following steps:

1.

Open Network Connections, right-click the appropriate network connection, and
then select Properties.

In the General tab, select the Internet Protocol (TCP/IP) component, and then
click Properties. The Internet Protocol (TCP/IP) Properties dialog box appears.

In the General tab, select Obtain An IP Address Automatically.

In the Alternate Configuration tab, select Automatic Private IP Address. Click OK.

Note This procedure assumes that a DHCP server is not available to the host. You cannot

configure a host to bypass a DHCP-assigned address for an APIPA address.

Note APIPA does not provide automatic configuration of a default gateway, DNS server, or

WINS server. It is designed for networks that consist of a single network segment and that
are not connected to the Internet.

To configure a local TCP/IP connection for an alternate static configuration, complete
the following steps:

1.

Open Network Connections, right-click the appropriate network connection, and
then select Properties.

In the General tab, select the Internet Protocol (TCP/IP) component, and then
click Properties. The Internet Protocol (TCP/IP) Properties dialog box appears.

In the General tab, select Obtain An IP Address Automatically.

In the Alternate Configuration tab, select User Configured, and then type appro-
priate values in the following boxes:

Q IP Address

Subnet Mask

Default Gateway (optional)
Preferred DNS Server (optional)
Alternate DNS Server (optional)
Preferred WINS Server (optional)

o 0o o o0 o0 o

Alternate WINS Server (optional)
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Manual Configuration

By manually configuring the properties of the TCP/IP protocol through the properties
of a network connection, you can statically assign an IP address, subnet mask, default
gateway, DNS servers, and WINS servers. You can also configure manual settings in the
Windows Server 2003 Setup Wizard by selecting Custom Settings (as opposed to Typ-
ical Settings) in the Networking Settings dialog box.

To configure a TCP/IP connection manually for static addressing, complete the follow-
ing steps:

1.

Open Network Connections, right-click the appropriate network connection, and
then select Properties.

In the General tab (for a local area connection) or the Networking tab (all other
connections), select the Internet Protocol (TCP/IP) component, and then click
Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, select Use The Following
IP Address, and then do one of the following:

Q For a local area connection, assign the IP address, subnet mask, and default
gateway.
Q For all other connections, assign the IP address.

(Optional) In the Preferred DNS Server text box and the Alternate DNS Server text
box, type the primary and secondary DNS server addresses.

(Optional) To configure a WINS server, click Advanced, click the WINS tab, and
click Add to add the address of an available WINS server.

Practice: Configuring TCP/IP Addresses

In this practice, you configure a static IP address for Computerl and an alternate
address for Computer2. Until now, your computers have been assigned APIPA
addresses.

Note This practice assumes that you have completed a default installation of Windows
Server 2003 on both Computerl and Computer2, and that the two computers are physically
networked. It also assumes that you have no other computers on your network.

Exercise 1: Verifying Your Current IP Address
In this exercise, you review the current IP configuration on Computerl.

1. Log on to Computerl as Administrator.

2. Click the Start button, and then select Command Prompt.
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3.

At the command prompt, type ipconfig and then press Enter. This command is
used to show your IP address configuration. The output that is produced shows
your network connections.

Next to Autoconfiguration IP Address, you will see your current address of
169.254.y.z, where y and z refer to the host ID currently assigned to Computerl by
the APIPA feature. The subnet mask is the default of 255.255.0.0. By default,
Computerl has been assigned an APIPA address because a default Windows
Server 2003 installation specifies that the IP address of the host is assigned auto-
matically. In the absence of a DHCP server, the host uses an APIPA address.

Exercise 2: Configuring a Manual Address

In this exercise, you assign a static IP address to Computerl. A static IP address is
needed for computers that will later host important network services such as DNS or

DHCP.

1. While you are still logged on to Computer]l as Administrator, open Network Con-
nections, right-click Local Area Connection, and then select Properties.

2. In the This Connection Uses The Following Items area of the Local Area Connec-
tion Properties dialog box, select Internet Protocol (TCP/IP).

3. Click Properties.

4. In the General tab of the Internet Protocol (TCP/IP) Properties dialog box, select
Use The Following IP Address.

5. In the IP Address text box, type 192.168.0.1.

6. Click the Subnet Mask text box to place your cursor inside it. The subnet mask

255.255.255.0 appears in the Subnet Mask text box. Click OK.

7. In the Local Area Connection Properties dialog box, click Close.

8. Log off Computerl.

Exercise 3: Configuring an Alternate Static Address

In this exercise, you alter the IP configuration on Computer2 so that in the absence of
a DHCP server, Computer2 assigns itself an IP address that you specify.

1.

Log on to Computer2 as Administrator, open Network Connections, right-click
Local Area Connection, and then select Properties.

In the This Connection Uses The Following Items area, you will see that Client For
Microsoft Networks, File And Printer Sharing For Microsoft Networks, and Internet
Protocol (TCP/IP) are used by the local area network (LAN) connection.
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In the Local Area Connection Properties dialog box, in the This Connection Uses
The Following Items area, select Internet Protocol (TCP/IP).
Click Properties.

In the General tab of the Internet Protocol (TCP/IP) Properties dialog box, notice
that Obtain An IP Address Automatically and Obtain DNS Server Address Automat-
ically are selected.

Click the Alternate Configuration tab.

Automatic Private IP Address is selected. Because no DHCP server is available, the
APIPA feature is activated for Computer2.

. Select User Configured.

6. In the IP Address text box, type 192.168.0.2.

7. Click the Subnet Mask text box to place the cursor inside it. The default subnet

mask of 255.255.255.0 appears in the Subnet Mask text box. Leave this entry as the
default subnet mask.

You have just defined an alternate IP address configuration of 192.168.0.2/24 for
Computer2. This configuration can be used until you configure a DHCP server for
your network.

8. Click OK.

9. In the Local Area Connection Properties dialog box, click Close.

Exercise 4: Verifying the Connection

In this exercise, you verify that the new IP addresses have taken effect and that the two
computers are communicating.

1.
2.

While you are logged on to Computer2 as Administrator, open a command prompt.
At the command prompt, type ipconfig and press Enter.

The Ipconfig output appears. Next to IP Address, you will see the new alternate
address that you have configured, 192.168.0.2.

. At the command prompt, type ping computerl. This command is used to verify

a TCP/IP connection between two hosts.

The output confirms not only that Computerl and Computer2 are communicating
through TCP/IP, but also that the IP address of Computerl has been successfully
changed to 192.168.0.1.

Log off Computer2.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

2.

4.

Which of the following is most likely true for a computer with an IP address of
169.254.130.13?

a. The address has been configured manually.
b. The subnet mask of the address is 255.255.255.0.
c. No DHCP server is on the network.

You have configured an alternate static IP address for a computer as 192.168.0.1.
However, when you run the Ipconfig utility, you see that the computer is report-
ing a different address. What is the most likely cause of this?

a. A DHCP server is assigning the computer an address.

b. Another manually configured address is taking precedence over the alternate
address.

c. The computer has been assigned an APIPA address.

If you have performed a default installation of Windows Server 2003, how is the
specific IP address of the local host determined?

What differences exist between the TCP/IP address configuration options for a
local area connection and those for other connection types, such as a dial-up con-
nection?

Lesson Summary

TCP/IP addresses can be configured automatically or manually. Automatic
addressing is the default selection and designates that a host be assigned an
address by a DHCP server.

When no DHCP server is available, automatic addressing assigns the host any
alternate address you have configured in the Alternate Configuration tab of the
TCP/IP Properties dialog box.

If no DHCP server is available and you have not configured a static alternate
address, automatic addressing assigns your host an APIPA address in the range
from 169.254.0.1 through 169.254.255.254.

Manual addressing can be performed during Windows Server 2003 Setup or after-
ward. Manual IP addressing allows you to designate a static IP address and subnet
mask for a local host, along with the addresses of any default gateways, DNS serv-
ers, or WINS servers you want to specify.
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Case Scenario Exercise

You work as a network consultant, and you have been hired by three companies to
solve problems related to network connectivity. While visiting each company, you
draw sections of the relevant portions of the network. Use the following drawings to
determine the IP configuration error that has led to a disruption of network connectiv-
ity at each company.

1. What is the configuration error?

Client B
IP address: 192.168.1.125/28
Default gateway: 192.168.1.126

192.168.1.126/28 131.107.13

Hub

Router/Firewall
Client C 192.168.1.129/28
IP address: 192.168.1.130/28
Default gateway: 192.168.1.126

2

Client D
IP address: 192.168.1.132/28
Default gateway: 192.168.1.128
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2. What is the configuration error?

Client A
IP address: 192.168.2.178/27
Default gateway: 192.168.2.177

Client B
IP address: 192.168.2.180/27
Default gateway: 192.168.2.177

192.168.2.177/27 207.209.68.1/24

yd

Router/Firewall

Hub

ternet

W

Client C
IP address: 192.168.2.164/27
Default gateway: 192.168.2.161

192.168.2.161/27

Client D
IP address: 192.168.2.165/27
Default gateway: 192.168.2.161
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3. What is the configuration error?

Client A
IP address: 131.107.63.1/21
Default gateway: 131.107.56.1

Client B
IP address: 131.107.62.1/21
Default gateway: 131.107.56.1

131.107.56.1/21 131.107.8.1/24

s
Router/Firewall QN/

Hub

N

Client C
IP address: 131.107.127.1/21
Default gateway: 131.107.120.1

131.107.120.1/21

Client D
IP address: 131.107.128.1/21
Default gateway: 131.107.120.1

Chapter Summary

TCP/IP provides the networking foundation for Windows networks and for the
Internet. TCP includes the internet-layer protocols ARP, IP, and ICMP, and the
transport-layer protocols TCP and UDP.

Host IP addresses need to be unique on every IP network.

The first part of an IP address is always used as a network address or network ID,
and the last part is used as a host address or host ID.
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The subnet mask of the local host is a 32-bit address used to compare the network ID
of the local host to the network ID of every IP packet the host sends on the network.

If the network ID of the host matches the destination network ID of the IP packet,
the packet is transmitted on the local network.

If the destination network ID of the packet is different from that of the host, the
packet is sent to the local default gateway.

Multiple logical subnets of a network can be created when the string of 1-bits in
the network’s default subnet mask is extended.

When no DHCP server is available, automatic addressing assigns the host any
alternate address you have configured in the Alternate Configuration tab of the
TCP/IP Properties dialog box.

If no DHCP server is available and you have not configured a static alternate
address, automatic addressing assigns your host an APIPA address in the range
from 169.254.0.1 through 169.254.255.254.

Exam Highlights

Before taking the exam, review the key points and terms that are presented below to
help you identify topics you need to review. Return to the lessons for additional prac-
tice, and review the “Further Reading” sections in Part 2 for pointers to more informa-
tion about topics covering the exam objectives.

Key Points

Be able to determine which octets are used by a given IP address to distinguish its
network ID and host ID.

Be comfortable using Calculator to perform the following tasks:
O Converting between decimal and binary forms of an address

O Converting between the network prefix and dotted-decimal versions of a sub-
net mask

O Using the AND operation to determine whether two addresses are configured
on the same logical subnet

0 Determining how many bits to allocate to a subnet ID and host ID, given your
network needs, and then translating those requirements into a subnet mask

Be able to estimate the subnet address ranges of a network by looking at the dot-
ted-decimal form of its subnet mask.

Understand the concept of CIDR blocks so that you will recognize and understand
them on exam questions.
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Be able to spot configuration errors such as an incorrect default gateway or an
incompatible IP address.

Key Terms

Address Resolution Protocol (ARP) In TCP/IP, a protocol that uses broadcast
traffic on the local network to resolve a logically assigned IP address to its physical
hardware or MAC layer address.

Internet Control Message Protocol (ICMP) A required maintenance protocol
in the TCP/IP suite that reports errors and allows simple connectivity. The Ping
utility uses ICMP to perform TCP/IP troubleshooting.

classless interdomain routing (CIDR) An IP address and routing
management method that allocates IP addresses in a way that reduces the number
of routes stored on any individual router, while also increasing the number of
available IP addresses.

variable-length subnet masks (VLSMs) Subnet masks that vary from router to
router within a network. VLSMs allow greater flexibility in subnet address ranges
than static subnet masks do.
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Page 2-6 Lesson 1 Review

1.

Which is the only layer of the TCP/IP reference model that does not contain any
TCP/IP protocols?

a. The network interface layer
b. The internet layer

c. The transport layer

=N

. The application layer

a

Which of the following TCP/IP protocols does not function at the internet layer?
a. IP
b. ARP
c. TCP
d. ICMP

c

Which of the following is a transport-layer protocol?
a. IGMP
b. UDP

. DNS

d. Ethernet

¢l

b

. Which of the following services connect to UDP ports? (Choose all that apply.)

a. NetBIOS

b. DNS

c. Ethernet

d. Telnet
a, b

Page Exercise 1: Manually Convert Numbers from Decimal to Binary Notation

2-18

Convert the number given at the top of each table. Use the table to work out your answer,
then perform the same conversion in Calculator to see if you obtain the same result.
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Decimal notation: 159

Questions and Answers

257

128 64 32 16 2
Binary notation: 10011111
Decimal notation: 65

128 64 32 16 2
Binary notation: 01000001
Binary notation: 1001010

128 64 32 16 2
Decimal notation: 74
Binary notation: 01110011

128 64 32 16 2

Decimal notation: 115

Exercise 2: Convert Between Dotted-Decimal and Network Prefix Subnet Masks

1. 255.255.255.192
/26

2. 255.255.252.0
/22

3. /27
255.255.255.224

4. /21
255.255.248.0
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1. What does the local host use to determine the destination network ID of a partic-

ular packet?
a. The IP header
b. The subnet mask
c. The address class

b

2. A host determines that the destination network ID of a packet is the same as its

own network ID. What does the host do with the packet?

a. It broadcasts an ARP request to determine the Media Access Control (MAC)
address of the destination host and transmits the packet on the local network.

b. It sends the packet to the server, which broadcasts the packet on the local
network.

c. It sends the packet to the default gateway for delivery.

a

. Which of the following is the dotted-decimal notation equivalent of the binary

address 11001100 00001010 11001000 900001007 To answer the question, first per-
form notation conversion manually, and then verify your answer with Calculator.

a. 204.18.200.3
b. 204.34.202.4
. 204.10.200.4
. 202.10.200.4

e n

C

. Which of the following is the binary equivalent of the dotted-decimal address

207.209.68.100? To answer the question, first perform notation conversion manu-
ally, and then verify your answer with Calculator.

a. 11001111 11010001 01000100 01100100
b. 11000111 11010001 01000100 01100100
Cc. 11001111 11010001 01000100 01101100

&

11001111 11010001 11001101 01100100
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5. Determine the dotted-decimal equivalent of the following address. Use CIDR nota-
tion to designate the default subnet mask. First perform this notation conversion
manually, and then verify your answer with Calculator.

10010010 01101011 00100111 10001001

146.107.39.137/16

Exercise 1: Calculate Subnet Masks

Example Requirement = 6 subnets

Number of bits required for subnet ID
Number of bits left for host ID
Network prefix version of subnet mask

Dotted-decimal version of subnet mask

(Answer: 3)

(Answer: 5)

(Answer: /27)

(Answer: 255.255.255.224)

Requirement = 9 subnets

Number of bits required for subnet ID
Number of bits left for host ID
Network prefix version of subnet mask

Dotted-decimal version of subnet mask

4
4

/28
255.255.255.240

Requirement = 3 subnets

Number of bits required for subnet ID
Number of bits left for host ID
Network prefix version of subnet mask

Dotted-decimal version of subnet mask

2

6

/26
255.255.255.192

Requirement = 20 hosts per subnet

Number of bits required for host ID
Number of bits left for subnet 1D
Network prefix version of subnet mask

Dotted-decimal version of subnet mask

5

3

/27
255.255,255.224
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Page Exercise 2: Calculate Various Subnet Information

2-38
Number of
Configured Number of Available
Network Default Subnet Subnet Mask Available Hosts per
Network ID Class Mask (Dotted-Decimal) Subnets Subnet
207.209.68.0 /27 C /24 or 255.255.255.224 8 30
255.255.255.0
131.107.0.0 /20 B /16 or 255.255.240.0 16 4094
255.255.0.0
10.0.0.0 /13 A /8 or 255.0.0.0 255.248.0.0 32 524,286
208.147.66.0/25 C /24 or 255.255.255.128 2 126
255.255.255.0
Page Exercise 3: Estimate Subnet Address Ranges
2-39
D)
©) Beginning (E)
A) First Four Address of Ending Address
Network Address (B) Multiples of B First Three of First Three
and Subnet Mask  Grouping Value (Including 0) Subnet Ranges Subnet Ranges
10.0.0.0 255.240.0.0 256 -240=16 O, 16, 32,48 10.0.0.0, 10.15.255.255,
10.16.0.0, 10.31.255.255,
10.32.0.0 10.47.255.255
172.16.0.0 256 - 224 =32 0, 32, 64, 96 172.16.0.0, 172.16.31.255,
255.255.224.0 172.16.32.0, 172.16.63.255,
172.16.64.0 172.16.95.255
172.18.0.0 256 - 248 =8 0,8, 16, 24 172.18.0.0, 172.18.7.255,
255.255.248.0 172.18.8.0, 172.18.15.255,
172.18.16.0 172.18.23.255
192.168.1.0 256 - 192 =64 0, 64,128,192 192.168.1.0, 192.168.1.63,
255.255.255.192 192.168.1.64, 192.168.1.127,

192.168.1.128 192.168.1.191

Page Exercise 4: Determine Whether Two Addresses are on the Same Subnet
2-40

AND AND Same
Subnet Mask Address #1 Result #1  Address #2 Result #2  Subnet?
255.255.255.192 192.168.1.116 64 192.168.1.124 64 Yes
255.255.255.224 192.168.0.180 160 192.168.0.192 192 No
255.255.252.0 172.16.100.234 100 172.16.98.234 926 No

255.255.240.0 172.16.64.10 64 172.16.72.200 64 Yes
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Page Lesson 3 Review
2-40

1. You are the network administrator for the Philadelphia branch office of a large
company. The IT department at company headquarters in New York has assigned
you the network address space 172.16.0.0/21 to accommodate the entire Philadel-
phia branch network. This network consists of 4 subnets with 40 hosts each, to
which you have already assigned the network addresses 172.16.0.0/24, 172.16.1.0/
24, 172.16.2.0/24, and 172.16.3.0/24. All routers within the organization support
both CIDR and VLSMs.

Using your current addressing scheme and without changing the subnet mask you
have configured for your network, how many more subnets will you be able to
accommodate in the Philadelphia branch office?

4

2. You are the network administrator for a large company. Your company network
has been assigned the network address 131.107.0.0/16. Which subnet mask should
you configure for the network if you want to accommodate 25 subnets with up to
2000 hosts per subnet? Give the answer in both CIDR (network prefix) and dotted-
decimal notations.

/21 or 255.255.248.0

3. Your ISP has assigned you 2 Class C network addresses, 131.107.10.0 and
131.107.11.0, to accommodate your network’s 400 hosts. Which network address
and subnet mask (expressed as a network prefix) can you assign to this address
space so that your routers and hosts view these 2 networks as a single network?

a. 131.107.10.0/23
b. 131.107.11.0/24
c. 131.107.10.0/22
d. 131.107.11.0/22
a

4. You are the administrator for your company network, which has the address
131.107.0.0/24. You have not yet subnetted the network, but you want to isolate
the eight hosts in the Art department on a single subnet. Using VLSMs, how can
you configure the network so that within the limitations of this network require-
ment, the network in general can accommodate the maximum number of hosts?
Use the following table to supply your answers. Use only as many rows as neces-
sary to account for all subnets you need.
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Network Address
Subnet Subnet ID Subnet Mask Number of (with Network
Number (Binary) (Decimal) Host IDs per Subnet Prefix)
1 0 255.255.255.128 126 131.107.0.0/25
2 10 255.255.255.192 62 131.107.0.128/26
3 110 255.255.255.224 30 131.107.0.192/27
4 1110 255.255.255.240 14 131.107.0.224/28
5 1111 255.255.255.240 14 131.107.0.240/28
6
7

Lesson 4 Review

1. Which of the following is most likely true for a computer with an IP address of

169.254.130.13?
a. The address has been configured manually.
b. The subnet mask of the address is 255.255.255.0.

c. No DHCP server is on the network.

[

2. You have configured an alternate static IP address for a computer as 192.168.0.1.

However, when you run the Ipconfig utility, you see that the computer is report-
ing a different address. What is the most likely cause of this?

a. A DHCP server is assigning the computer an address.

b. Another manually configured address is taking precedence over the alternate
address.

c. The computer has been assigned an APIPA address.

a

. If you have performed a default installation of Windows Server 2003, how is the

specific IP address of the local host determined?

After a default installation of Windows Server 2003, the IP address of the local host is
assigned by a DHCP server, if one is available. If no DHCP server is available, the local host is
assigned any alternate address you have configured in the Alternate Configuration tab of the
TCP/IP Properties dialog box. If no DHCP server is available and you have not configured a
static alternate address, the host is assigned an APIPA address in the range from 169.254.0.1
through 169.254.255.254.
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4. What differences exist between the TCP/IP address configuration options for a local
area connection and those for other connection types, such as a dial-up connection?

For nonlocal-area connections, you cannot configure an alternate static IP address or an APIPA
address.

Page Case Scenario Exercise
2-51

1. What is the configuration error?

Client C has an incorrectly configured default gateway. The default gateway should be set to
192.168.1.129.

2. What is the configuration error?

The subnet mask is improperly connected for the network. It should be set to
255.255.255.240 or /28.

3. What is the configuration error?

Client D’s IP address is configured in the wrong logical subnet. The third octet must be in the
range from 120 through 127.
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Troubleshooting TCP/IP
Connections

Exam Objectives in this Chapter:
B Troubleshoot TCP/IP addressing
0 Diagnose and resolve issues related to incorrect configuration
B Monitor network traffic

B Troubleshoot connectivity to the Internet

Why This Chapter Matters

This chapter introduces you to the range of tools used most often in troubleshoot-
ing Internet Protocol (IP) networks. Lesson 1 introduces you to Network Monitor,
a protocol analyzer used to perform frame-by-frame analysis of network traffic.
Network administrators can use protocol analyzers to determine, for example, why
name resolution fails or why connections to network resources are unreliable.
Simply put, without a protocol analyzer such as Network Monitor, you would not
be able to determine firsthand what is really happening on your network.

In Lesson 2, you are introduced to the tools used most often in troubleshooting
network connectivity. Sysadmins use some of these tools (such as Ipconfig and
Ping) every day if not hourly. Other tools, such as Network Diagnostics, provide
administrators with a simple means to troubleshoot connectivity problems in a
more comprehensive manner.

Lessons in this Chapter:
B Lesson 1: Analyzing Traffic Using Network Monitor . . ... ............... 3-3

B Lesson 2: Troubleshooting TCP/IP Connections . . .. .................. 3-19

31
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Before You Begin
To complete this chapter, you must have

m Physically networked two computers.

m Performed a Microsoft Windows Server 2003 installation with default settings on
both computers. The computers should be named Computerl and Computer2.

B Assigned Computerl a static address of 192.168.0.1/24.
m Configured Computer2 to obtain an address automatically.

B Assigned Computer2 an alternate configuration address of 192.168.0.2/24.
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Lesson 1: Analyzing Traffic Using Network Monitor

To analyze network traffic, you need to use a protocol analyzer such as Network Mon-
itor. You can install Network Monitor by using the Windows Components Wizard. This
wizard is available through the Welcome To Microsoft Windows Server 2003 screen or
through the Add Or Remove Programs tool in Control Panel.

After this lesson, you will be able to
B Use Network Monitor to capture, view, and save data
Estimated lesson time: 30 minutes

Understanding Network Monitor

Network Monitor is a software-based traffic analysis tool that allows a user to perform
these tasks:

Capture frames directly from the network
Display and filter captured frames, immediately after capture or at a later time

Edit captured frames and transmit them on the network (full version only)

Capture frames from a remote computer (full version only)

For example, as a network administrator, you might use Network Monitor to diagnose
hardware and software problems when the server computer cannot communicate with
other computers. Frames captured by Network Monitor can be saved to a file and
reviewed for later analysis. Network application developers can also use Network
Monitor to monitor and debug network applications as they are developed.

Note A frame is an encapsulation of layer 2, or network interface—layer, data. To say that
Network Monitor captures frames is to say that it reads and displays encapsulations that
include both network interface—layer data (such as Ethernet data) and higher-layer data from
protocols such as Address Resolution Protocol (ARP), IP, Transmission Control Protocol
(TCP), and Domain Name System (DNS). Technically speaking, a frame is distinct from a
packet in that a packet is an encapsulation of layer 3, or internet-layer, data. However, these
terms are often used interchangeably.

Two versions of Network Monitor are available. The basic version is shipped with
Windows Server 2003, and the full version is shipped with Microsoft Systems Manage-
ment Server. Table 3-1 summarizes the differences between these two versions of the
Network Monitor tool.
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Off the Record In theory, there’s a huge difference between the two versions of Network
Monitor: in the basic version, you can capture only the local computer’'s communication
exchanges, and in the full version, you can capture traffic exchanges among any computers
on the entire network segment. Sadly, however, this distinction really holds only for networks
that use hubs instead of switches to connect hosts. In reality, most modern networks use
switches, which forward frames only to the recipient computer. Switches effectively limit the
functionality of protocol analyzers such as Network Monitor by screening out all traffic that is
not originating from or destined for the computer on which the protocol analyzer is running.

So if, like most others, your network is using switches instead of hubs, you unfortunately
won’t be able to experience the supposedly enormous benefit of the full version.

Table 3-1 Network Monitor Versions

Function

Network Monitor
(Basic)

Network Monitor (Full)

Local capturing

To and from only the
computer running Net-
work Monitor

All devices on the entire
network segment

Remote capturing Not available Yes
Determining top user of network Not available Yes
bandwidth

Determining which protocol con- Not available Yes
sumes the most bandwidth

Determining which devices are Not available Yes
routers

Resolving a device name into a Not available Yes
Media Access Control (MAC)

address

Editing and retransmitting network  Not available Yes

traffic

Exploring Network Monitor Components

Network Monitor is composed of an administrative tool called Network Monitor and an
agent called the Network Monitor Driver. Both components must be installed for you
to capture, display, and analyze network frames.

Using the Network Monitor Administrative Tool

You use Network Monitor to display the frames that a computer running Windows

Server 2003 sends or receives.
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To install Network Monitor, complete the following steps:

1. Open Add Or Remove Programs in Control Panel.

2. In Add Or Remove Programs, click Add/Remove Windows Components to launch
the Windows Components Wizard.

3. On the first page of the Windows Components Wizard, select Management And
Monitoring Tools, and then click Details. (Do not select the Management And
Monitoring Tools check box.)

4. In the Management And Monitoring Tools window, select the Network Monitor
Tools check box, and then click OK.

5. In the Windows Components Wizard, click Next. If you are prompted for addi-
tional files, insert your Windows Server 2003 CD, or type a path to the location of
the files on the network.

6. Click Finish when installation has completed.

Installing the Network Monitor Driver

When you install Network Monitor, the Network Monitor Driver is installed automati-
cally on the same computer. However, sometimes you need to install the Network
Monitor Driver without installing the Network Monitor tool itself. For example, if a
user of the full version of Network Monitor wants to capture traffic from a remote
Windows XP Professional computer, he or she must install the Network Monitor
Driver on that remote computer. You can install the Network Monitor Driver only on
computers running Windows Server 2003, Microsoft Windows XP Professional, or
Microsoft Windows 2000.

You must be logged on as Administrator or be a member of the Administrators group
to complete this procedure. If your computer is connected to a network, network pol-
icy settings might also prevent you from completing this procedure.

To install the Network Monitor Driver, complete the following steps:

1. Open Network Connections.

2. In the Network Connections window, right-click the network connection for
which you want to install and enable the Network Monitor Driver, and then click
Properties.

3. In the Local Area Connection Properties dialog box, click Install.

4. In the Select Network Component Type dialog box, click Protocol, and then
click Add.
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5. In the Select Network Protocol dialog box, select Network Monitor Driver, and
then click OK.

6. If prompted for additional files, insert your Windows Server 2003 CD, or type a
path to the network location of the files.

How Network Monitor Works

Network Monitor tracks the network data stream, which consists of all of the informa-
tion transferred over a network at any given time. Before transmission, the networking
software divides this information into smaller segments (frames), each of which con-
tains the following information:

The source address of the computer that sent the message

The destination address of the computer that received the frame

Header information of each protocol used to send the frame

m The data (or a portion of it) being sent to the destination computer

The Windows Server 2003 version of Network Monitor can copy to a buffer the frames
originating from or sent to the local computer. The process by which Network Monitor
copies frames is referred to as data capture.

The amount of information that Network Monitor can capture is limited only by the
amount of memory available on your system. However, you usually need to capture
only a small subset of the frames traveling on your network. To isolate a subset of
frames you can design a capture filter, which functions like a database query, to isolate
the information that you specify. You can filter frames on the basis of source and des-
tination addresses, network interface—layer protocols, internet-layer protocols, trans-
port-layer protocols, protocol properties, and pattern offset.

Examining the Network Monitor Interface

When you launch Network Monitor for the first time after installation, the Select A Net-
work window opens, as shown in Figure 3-1, and prompts you to choose a particular
network adapter through which Network Monitor should analyze traffic. The network
you choose becomes the default listening network for Network Monitor whenever you
open the tool. You can later access this window in Network Monitor by opening the
Capture menu and selecting Networks. This allows you to switch listening networks
after the first use.
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Figure 3-1 Select A Network window

After you select a network from the Select A Network window, this window closes, and
the Capture window appears. The Capture window, which is the main window of Net-
work Monitor, provides different types of useful statistical data for analyzing overall
network performance. This window includes a graph pane, a session statistics pane, a
station statistics pane, and a total statistics pane, as shown in Figure 3-2.
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Figure 3-2 Capture window

Table 3-2 describes the type of data summarized in each of these four panes.

Table 3-2 Network Monitor Capture Window

Pane

Description

Graph

Session statistics

Station statistics

Displays the current activity as a set of bar charts indicating the following

status information: % Of Network Utilization, Frames Per Second, Bytes Per
Second, Broadcasts Per Second, and Multicasts Per Second during the cap-
ture process

Displays a summary of the conversations between two hosts, and indicates
which host is initiating broadcasts and multicasts

Displays a summary of the total number of frames initiated by a host, the
number of frames and bytes sent and received, and the number of broad-
cast and multicast frames initiated
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Table 3-2 Network Monitor Capture Window

Pane Description

Total statistics Displays statistics for the traffic detected on the network as a whole, the
statistics for the frames captured, per second utilization statistics, and net-
work adapter card statistics

Capturing Data in Network Monitor

To begin capturing data in Network Monitor, from the Capture menu, select Start. Alter-
natively, to start a capture you can also press F10 or click the Start Capture button on the
toolbar. The Start Capture button is designated by the play symbol shown in Figure 3-3.

When packets are being captured, you will see new data being registered in the panes of
the Capture window. To stop the capture, from the Capture menu, select Stop. Alterna-
tively, to stop a capture you can also press F11 or click the Stop Capture button on the
toolbar. The Stop Capture button is designated by the stop symbol shown in Figure 3-3.

To view a capture, from the Capture menu, select Display Captured Data. Alternatively,
to view a capture you can also press F12 or click the Display Captured Data button on
the toolbar, which is designated by the eyeglasses symbol shown in Figure 3-3.

You can also stop and view the data in one step. To perform this task, from the Capture
menu, you can select Stop And View while the data is being captured. Alternatively, to
stop the capture and view the results immediately, you can also press Shift+F11 or click
the Stop And View Capture button on the toolbar. The Stop And View Capture button
is designated by a combination of the stop symbol and the eyeglasses symbol shown
in Figure 3-3.

Lol =[] 6] 2]

Display Captured Data

Stop and View Capture

Stop Capture

Pause/Continue Capture
Start Capture

Figure 3-3 Network Monitor toolbar functions

Exam Tip You can use Network Monitor to find out certain details—such as the MAC
address of a network interface card (NIC), the globally unique identifier (GUID) of a client com-
puter, or the port used by a protocol—that might have been lost with documentation.
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Analyzing Captured Data

39

When you choose to view a capture, the Frame Viewer window appears, displaying
the summary pane. The summary pane displays all of the captured frames in sequence,

as shown in Figure 3-4.
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Figure 3-4 Summary pane of the Frame Viewer window

By double-clicking any frame in the summary pane, you can toggle between the orig-
inal summary pane view and the three-pane view, which includes the summary pane,
the details pane, and the hexadecimal (hex) pane. Figure 3-5 shows the three-pane

view of the Frame Viewer window.
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Figure 3-5 Three panes of the Frame Viewer window

The following sections describe the function of these three panes.
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Summary Pane The summary pane lists all frames that are included in the current
view of the captured data. When a frame is highlighted in the summary pane, Network
Monitor displays the frame’s contents in the details pane and hex pane.

You can sort (by clicking the mouse), move, and resize the following nine columns in
the summary pane:

Frame All frames captured during one capture session are numbered in the order
of capture time. The frame number, beginning with 1, appears in this column.
Remember that frames can be received in a different order than they are sent.

Time This column displays the frame’s capture time relative to the beginning of
the capture process. It can be configured to display the time of day when the
frame was captured, or time elapsed since the previous frame capture.

Src MAC Addr (source MAC address) This column displays the hardware
address of the computer that sent the frame or the router that forwarded it.

Dst MAC Addr (destination MAC address) This column displays the hardware
address of the target computer.

Protocol This column lists the highest protocol that Network Monitor recog-
nizes within the frame.

Description This column contains a summary of the frame’s contents. The sum-
mary information can show the first protocol used in that frame, the last protocol
used in that frame, or an automatic selection.

Src Other Addr (source other address) This column displays an additional
identifying address for the originator of the frame, other than the MAC address.
This address might be an IP or Internetwork Packet Exchange (IPX) address.

Dst Other Addr (destination other address) This column is the same as Src
Other Addr, except it gives the destination of the frame instead of the source of
the frame.

Type Other Addr (type other address) This column specifies which type of
address is displayed in the previous two columns (for example, if the Src Other
Addr and Dst Other Addr fields are displaying IP or IPX addresses).

Details Pane The details pane displays protocol information for the frame currently
highlighted in the summary pane. When a frame contains several protocol layers, the
details pane displays the outermost level first. When you select a protocol in the details
pane, the associated hexadecimal strings are highlighted in the hex pane.



Lesson 1 Analyzing Traffic Using Network Monitor  3-11

Hexadecimal Pane The hex pane displays in hexadecimal format the content of the
selected frame. When information is selected in the details pane, the corresponding
hexadecimal data appears highlighted in the hex pane. This area can be useful, for
example, to developers who need to determine precise information about a network
application protocol.

Looking Within Frames

The Frame Viewer window details pane shows the various protocols contained within
a frame. In terms of networking models, the protocols are presented with the lowest
layers (such as the network interface layer protocol Ethernet) appearing highest, and
the highest layers (such as the application layer protocol DNS) appearing lowest. This
pattern occurs because Network Monitor presents all data in the order in which it is
received on the wire.

The following example represents a frame captured from the Computer Browser ser-
vice, viewed in the Frame Viewer window details pane:

+ Frame: Base frame properties
+ ETHERNET: EType = Internet IP (IPv4)
+ IP: Protocol = UDP - User Datagram; Packet ID = 1576;
Total IP Length = 236; Options = No Options
+ UDP: Src Port: NETBIOS Datagram Service (138);
Dst Port: NETBIOS Datagram Service (138); Length = 216 (0xD8)
+ NBT: DS: Type = 17 (DIRECT GROUP)
+ SMB: C transact, File = \MAILSLOT\BROWSE
+ Browser: Workgroup Announcement [@x@c] WORKGROUP

Each protocol is presented here in collapsed or summary form. You can expand the
complete protocol information by clicking on any plus symbol. The first layer, frame,
is added by Network Monitor to describe the frame. This description includes data such
as total frame length and time change from previous frame. The next layer, Ethernet, is
the outermost protocol of the captured frame and corresponds to the network interface
layer of the TCP/IP model. The internet layer follows with the IP protocol. Within this
particular protocol stack, the User Datagram Protocol (UDP) is used as the TCP/IP
transport-layer protocol.

Network Monitor and the OSI Model The final three protocols shown in the previ-
ous frame example are Microsoft network protocols that are not part of the standard
TCP/IP stack. Because these protocols were not originally built on TCP/IP, they are
sometimes referred to by their position within the older, more general Open Systems
Interconnection (OSD networking model. The OSI and TCP/IP networking models are
compared in Figure 3-06.
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0S| model TCP/IP model
Layer 7 Application layer
Layer 6 Presentation layer
Layer 5 Session layer
Layer 4 Transport layer
Layer 3 Network layer
Layer 2 Data link layer
Layer 1 Physical layer

Figure 3-6 OSI| networking model

An example of a protocol described most often by its position within the OSI model
occurs with the next protocol listed in the sample frame, the session-layer interface
NetBT. NetBIOS over TCP/IP (NetBT), represented as NBT in Network Monitor, was
designed to connect the transport-layer protocols of TCP/IP—TCP and UDP—to the
higher NetBIOS network programs, such as Client for Microsoft Networks, used by
Microsoft network protocols.

Exam Tip For the exam, remember that NetBT is an example of a session-layer interface.

The next protocol in the frame, Server Message Block (SMB), traditionally runs on Net-
BIOS and allows files and folders to be shared over a Microsoft network. (Although this
protocol has been extended and officially renamed Common Internet File System
[CIFS], it is still recognized in Network Monitor as SMB.) Finally, the last protocol in the
frame is referred to as Browser. It represents the Computer Browser service, which
runs on top of SMB and allows users to browse network elements in Windows.

Adding Parsers to Network Monitor

The process of reading, analyzing, and describing the contents of frames is known as
parsing. In Network Monitor, parsers are .dll files that are responsible for breaking
down and reading messages from various protocols. By default, Network Monitor
includes more than 20 parsers that are responsible for parsing over 90 protocols.
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You can extend the functionality of Network Monitor by adding new parsers. For
example, if your organization uses a proprietary protocol, the development team can
provide a .dll that Network Monitor can use to parse the new protocol. To perform this
task, you must first add the .dll to the WINDOWS\System32\Netmon\Parsers folder,
which is where all parsers for Network Monitor are stored. In addition, you must then
add an entry for the new parser and protocol in the Parser.ini file. This file, which
includes entries for all parsers and protocols used by Network Monitor, is stored in the
WINDOWS\System32\Netmon folder.

Off the Record Adding an entry to the Parser.ini file looks intimidating until you realize that
the syntax for every entry is exactly the same. First, in the [parsers] section, merely add the
following without the quotations, substituting the name of your parser and protocol as appro-
priate: “parser_name.dll = O: protocol_name”

Then, lower in the file you will find a section corresponding to each protocol. Simply copy
and paste one of these areas and substitute the name and description of your protocol, as
appropriate.

Exam Tip On the exam, you will need to remember the two steps necessary for adding a
new parser to Network Monitor. In addition, you will need to know the precise names and loca-
tions of both the Parser.ini file and the Parsers folder. Remember, the Parser.ini file is in the
\System32\Netmon folder, which is the parent folder of the Parsers folder.

Practice: Using Network Monitor

In this practice, you install Network Monitor, perform a sample network capture, and
save captured data.

Exercise 1: Installing Network Monitor

In this exercise, you install the Windows components necessary to run the Network
Monitor tool.

Log on to Computerl as Administrator.
Insert the Windows Server 2003 installation CD into a local CD-ROM drive.

In Control Panel, open Add Or Remove Programs.

N

In the left column of the Add Or Remove Programs window, click Add/Remove
Windows Components. The Windows Components page of the Windows Compo-
nents Wizard appears.
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5.

In the Components area, select the Management And Monitoring Tools compo-
nent. Do not select the Management And Monitoring Tools check box.

6. Click Details. The Management And Monitoring Tools dialog box appears.

7. In the Subcomponents Of Management And Monitoring Tools area, select the Net-

work Monitor Tools check box.

8. Click OK.

9. On the Windows Components page of the Windows Components Wizard, click

10.
11.

Next. The Configuring Components page appears while the Network Monitor
Tools component is installing. When installation is complete, the Completing The
Windows Components Wizard page appears.

Click Finish.

Close the Add Or Remove Programs window.

Exercise 2: Creating a Network Capture in Network Monitor

In this exercise, you capture and view traffic using the Network Monitor tool.

1.

While you are logged on to Computer] as Administrator, open Network Monitor by
clicking Start, selecting Administrative Tools, and then clicking Network Monitor.

The Microsoft Network Monitor dialog box appears, indicating that you should
specify a network on which to capture data.

. Click OK.

The Select A Network window appears.
In the Select A Network window, expand the Local Computer icon in the left pane.

The network adapters and modems available on your local computer are displayed.
The modem connection is named Dial-up Connection Or VPN.

Select the network named Local Area Connection, and then click OK.

The Microsoft Network Monitor tool opens, displaying the Capture window asso-
ciated with the network adapter you have just selected.

In the Capture window, click the Start Capture button on the toolbar.

6. Open a command prompt.

7. At the command prompt, type ping computer2 and then press Enter. This com-

mand is used to test network connections.

You will see four lines of output resembling those shown in Figure 3-7. This out-
put demonstrates that Computerl and Computer2 are communicating on the net-
work segment.



10.

11.

12.

13.

Lesson 1 Analyzing Traffic Using Network Monitor  3-15

WINDOWS)\system32\cmd.exe
ping computer

Pinging computerZ [192.168.6.21 with 32 hytes of data:
Reply from 192. 168 B 2 hyt

Rebly from 195.165.6. 2' s

Ping statistics for 192.168
Sent

= 4. Lost = @ <Oz loss>.
n n1111—secund...

Figure 3-7 Ping output

After the output has completed, switch to Network Monitor and click the Stop And
View Capture button on the toolbar. Alternatively, to perform this step you can
press Shift+F11.

The Frame Viewer window opens, named Capture: 1. The word Summary also
appears in parentheses, indicating that the summary pane, which is the only visi-
ble pane, is the active pane in the window. The purpose of the summary pane is
to list in order all of the frames you have just captured.

Double-click any one of the frames listed in the summary pane.

The Frame Viewer window opens two additional panes: the details and hexadec-
imal panes. These panes provide more information about the frame you have just
double-clicked.

Double-click again any one of the frames listed in the summary pane.

The details and hexadecimal panes disappear. You can toggle between the one-pane
view and the three-pane view by double-clicking a frame in the summary pane.

From the File menu, select Save As.
The Save As dialog box appears.
In the File Name text box, type Ping Capture, and then click Save.

The Ping Capture.cap file is saved in the \Desktop\My Documents\My Captures
folder.

From the File menu, select Close.

The Frame Viewer window closes, revealing the Capture window again in Net-
work Monitor.

Exercise 3: Saving a Frame to a Text File

In this exercise, you copy the contents of a packet into a text file. Perform the exercise
in Network Monitor while you are logged on to Computerl as Administrator.

1.

From the File menu, select Open.

The Open dialog box appears, displaying the Ping Capture.cap file in the My Cap-
tures folder.
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2.

A A A

10.
11.

12.
13.

14.

Select the Ping Capture file, and click Open.

The Ping Capture.cap file appears in the Frame Viewer window.

In the summary pane, find a frame that lists ICMP under the Protocol heading.
Select this ICMP frame.

Press Ctrl+C to copy the frame.

Open the Notepad utility in Windows.

The Untitled — Notepad window opens.

In the Untitled — Notepad window, press Ctrl+V to paste the frame into the new
text file.

The complete data contents of the copied frame are pasted into the window.
Notice how the first line contains all of the fields, in sequence, of the summary
pane in the Frame Viewer window. Next, the bulk of the pasted output, about 40
lines, corresponds to the information from the details pane in the Frame Viewer
window. Here, all of the details pane information is expanded, and none of the
protocol headers are collapsed into a summary form. Finally, the last group of
lines of the pasted output represents the hex data from the hexadecimal pane of
the Frame Viewer window.

In Notepad, press Ctrl+S to save the file.
The Save As dialog box appears.

Using the navigation buttons and folder icons available within the dialog box,
adjust the target folder so that the file will be saved in \Desktop\My Docu-
ments\My Captures. Do not save the file yet.

In the Encoding drop-down list box, select Unicode.

In the File Name text box, replace *.txt by typing ICMP frame, and then click
Save.

Close the ICMP Frame.txt — Notepad window.

In Network Monitor, from the File menu, select Exit to quit Network Monitor. If
you are prompted to save entries in your address database, click No.

Log off Computerl.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.



Lesson 1 Analyzing Traffic Using Network Monitor  3-17
1. Which of the following is not required to capture frames from a network adapter
on a remote computer?
a. Install the Network Monitor Driver on the remote computer.
b. Install the Network Monitor Driver on the local computer.
c. Install the full version of Network Monitor on the local computer.
d. Install the full version of Network Monitor on the remote computer.

2. Which session-layer interface is used to connect Client for Microsoft Networks to
the TCP/IP protocol?

a. SMB

b. NetBIOS
c. NetBT
d. Browser

3. You are the network administrator of a large company with headquarters in Bos-
ton and five branch offices throughout North America. The company has recently
deployed a new network application that uses a distinct protocol called XTXA
developed by your organization. The application package includes an Xtxa.dll file
that enables Network Monitor to parse this proprietary protocol. You want to take
advantage of this function so that you can troubleshoot and solve problems
related to the application. Which steps must you perform so that you can capture
and analyze XTXA traffic in Network Monitor? (Choose two.)

a. Copy the Xtxa.dll file to the \System32\Netmon folder.
b. Copy the Xtxa.dll file to the \System32\Netmon\Parsers folder.

¢l

. Add an entry for the Xtxa.dll file to the \System32\Netmon\Parser.ini file.

d. Add an entry for the Xtxa.dll file to the \System32\Netmon\Parsers\Parser.ini
file.

Lesson Summary

B Network Monitor is a protocol analyzer that allows you to capture and analyze
network traffic.

B The Network Monitor tool is a subcomponent of the Management And Monitoring
Tools component of Windows Server 2003. When you install Network Monitor, the
Network Monitor Driver protocol is installed automatically on the same computer.

m Two versions of Network Monitor exist. The basic version is included with Win-
dows Server 2003, and the full version is included with Systems Management
Server. The basic version allows you to capture frames only on the local computer.
The full version allows you to capture frames from across the network.
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B By default, Network Monitor can parse over 90 protocols. To extend this function-
ality by adding a parser for use with Network Monitor, you must first add the .dll
to the WINDOWS\System32\Netmon\Parsers folder, which is where all parsers
for Network Monitor are stored. In addition, you must then add an entry for the
new parser and protocol in the Parser.ini file.
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Lesson 2: Troubleshooting TCP/IP Connections

The basic strategy for troubleshooting network connectivity is first to pinpoint the location
of a problem, and then to begin verifying functionality at the lower networking layers.

If you have a faulty network connection from a specific host, you can begin by check-
ing your basic IP configuration for errors. If no errors exist in your IP address, subnet
mask, gateway, or other IP configuration parameters, you can use various utilities to
determine whether the problem exists at, above, or below the TCP/IP internet layer.

After this lesson, you will be able to

B Use the Ipconfig, Network Diagnostics, and Netdiag utilities to troubleshoot a network
configuration
B Use the Ping, PathPing, Tracert, and Arp utilities to troubleshoot faulty connections

Estimated lesson time: 45 minutes

Faulty TCP/IP Configuration

When troubleshooting a TCP/IP networking problem, begin by checking the TCP/IP
configuration on the computer experiencing the problem.

Ipconfig Use the Ipconfig command to get basic host computer configuration infor-
mation, including the IP address, subnet mask, and default gateway. When Ipconfig is
used with the /all switch, it produces a more detailed configuration report for all net-
work interfaces.

After executing the Ipconfig command, you can review the Ipconfig output for config-
uration errors. For example, if a computer has been configured with an IP address that
is a duplicate of an existing IP address on the network, the subnet mask appears as
0.0.0.0.

Figure 3-8 gives an example output from an Ipconfig /all command.
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tem32\,cmd.exe

C:\>ipconfig sall
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Figure 3-8 Output of Ipconfig /all

Network Diagnostics

Network Diagnostics is a graphical troubleshooting tool, built into the Windows Server
2003 interface, that provides detailed information about the local computer’s network-
ing configuration. To access the tool, first launch Help And Support from the Start
menu. From the Help And Support Center window, click Tools in the Support Tasks
area. Finally, expand Help And Support Center Tools from the Tools list, and then
select Network Diagnostics. The Network Diagnostics window appears in the right

pane of Help And Support Center, as shown in Figure 3-9.
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i 1 Tell me about Metwork Diagnostics
[E1 Advanced System Information

[E1 System Configuration Ukility B Scan your system

[ Command-line reference A-Z - B Set scanning options
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Figure 3-9 Network Diagnostics
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When you click Scan Your System, Network Diagnostics runs a series of tests that gath-
ers information about the local computer’s environment, as shown in Figure 3-10.

JR[=TE
Q.90 .00 vw © @ 4

Back Farward Home | Index Favorites History | Support  Options

B>  Help and Support Center

S 1 options ise Edition

R s
&dd to Favorites Cha

nge View Print... Locate in Conkents
-

-

Hel d 5 t Center Tool . .
J Help and Support Center Tools Network Diagnostics
[E1 My Computer Information

[E1 Remote Assistance Metwork Diagnostics scans your system ko gather
) information about your hardware, software, and
[E Offer Remote Assistance network connections.

[ Network Diagnostics Tell me about Metwork Diagnostics

[E1 Advanced System Information

[E1 System Configuration Ukility

= J4%
[ Command-line reference -2

[E) Windows interface administrative tc Pinging 192.168.0.1

Tools by Categary _ILI
4 | L4 Cancel | LI

Figure 3-10 Network Diagnostics gathering network data

Information gathered is reported in a series of categories. Each category contains con-
densed trees of data that you can expand by clicking the associated plus symbol.

By default, Network Diagnostics collects information about only three categories: the
Internet Service category, which includes information about Microsoft Outlook Express
Mail, Microsoft Outlook Express News, and Internet Explorer Web Proxy configuration;
the Computer Information category, which includes Registry parameter settings for the
computer system, operating system, and operating system version; and the Modems
And Network Adapters category, which includes Registry parameter settings for
modems, network adapters, and network clients.

However, by clicking the Set Scanning Options button in the Network Diagnostics win-
dow, you can add and remove categories of data to be collected. You can also alter the
diagnostic actions performed for each category, as shown in Figure 3-11.



3-22

Chapter 3 Monitoring and Troubleshooting TCP/IP Connections

ol
Q. QO .00 © 4

Back  Forward  Homs | Index ttes History | Support Options

r
n

i

’
A ko Favories Change View  Print... Locatein Contents
[E] Help and Support Center Tosls Network Diagnostics 2l

[ My Computer Information
Metwork Diagnostics scans your system b gather
information about your hardware, software, and
netwark connections.

[ Remote Assistance

[ Offer Remote Assistance
D) Network Diagnastics Tell me about Network Diagnostics

[ Advanced System Information
EJ Stan your system
[ System Configuration Lty

Back ko Results Page
[ Commandine reference A2 options ——————————————]

[ Windows interface administrative tool actions —
Taols by Category ¥ ping

[ Windows Support Tools W' connect

W show

™ verbose

¥ Save to Deskiop
Categories
4 |

[3 Windows Resource Kit Taals

¥ mai service =

Figure 3-11 Network Diagnostics options

Real World Using the Save To File Feature

In general, diagnosing and troubleshooting client computers from over the net-
work is more efficient than doing so locally. But this task is not always possible—
sometimes the network problem experienced at the client computer precludes
establishing a connection across which to run diagnostic tools. When the problem
is both serious and remote—such as when an employee in your organization calls
you from a different city and requests assistance in connecting to the network—

you typically have to talk the employee through elaborate procedures to gather
enough information to solve the problem.

The Network Diagnostics tool includes the Save To File feature, which gives you
another way to help diagnose remote clients to which you cannot connect
directly. Instead of talking users through Ipconfig, Ping, and other utilities run
from the command prompt, you can simply have them run the Network Diagnos-

tics tool from the graphical user interface (GUID), save the file to a floppy disk, and
then e-mail you the file from another computer.

Netdiag

Netdiag is a command-line utility that you must install manually from the Windows
Server 2003 installation CD. The utility is included in the group of tools called the Win-
dows Support Tools. You can install this group of tools by browsing the CD to the
\Support\Tools folder and double-clicking Suptools.msi. After the setup program is

complete, you can run Netdiag from the installation directory you selected during the
setup process.
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Like Network Diagnostics, Netdiag runs a series of tests on the local computer and then
displays the results of those tests. To troubleshoot network problems, scan the Netdiag
output for error messages.

Table 3-3 shows a small selection of the default tests run by Netdiag.

Table 3-3 Netdiag Tests

Test Name

Details

Netcard Queries
Test

Domain Member-
ship Test

NetBT Name Test

WINS Service Test
DNS Test

Bindings Test

WAN Configura-
tion Test

IP Security Test

Lists the network adapter configuration details, including the adapter
name, IP address, and default gateway. If this test shows an unrespon-
sive network adapter, the remaining tests are aborted.

Checks to confirm details of the primary domain, including computer
role, domain name, and domain GUID. Checks to see whether Netlogon
service is started, adds the primary domain to the domain list, and que-
ries the primary domain security identifier (SID).

Checks that the workstation service name <00> is equal to the computer
name. Also checks that the messenger service name <03> and server ser-
vice name <20> are present on all interfaces and that none of these
names are in conflict. Similar to the nbtstat -n command.

Sends NetBT name queries to all the configured WINS servers.

Checks whether DNS cache service is running, and whether this com-
puter is correctly registered on the configured DNS servers. If the com-
puter is a domain controller (DC), DNS test checks whether all the DNS
entries in Netlogon.dns are registered on the DNS server. If the entries
are incorrect and the /fix option is on, try to re-register the domain con-
troller record on a DNS server.

Lists all bindings, including interface name, lower module name, upper

module name, whether the binding is currently enabled, and the owner
of the binding.

Displays the settings and status of current active remote access connec-
tions.

Tests whether IP security is enabled and displays a list of active Internet
Protocol Security (IPSec) policies.

If the results of these tests do not clarify the source of your network problem, a next
possible step is to pinpoint breaks of connectivity on your TCP/IP network.

Troubleshooting Connections Using Ping and PathPing

Ping is a tool that helps to verify IP-level connectivity; PathPing is a tool that detects
packet loss over multiple-hop trips. When troubleshooting, the Ping command is used
to send an Internet Control Message Protocol (ICMP) echo request to a target host
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name or IP address. Use Ping whenever you want to verify that a host computer can
send IP packets to a destination host. You can also use the Ping tool to locate remote
hardware problems and incompatible configurations.

When troubleshooting network connectivity, use the Ping command to perform the
following sequence of tasks.

Note The first two steps of the following sequence are already performed by the Ipconfig
/all command and Netdiag. (Network Diagnostics automatically performs only the second
step. If Network Diagnostics reports that this self-ping test has failed, you can perform the
first step manually.)

. Ping the loopback address to verify that TCP/IP is installed and configured cor-

rectly on the local computer. To perform this step, enter ping 127.0.0.1 at a com-
mand prompt.

If the loopback step fails, the IP stack is not responding. This problem might be
occurring because the TCP drivers are corrupted, the network adapter might not
be working, or another service might be interfering with IP.

. Ping the IP address of the local computer to verify that an address has been added

correctly. To perform this step, enter ping <IP address of local bost> at a com-
mand prompt.

. Ping the IP address of the default gateway. This step verifies that the default gate-

way is reachable and that the local host can communicate with another host on
the network. To perform this step, enter ping <IP address of default gateway>
at a command prompt.

. Ping the IP address of a remote host located beyond the default gateway. This step

verifies that you can communicate with hosts outside your local network segment.
To perform this step, enter ping <IP address of remote bost> at a command
prompt.

. Ping the IP address of a remote host located beyond the default gateway. This step

verifies that you can communicate with hosts outside your local network segment.
To perform this step, enter ping <IP address of remote bost> at a command
prompt.

. Ping the IP address of a remote host located beyond the default gateway. This step

verifies that you can communicate with hosts outside your local network segment.
To perform this step, enter ping <IP address of remote bost> at a command
prompt.
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$ Note To perform this last step more quickly, you can substitute the Tracert utility for the
PathPing utility. Tracert reveals breaks in connectivity but does not provide statistics about

router performance. Tracert is described in more detail in the following section.

Ping uses host name resolution to resolve a computer name to an IP address, so if
pinging succeeds by address, but fails by name, the problem lies in host name resolu-
tion, not network connectivity.

If you cannot ping successfully at any point, check to make sure the following are true:

m The local computer’s IP address and subnet mask are correctly configured.

m A default gateway is configured and the link between the host and the default
gateway is operational. For troubleshooting purposes, make sure only one default
gateway is configured.

Note If the remote system being pinged is across a high-delay link such as a satellite link,
responses might take longer to be returned. You can use the —w switch to specify a longer
time-out. For example, the command ping -w 2000 172.16.48.10 waits 2 seconds before tim-
ing out. (The default setting is 1 second, expressed as 1000 milliseconds.)

Troubleshooting with Tracert

Tracert is a route-tracing utility that allows you to track the path of a forwarded packet
from router to router for up to 30 hops. Tracert works by sending ICMP echo requests
to an IP address, while incrementing the Time to Live (TTL) field in the IP header, start-
ing at 1, and analyzing the ICMP errors that are returned. Tracert prints out an ordered
list of the routers in the path that returned these error messages. In the following exam-
ple, Tracert is used to trace the path from the local computer to a remote computer
named www.contoso.com:

C:\>tracert www.contoso.com
Tracing route to www.contoso.com [10.102.252.1]
over a maximum of 3@ hops:

1 300 ms 281 ms 280 ms roto.contoso.com [10.181.164.100]
300 ms 301 ms 310 ms s1-stk-1-S12-Tl.contoso.com [10.228.192.65]
300 ms 311 ms 320 ms s1-stk-5-F@/@.contoso.com [10.228.40.5]
380 ms 311 ms 340 ms icm-fix-w-H2/0-T3.contoso.com [10.228.10.22]
310 ms 301 ms 320 ms arc-nas-gw.arc.contoso.com [10.203.230.3]
300 ms 321 ms 320 ms n254-ed-cisco7010.contoso.com [10.102.64.254]
360 ms 361 ms 371 ms www.contoso.com [10.102.252.1]

~NOoO OBk wWwN
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Exam Tip You need to know the difference between Tracert and PathPing on the exam. Use
Tracert to quickly determine where a break occurs in the path of connectivity to a remote loca-
tion. PathPing is more useful when you have connectivity to a site but are experiencing erratic
packet loss or high delay. In these cases, PathPing tells you exactly where packet loss is
occurring.

Troubleshooting Using the ARP Tool

Network traffic sometimes fails because a router’s proxy ARP request returns the wrong
address. If you can ping both the loopback address and your own IP address, but you
cannot ping a computer on the local subnet, the next step is to check the ARP cache
for errors.

The ARP command is useful for viewing the ARP cache. If two hosts on the same sub-
net cannot ping each other successfully, try running the ARP command with the —a
switch on each computer to see whether the computers have the correct MAC
addresses listed for each other. To determine a host’'s MAC address, you can use the
Ipconfig /all command or the Getmac command. Then use the ARP command with the
-d switch to delete any entry that might be incorrect. Add entries by using ARP with the
—s switch.

If you cannot ping a computer on a local subnet by IP address, and the ARP —a com-
mand reveals no errors in hardware address mappings, you should investigate for
errors in the physical media, such as LAN cards, hubs, and cables.

Practice: Running Network Diagnostics and Netdiag

In this practice, you run both Network Diagnostics and the Netdiag utility. You then
save the output of these tests to files.

Exercise 1: Running Network Diagnostics

In this exercise, you save the output from the Network Diagnostics tool to an HTML
file.

1. Log on to Computerl as Administrator.
2. Click Start, and then click Help And Support.
The Help And Support Center window opens.

3. Under the Support Tasks list on the right side of the Help And Support Center win-
dow, click Tools.
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In the Tools list on the left side of the Help And Support Center window, expand
Help And Support Center Tools, and then click Network Diagnostics.

The Network Diagnostics tool appears on the right side of the Help And Support
Center window.

Click the Scan Your System button.

Information loads for a few seconds, and then three headings of status information
are displayed: Internet Service, Computer Information, and Modems And Network
Adapters.

Expand all of the categories by clicking the plus symbols under them.

All of the information trees under each heading expand, revealing the full results
of the tests just run.

Take a few moments to browse the information available in the expanded trees.

8. In the Network Diagnostics window, click the Set Scanning Options button.

10.

11.

12.

13.
14.

15.

Below the Options heading, the Actions area and the Categories area are shown.
Under the Actions area, select the Verbose check box.

In the Categories area, clear the following check boxes: Mail Service, News
Service, Internet Proxy Server, Computer Information, Operating System, and
Windows Version.

Only Modems, Network Clients, and Adapters should now be selected.

In the Network Diagnostics window, click the Scan Your System button to begin
gathering information.

When the tests have completed, the Network Diagnostics window reveals three
sets of information under a single heading: Modems And Network Adapters.

In the Network Diagnostics window, click the Save To File button to save to a file
the results of the test just run.

A message indicates that the file just created has been saved to the desktop and to
another specified location.

Click OK to close the message.

Next to the Save To File button in the Network Diagnostics window, click Show
Saved Files.

A folder opens revealing one location of the new file.
On the Windows Quick Launch toolbar, click Show Desktop.

Another copy of the Hypertext Markup Language (HTML) file created by Network
Diagnostics is visible on the desktop.
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16.
17.

Cut and paste this document to the My Documents folder.

Close any remaining open windows.

Exercise 2: Installing Windows Support Tools

Before beginning this exercise, insert the Windows Server 2003 installation CD-ROM
into the CD-ROM drive on Computerl.

1.

7.

While you are logged on to Computerl as Administrator, browse the Windows
Server 2003 CD to the \Support\Tools folder.

In the Tools folder, double-click Suptools.msi.
The Windows Support Tools Setup Wizard opens.
Click Next.

The End User License Agreement page appears.
Click the I Agree option, and then click Next.
The User Information page appears.

In the Name text box and the Organization text box, enter your name and organi-
zation, and click Next.

The Destination Directory page appears.
Leave the default install path, and click Install Now.

After installation is complete, the Completing The Windows Support Tools Setup
Wizard page appears.

Click Finish to exit the wizard.

Exercise 3: Running Netdiag from Across the Network

In this exercise, you use the Telnet utility to connect to Computerl. You then run the
Netdiag utility from the Telnet prompt.

1.

While you are logged on to Computerl as Administrator, open the Services con-
sole by clicking the Start button, selecting Administrative Tools, and then clicking
Services.

The Services console opens.
In the right pane of the Services console, select Telnet from the list of services.

Note that the Status field is blank for Telnet service.
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Start the Telnet service. One way to accomplish this task is to double-click the Tel-
net icon, select Manual from the Startup Type drop-down list box, click Apply,
click Start, and then click OK.

The Service Control status box appears while the Telnet service is starting. It dis-
appears when the service has started successfully. In the Services console, the Sta-
tus field for the Telnet service now contains the word Started.

Close the Services console.

5. Log on to Computer2 as Administrator.

10.

11.

12.

13.
14.
15.
16.

On Computer2, open a command prompt and enter telnet computerl.
You will be warned about sending your password to a remote computer.
Press y, and then press Enter.

If you have assigned the Administrator account the same password on Computer2
as on Computerl, you will receive a Welcome message and a command prompt
from Telnet Server. If you have assigned the two Administrator accounts separate
passwords, you must enter the Administrator credentials for Computerl before
you receive this message and command prompt.

After you have received the Welcome message, type netdiag at the Telnet com-
mand prompt, and then press Enter.

Information gathers for a few moments, and then the output of the Netdiag utility
appears at the command prompt. This utility has been run on Computerl.

Briefly review the Netdiag output.

At the Telnet command prompt, type cd my documents, and then press Enter.
The directory on Computerl from which you are executing commands changes.
At the Telnet prompt, type netdiag >NetdiagOutput.txt, and then press Enter.
A copy of the Netdiag output is saved to the My Documents folder on Computerl.

At the Telnet prompt, type netdiag /v >VerboseNetdiagOutput.txt, and then
press Enter.

A copy of the verbose Netdiag output is saved to the My Documents folder on
Computerl.

Switch back to Computerl and open the My Documents folder.
Open NetdiagOutput.txt, and then open VerboseNetdiagOutput.txt.
Take a minute to compare the output from these two modes of the Netdiag utility.

In the My Documents folder, use the shortcut to the NetDiag folder to open the
HTML file that you created and saved through Network Diagnostics.
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17.

18.
19.

Take a minute to compare the information in this file with the information in the
two files generated from the Netdiag utility.

Close all open windows on Computerl and Computer2.

Log off Computerl and Computer2.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

2.

You cannot ping a computer on a local subnet, even after you reboot the com-
puter. What should you do next?

a. Check for hardware errors.
b. Run Ipconfig with the /all switch.
c. Run Network Diagnostics in verbose mode.

After changing the network card of a certain computer, you find that you can no
longer ping that computer from another computer on the local subnet. You have
checked the TCP/IP configuration on both computers and have found no errors.
Both computers can also ping themselves successfully. Finally, you have also ver-
ified that the most recent version of the new NIC driver is installed and that Device
Manager reports the device is working correctly. What should be your next step?

a. Check for errors in the ARP cache.
b. Perform a Network Monitor trace from the nearest router.
c. Run Ipconfig with the /all switch.

From a host named C1, you cannot ping another host named C2 that is located on
the same subnet. You have examined the IP properties of both computers and
have determined that neither computer contains TCP/IP configuration errors. Both
computers can ping themselves, but only C2 can ping other computers. You have
also verified that no errors exist in either computer’s IP-to-hardware address map-
pings. What should be your next step?

a. Check for hardware errors on C1.
b. Run Network Diagnostics.

Check for errors in the ARP cache.

&0

Check for hardware errors on C2.
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You are experiencing a delay when you connect to a remote Web site. Which tool
allows you to determine which particular routers are responsible for the delay?
a. Netdiag
b. Network Diagnostics
c. Tracert

d. PathPing

Lesson Summary

Use the Ipconfig command to get basic host computer configuration information,
including the IP address, subnet mask, and default gateway. The /all switch adds
more detailed information for each network adapter.

Network Diagnostics is a graphical troubleshooting tool that provides detailed
information about a local computer’s networking configuration. You can access
the tool through Help And Support.

Like Network Diagnostics, the Netdiag command-line utility runs a series of tests
on the local computer and then displays the results of those tests.

Ping is a tool that helps to verify IP-level connectivity; the PathPing tool detects
packet loss over multiple-hop trips.

When troubleshooting a connection, first ping the loopback address, then the
local IP address, then the default gateway, then a remote host by IP address, and
then a remote host by host name. If you are troubleshooting delays to a remote
host, use PathPing.

Tracert is a route-tracing utility that allows you to track the path of a forwarded
packet from router to router for up to 30 hops. Use Tracert when you have no con-
nectivity to a site under investigation because it tells you where connectivity stops.

If you can ping the loopback address, your own IP address, and the default gate-
way, but you cannot ping a computer on the local subnet, the next step is to check
the ARP cache for errors.

If you cannot ping a computer on a local subnet by IP address, and the ARP —a
command reveals no errors in hardware address mappings, you should investigate
physical media such as LAN cards, hubs, and cables for errors.

Case Scenario Exercise

You are the network administrator for a company employing 300 people and consist-
ing of one headquarters and two branch offices in neighboring cities. The IT depart-
ment is located at the headquarters, whose network consists of three subnets behind a
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firewall. Each of the branch offices consists of a single subnet behind a firewall. The
three offices communicate with each other over the Internet.

Figure 3-12 shows a map of the company network.

Ithaca branch Cortland branch

Subnet B

Firewall

Subnet E

Binghamton branch

Figure 3-12 The company network map

As part of your responsibilities, you must field calls from employees in all three offices.
Typically, workers describe a problem they are experiencing, and you must decide
which diagnostic tool is most appropriate to use in solving the problem.

The problems from six different callers are described next. For each case, determine
whether the situation can best be resolved by using Network Monitor, Ping, Tracert,
PathPing, Netdiag, or Network Diagnostics. Provide a reason to justify each of your
choices. Write your answers in the space provided.

1. A user on your local subnet (Subnet E) cannot connect to any network resources.
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. A user on Subnet C cannot connect to resources on Subnet E.

. A user on Subnet C can connect to resources on the company extranet in both
branch offices, but connectivity to the Cortland branch is slow. Images often do
not appear on extranet pages hosted at the Cortland branch.

. A user on Subnet C reports that sometimes when she tries to specify a network
resource by name, a connection cannot be established. The user knows her IP
address, and you have configured all client computers on her subnet to run the
Telnet service.

. A user at the Ithaca branch reports erratic network service. He does not know his
IP address, and you have not enabled the Telnet service on client computers at the
Ithaca office.

. Management has asked a staff member to deploy a messaging application for use
across all three branch offices. The staff member calls you and reports that
although the messaging software seems to work within each branch, it does not
seem to work across branches. He also does not know the TCP port number used
by the messaging application.
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Chapter Summary

Network Monitor is a protocol analyzer that allows you to capture and analyze
network traffic. By default, Network Monitor can parse over 90 protocols.

To extend this functionality and add a parser for use with Network Monitor, you
must first copy the .dll to the WINDOWS\System32\Netmon\Parsers folder, which
is where all parsers for Network Monitor are stored. You must then add an entry
for the new parser and protocol in the Parser.ini file.

Use the Ipconfig command to get basic host computer configuration information,
including the IP address, subnet mask, and default gateway. The /all switch adds
more detailed information for each network adapter.

When troubleshooting a connection, first ping the loopback address, then the
local IP address, then the default gateway, then a remote host by IP address, and
then a remote host by host name. If you are troubleshooting delays to a remote
host, use PathPing.

Tracert is a route-tracing utility that allows you to track the path of a forwarded
packet from router to router for up to 30 hops. Use Tracert when you have no con-
nectivity to a remote site because it tells you where connectivity stops.

Network Diagnostics is a graphical troubleshooting tool, built into the Windows
Server 2003 interface, that provides detailed information about a local computer’s
networking configuration. The tool is accessed through Help And Support Center.
Like Network Diagnostics, the Netdiag utility runs a series of tests on the local
computer and then displays the results of those tests.

Exam Highlights

Before taking the exam, review the key points and terms that are presented below to
help you identify topics you need to review. Return to the lessons for additional prac-
tice, and review the “Further Reading” sections in Part 2 for pointers to more informa-
tion about topics covering the exam objectives.

Key Points

You can use Network Monitor to find certain details—such as the MAC address of
a host, the GUID of a client computer, or the port used by a protocol—that might
have been lost with documentation.

Remember the steps necessary to allow Network Monitor to parse a new protocol,
such as a protocol used by an application specific to your organization.
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B Remember that to troubleshoot a connection, you must ping a distinct sequence of
hosts: the loopback address, the local IP address, the default gateway, a remote
host by IP address, and finally, a remote host by host name.

m Know the difference between Tracert and PathPing. Use Tracert when you are
troubleshooting lack of connectivity to a remote host. If you are troubleshooting
delays to a remote host, use PathPing.

Key Terms

parser A dynamic link library (DLL) that reads and analyzes messages of a particular
protocol captured from the network.

PathPing A command-line tool that detects packet loss over multiple-hop trips.

Network Diagnostics A graphical troubleshooting tool in Windows Server 2003 that
provides detailed information about the local computer’s networking configuration.

Netdiag A command-line troubleshooting tool, included in the Windows Support
Tools package on the Windows Server 2003 CD, that provides detailed informa-
tion about a local computer’s networking configuration.

Globally Unique Identifier (GUID) A 16-byte value generated from the unique
identifier on a device, the current date and time, and a sequence number. A GUID
is used to identify a particular device or component.
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Questions and Answers

Page Lesson 1 Review
317

1. Which of the following is not a requirement to capture frames from a network
adapter on a remote computer?

a. Install the Network Monitor Driver on the remote computer.

b. Install the Network Monitor Driver on the local computer.

c. Install the full version of Network Monitor on the local computer.

d. Install the full version of Network Monitor on the remote computer.
d

2. Which session-layer interface is used to connect Client for Microsoft Networks to
the TCP/IP protocol?

a. SMB

b. NetBIOS

c. NetBT

d. Browser
c

3. You are the network administrator of a large company with headquarters in Bos-
ton and five branch offices throughout North America. The company has recently
deployed a new network application that uses a distinct protocol called XTXA
developed by your organization. The application package includes an Xtxa.dll file
that enables Network Monitor to parse this proprietary protocol. You want to take
advantage of this function so that you can troubleshoot and solve problems
related to the application. Which steps must you perform so that you can capture
and analyze XTXA traffic in Network Monitor? (Choose two.)

a. Copy the Xtxa.dll file to the \System32\Netmon folder.
b. Copy the Xtxa.dll file to the \System32\Netmon\Parsers folder.
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c. Add an entry for the Xtxa.dll file to the \System32\Netmon\Parser.ini file.

d. Add an entry for the Xtxa.dll file to the \System32\Netmon\Parsers\Parser.ini
file.

b, c

Lesson 2 Review

1. You cannot ping to a computer on a local subnet, even after you reboot the com-

puter. What should you do next?
a. Check for hardware errors.
b. Run Ipconfig with the /all switch.
c. Run Network Diagnostics in verbose mode.

b

2. After changing the network card of a certain computer, you have found that you

can no longer ping that computer from another computer on the local subnet. You
have checked the TCP/IP configuration on both computers and find no errors.
Both computers can also ping themselves successfully. Finally, you have also ver-
ified that the most recent version of the new NIC driver is installed and that Device
Manager reports the device is working correctly. What should be your next step?

a. Check for errors in the ARP cache.
b. Perform a Network Monitor trace from the nearest router.
c. Run Ipconfig with the /all switch.

a

. From a host named C1, you cannot ping another host named C2 that is located on

the same subnet. You have examined the IP properties of both computers and
have determined that neither computer contains TCP/IP configuration errors. Both
computers can ping themselves, but only C2 can ping other computers. You have
also verified that no errors exist in either computer’s IP-to-hardware address map-
pings. What should be your next step?

a. Check for hardware errors on Cl1.

b. Run Network Diagnostics.
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c. Check for errors in the ARP cache.
d. Check for hardware errors on C2.

a

4. You are experiencing a delay when you connect to a remote Web site. Which tool

allows you to determine whether particular routers are responsible for the delay?
a. Netdiag
b. Network Diagnostics
c. Tracert
d. PathPing
d

Case Scenario

1. A user on your local subnet (Subnet E) cannot connect to any network resources.

Ping is best used because you need to perform basic troubleshooting and the computer is
local.

. A user on Subnet C cannot connect to resources on Subnet E.

Tracert is best used to begin troubleshooting this problem because in this case, two routers
separate the subnets. This utility enables you to determine at which subnet or router the prob-
lem occurs.

. A user on Subnet C can connect to resources on the company extranet in both

branch offices, but connectivity to the Cortland branch is slow. Images often do
not appear on extranet pages hosted at the Cortland branch.

PathPing is best used in this case because connectivity is erratic and slow. This tool enables
you to determine whether erratic packet loss is occurring at the Cortland branch firewall or at
another router.

. A user on Subnet C reports that sometimes when she tries to specify a network

resource by name, a connection cannot be established. The user knows her IP
address, and you have configured all client computers on her subnet to run the
Telnet service.

In this case, you can use Telnet to access the IP address in question and run Netdiag from
across the network. This strategy provides you a full range of IP configuration information,
including the client’s configured name servers.
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A user at the Ithaca branch reports erratic network service. He does not know his
IP address, and you have not enabled the Telnet service on client computers at the
Ithaca office.

In this case, you can talk the user through the process of using the Network Diagnostics tool.
He can then save the output to a file and e-mail you the results. Because the network problems
he is experiencing are erratic, to resolve the problem you will probably need to view a wide vari-
ety of IP configuration information (such as that provided by this tool).

Management has asked a staff member to deploy a messaging application for use
across all three branch offices. The staff member calls you and reports that
although the messaging software seems to work within each branch, it does not
seem to work across branches. He also does not know the TCP port number used
by the messaging application.

You can use Network Monitor to determine the port number used by the application. Then you
can configure the firewalls at each branch to allow traffic through that port.






4 Configuring DNS Servers
and Clients

Exam Objectives in this Chapter:
m Troubleshoot TCP/IP addressing
m Install and configure the DNS Server service

B Manage DNS record settings

Why This Chapter Matters

Name resolution is a complex topic that can appear difficult to understand, but
mastering its concepts is nonetheless essential if you want to become a Windows
Server 2003 networking expert. Because the Active Directory directory service
depends on the Domain Name System (DNS) for its most basic functioning, with-
out a clear understanding of how DNS works, you will not be able to effectively
troubleshoot networks running Microsoft Windows Server 2003.

This chapter introduces foundational concepts related to name resolution in
Windows Server 2003 networks and, in particular, DNS. The chapter then
describes the process of configuring DNS servers and DNS clients in a Windows
Server 2003 network. Along the way, you are introduced to essential trouble-
shooting tools such as Nbtstat and Ipconfig /flushdns to help you solve name
resolution problems in your network.

Lessons in this Chapter:

B Lesson 1: Understanding Name Resolution in Windows Server 2003 . . ... ... 4-3
B Lesson 2: Understanding DNS in Windows Server 2003 Networks . . .. ... .. 4-12
B Lesson 3: Deploying DNS Servers. . . ... ... 4-26
B Lesson 4: Configuring DNS Clients. . . .. ............... oo, 4-44

41
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Before You Begin
To complete this chapter, you must have

m Networked two computers, named Computerl and Computer2, each running
Windows Server 2003. Computerl should be assigned a static address of
192.168.0.1/24, and Computer2 should be assigned an alternate address of
192.168.0.2/24. Computer2 should also be configured to obtain an IP address
automatically.

B A phone line and dial-up Internet service provider (ISP) account. (Although you
can substitute a dedicated Internet connection for this requirement, you will have
to make appropriate adjustments to lesson exercises.)

m Installed the Network Monitor Tools subcomponent of the Management And Mon-
itoring Tools Windows component on Computerl.

m Installed Windows Support Tools on Computerl.
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Lesson 1: Understanding Name Resolution in Windows
Server 2003

Virtually every network requires a mechanism to resolve computer names to Internet
Protocol (IP) addresses. This requirement arises because people and applications tend
to connect to network computers by specifying a name, whereas lower-level services
generally use addresses to identify hosts. For historical reasons, two computer naming
systems coexist in Windows Server 2003 networks: NetBIOS and DNS. Because these
naming systems are not related, they require separate mechanisms to resolve their
names to IP addresses.

After this lesson, you will be able to
B Describe name resolution methods in Windows Server 2003 networks
B Compare and contrast NetBIOS names and DNS names
B Describe name resolution procedures for NetBIOS and DNS
B Use the Nbtstat command to view and flush the NetBIOS name cache
B Disable NetBIOS on a network

Estimated lesson time: 30 minutes

Comparing DNS and NetBIOS

DNS is the preferred naming system in the Windows Server 2003 family and, compared
to NetBIOS, offers superior scalability, security, and compatibility with the Internet.
Although DNS requires configuration before it can function, it is still an essential ele-
ment in Active Directory domains and is therefore used in most Windows Server 2003
networks. However, NetBIOS is still often used as a backup name resolution method,
particularly because it can provide, without configuration, name resolution for comput-
ers located on the same network segment. In addition, NetBIOS is used for compatibil-
ity with older Windows features, such as browsing the Microsoft Windows Network
through My Network Places or connecting to shares through Universal Naming Con-
vention (UNC) addresses such as \\computerl\sharel.

Note NetBIOS is not actually a naming system but an application programming interface
(API), used in older Microsoft networks, that allows computers to connect and communicate.
Naming and name resolution are two of the many services NetBIOS offers.

In Windows Server 2003 networks, DNS name resolution takes priority over Net-
BIOS name resolution. This prioritization is handled by the DNS Client service,
which is responsible for directing name resolution. The DNS Client service first
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attempts name resolution through DNS; if this fails, the DNS Client service then sub-
mits the name to NetBIOS.

Note The DNS Client service is also known as the resolver.

Comparing Computer Names

When you install Windows Server 2003 on a computer, you must assign the computer
a name. This name, which you can modify in the System Properties dialog box, forms
the basis both for its DNS host name and its NetBIOS name. Specifically, an individual
label such as “serverl” assigned to a computer is known as a host name in DNS. Pro-
vided that it does not exceed 15 characters, the same name is then also used as the Net-
BIOS name.

Despite this similarity, DNS is distinct from NetBIOS in that the DNS namespace is hier-
archical. Each DNS host name is merely a part of a full name, known as a fully quali-

fied domain name (FQDN), that specifies both the host name and its domain. An

example of an FQDN is www.lucernepublishing.com. NetBIOS includes no such hier-
archy; as a result, every NetBIOS name must be unique on the network.

Table 4-1 summarizes the various name types and name components used in Windows
Server 2003 networks.

Table 41 Computer Names and Name Suffixes

NetBIOS name A NetBIOS name is used to uniquely identify a NetBIOS service lis-
tening on the first IP address that is bound to an adapter. This
unique NetBIOS name is resolved to the IP address of the server
through broadcast, the Windows Internet Name Service (WINS), or
the Lmhosts file. NetBIOS computer names are 15 characters,
whereas NetBIOS service names are 16 characters. By default, the
first 15
characters of the NetBIOS service name are the same as the host
name, padded with zeros. The sixteenth character is used to identify
the specific NetBIOS service.

Host name The term host name typically refers to the first label of an FQDN. For
example, the first label of the FQDN clientl.lucernepublishing.com
is clientl. A host name is also often referred to as computer name.
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Table 41 Computer Names and Name Suffixes

Primary DNS suffix

Connection-specific
DNS suffix

FQDN

Full computer name

Every computer in a Windows Server 2003 network can be assigned
a primary DNS suffix to be used in name resolution and name regis-
tration. The primary DNS suffix is specified on the Computer Name
tab of the properties dialog box in My Computer.

The primary DNS suffix is also known as the primary domain name
and the domain name.

For example, the FQDN c1.lucernepublishing.com has the primary
DNS suffix lucernepublishing.com.

The connection-specific DNS suffix is a DNS suffix that is assigned to
an adapter.

The connection-specific DNS suffix is also known as an adapter DNS
suffix.

For example, a connection-specific DNS suffix might be subnet2.luc-
ernepublishing.com.

The FQDN is a DNS name that uniquely identifies the computer on
the network. Typically, it is a concatenation of the host name, the
primary DNS suffix, and a period. For example, an FQDN might be
clientl.lucernepublishing.com.

The full computer name is a type of FQDN. The same computer can
be identified by more than one FQDN, but only the FQDN that con-
catenates the host name and the primary DNS suffix represents the
full computer name.

Table 4-2 compares the general features of NetBIOS computer names and DNS host

names.

Table 4-2 Comparison of NetBIOS and DNS Names

Type Flat Hierarchical
Character Unicode characters, numbers, A-Z, a-z, 0-9, and the hyphen (-); period
restrictions white space, symbols: ! @ # $ % () has special reserved meaning
N&)Co-_ {1~
Maximum 15 characters 63 bytes per label; 255 bytes per FQDN
length
Name service WINS DNS
NetBIOS broadcast Hosts file

Lmhosts file
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Comparing Name Resolution Procedures

Within each of the two general categories of name resolution—DNS and NetBIOS—
Windows Server 2003 networks provide a set of methods to resolve computer names.

For DNS, these name resolution methods include the following:

B Name lookup in the local DNS client cache. Names can be cached from previous
queries or loaded from the Hosts file found in the WINDOWS\System32\Driv-
ers\Etc folder.

B DNS server query.
For NetBIOS name resolution, these methods include the following:

Name lookup in the local NetBIOS name cache
WINS server query
Query of local network through NetBIOS broadcasts

Name lookup in the Lmhosts file, found in the WINDOWS\System32\Drivers\Etc
folder

Exam Tip Remember the following NetBIOS-related commands for the exam:

B Nbtstat —c (Lists the names in the local NetBIOS name cache)
B Nbtstat —R (Purges the local NetBIOS name cache)

Determining When DNS Is Required

In general, DNS is required for networks under the circumstances described in the fol-
lowing sections.

Networks Using Microsoft Windows 2000 or Windows Server 2003 Domains When
computers are members of a Windows 2000 or Windows Server 2003 domain, DNS
must be configured. Active Directory is tightly integrated with DNS, and DNS is used by
Active Directory as its locator service. (A Jocator service assists clients in a Windows
Server 2003 or Windows 2000 domain to find hosts and services with an unknown
location within a given domain.)

DNS for Internet or Intranet Access You must use DNS if you need to connect to
computers on your network or the Internet by specifying DNS host names.

Determining When NetBIOS Is Required

Windows Server 2003 networks support NetBIOS over TCP/IP (NetBT) for backward
compatibility with earlier versions of Windows and for compatibility with NetBIOS
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applications. Microsoft Windows NT domains—as well all workgroups using Microsoft
Windows 95, Microsoft Windows 98, Microsoft Windows Millennium Edition (Me), and
Windows NT—use NetBIOS names and the NetBIOS protocol.

NetBIOS name resolution is also necessary for network clients using applications or
services that require NetBIOS name resolution. An example of such a service is the
Computer Browser service, which enables network browsing through the Microsoft
Windows Network icon in Windows Explorer.

Finally, NetBIOS name resolution is required in networks for which DNS has not yet
been fully configured. An example is a computer workgroup in which no DNS server has
been installed. In this case, NetBIOS broadcasts are required to resolve computer names.

Real World Browsing without NetBIOS

Although no solution besides NetBIOS can provide broadcast-based name reso-
lution, some secure alternatives for network browsing are available. First, if you
have added network shares to the Active Directory global catalog, users can
locate and connect to these shares through Windows Explorer. Alternatively, you
can use Distributed File System (DFS) to build an easily browsed structure for all
the shared folders on your network. After users connect to the root DFS share,
they can browse shared resources regardless of the server that hosts the share.
Finally, don’t forget that although network browsing is not available without Net-
BIOS, you can still connect to network resources through My Network Places as
long as you specify those resources by name.

Disabling NetBIOS

NetBIOS is enabled by default for all local area connections in Windows Server 2003.
However, if you have implemented DNS on your network and do not need to provide
compatibility with versions of Windows earlier than Windows 2000, you have the
option of disabling NetBIOS for any or all network connections.

The main advantage of disabling NetBIOS is improved network security. NetBIOS as a
service stores information about network resources that can be collected by any host
through broadcast-based queries. Feasibly, this information could be exploited by a
malicious intruder. Another advantage of disabling NetBIOS is that doing so can sim-
plify administration by reducing the number of naming infrastructures that you must
configure, maintain, and support.

The most obvious disadvantage of disabling NetBIOS is that it renders inoperable net-
work browsing through the Microsoft Windows Network icon. (You access this icon in
Windows Explorer by expanding My Network Places and by then double-clicking the
Entire Network icon.) Network browsing is made possible by the availability of browse
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lists compiled by the Computer Browser service; the Computer Browser service relies
on NetBIOS and the NetBT protocol. Another disadvantage of disabling NetBIOS is that
it decreases fault tolerance. If DNS is improperly configured, name resolution fails.
Finally, some networks use third-party applications that require NetBIOS. Before dis-
abling NetBIOS on your network, be sure to set up a test network to see whether all
needed applications function properly.

To disable WINS/NetBIOS name resolution, complete the following steps:

1. Open the Network Connections window.

2. Right-click Local Area Connection, and then click Properties.
The Local Area Connection Properties dialog box opens.

3. In the list of components, click Internet Protocol (TCP/IP), and then click Properties.
The Internet Protocol (TCP/IP) Properties dialog box opens.

4. Click Advanced.
The Advanced TCP/IP Settings dialog box opens.

5. Click the WINS tab.

6. Click the Disable NetBIOS Over TCP/IP option.

7. Click OK twice, and then click Close.

Off the Record Even for networks that don’t require it, NetBIOS can be a tough habit to
break. It's hard to beat the convenience of broadcast-based name resolution—if only as a
failover from DNS—or of network browsing through the Microsoft Windows Network icon.
Indeed, even though NetBIOS is often written about as a “legacy” protocol used only in old
networks, most modern Microsoft networks still rely on it as a crutch if not as a necessity.
Even so, you should seriously consider sacrificing the convenience of NetBIOS for improved

security: the ready availability of network information that NetBIOS provides is, after all, pre-
cisely what makes this API a potential security risk.

Practice: Capturing Name Resolution Traffic
In this practice, you create a network capture of name resolution in progress.
Exercise 1: Capturing Name Resolution Traffic

In this exercise, you clear both name caches on Computerl. You then ping Computer2
by name and review a Network Monitor capture of this process.
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Log on to Computerl as Administrator.

2. Open a command prompt.

. At the prompt, type ipconfig /flushdns, and then press Enter.

This purges the DNS Client service cache on the local computer.
At the prompt, type nbtstat —R, and then press Enter.
This purges the NetBIOS name cache on the local computer.

Open Network Monitor.

6. From the Capture menu, select Networks.

7. In the Select A Network window, configure Network Monitor to capture traffic on

the local area network (LAN) and not the dial-up connection.

8. In Network Monitor, start a new capture.

9. Switch back to the command prompt, type ping computer2, and press Enter.

10.

11.

12.
13.
14.

After you receive four replies from Computer2, switch back to Network Monitor,
and click the Stop And View Capture button on the toolbar to stop and view the
capture.

The Capture window opens, displaying the frames you have just captured.
Look at the protocols listed in the new network capture.

In Network Monitor, NBT represents NetBT, and DNS represents Domain Name
System. Based on the protocol you see in this capture and on the description pro-
vided for given frames, determine whether NetBIOS name resolution or DNS
name resolution has been used to resolve the computer name Computer2. Why
has this method been used and not the other method? Write your answer in the
space provided.

Save the capture to the My Documents\My Captures folder as Name Resolution 1.
Exit Network Monitor and close the command prompt window.

Log off Computerl.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. The network you administer includes 10 computers running Windows Server 2003

and 200 computers running Microsoft Windows XP Professional. In the network,
you have deployed a DNS server named DNS1 to host the zone lucernepublish-
ing.com. You have also configured the zone to allow dynamic updates. A DHCP
server is responsible for the IP configuration of all computers running Windows
XP Professional. One of these computers, cl.lucernepublishing.com, can be con-
tacted only by IP address and not by name. Which of the following actions can
you take to reregister this computer in DNS? (Choose all that apply.)

a. Execute the Nbtstat -R command.
b. Execute the Ipconfig /registerdns command.
c. Shut down and restart cl.lucernepublishing.com.

d. Execute the Nbtstat /registerdns command.

2. Which of the following is a legal NetBIOS computer name?

a. hostl.microsoft.com
b. hostl_local
¢. host10_microsoft

d. hostl-microsoft

3. Which command can you use to purge the local NetBIOS name cache?

Lesson Summary

B Two types of computer names usually exist in Windows Server 2003 networks:

DNS names and NetBIOS names. Each name type requires its own mechanism for
being resolved to IP addresses.

NetBIOS names and the NetBIOS protocol are required for Windows NT domains,
for pre-Windows 2000 workgroups, and for compatibility with certain network
services, such as the Computer Browser service.

DNS names and the DNS protocol are required for Active Directory domains and
for compatibility with the Internet or intranets.
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B To resolve computer names, the DNS Client service in Windows Server 2003
always attempts DNS name resolution before NetBIOS name resolution.

B Both NetBIOS names and DNS names are based on the name you assign a com-
puter in the System Properties dialog box. If you assign a computer name longer
than 15 characters, NetBIOS uses a version of the name that is truncated to 15
characters.
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Lesson 2: Understanding DNS in Windows Server 2003
Networks

DNS enables you to locate computers and other resources by name on an IP internet-
work. Before DNS, host names in IP networks were organized in a flat namespace and
resolved with static Hosts files. By providing a hierarchical structure and an automated
method of caching and resolving host names, DNS resolves many of the administrative
and structural difficulties associated with naming hosts on the Internet.

After this lesson, you will be able to
B Describe the structure of DNS namespaces
B Describe how the Internet namespace is organized and governed

B Describe components of DNS networks such as DNS servers, DNS clients, resolvers,
forwarders, zones, roots, and resource records

B Describe how name queries are handled by DNS clients and servers
B Describe the function of the root hints file

Estimated lesson time: 50 minutes

Exploring DNS

DNS allows people and programs to connect to IP hosts by specifying a name such as
ftp.lucernepublishing.com. In doing so, DNS provides a standard both for naming
hosts and for locating IP hosts specified by name.

DNS Namespace

The naming system on which DNS is based is a hierarchical and logical tree structure
called the DNS namespace. The DNS namespace has a unique root that can have any
number of subdomains. In turn, each subdomain can have more subdomains. For
example, the root “” (empty string) in the Internet namespace has many top-level
domain names, one of which is com. The domain com can, for example, have a sub-
domain for the Lucerne Publishing company, lucernepublishing.com, which in turn
can have a further subdomain for manufacturing, called mfg.lucernepublishing.com.
Organizations can also create private networks and use their own private DNS
namespaces that are not visible on the Internet.

Domain Names

Every node in the DNS domain tree can be identified by an FQDN. The FQDN is a DNS
domain name that has been stated unambiguously to indicate its location relative to the
root of the DNS domain tree. For example, the FQDN for the manufacturing server in
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the lucernepublishing.com domain is constructed as mfgserver.lucernepublish-
ing.com., which is the concatenation of the host name (mfgserver) with the primary
DNS suffix (lucernepublishing.com), and the trailing dot (). The trailing dot is a stan-
dard separator between the top-level domain label and the empty string label corre-
sponding to the root. (In everyday usage, the trailing dot is usually dropped, but it is
added by the DNS Client service during actual queries.)

Internet Domain Namespace

The DNS root (the topmost level) of the Internet domain namespace is managed by the
Internet Corporation for Assigned Names and Numbers (ICANN). ICANN coordinates
the assignment of identifiers that must be globally unique for the Internet to function,
including Internet domain names, IP address numbers, and protocol parameter and
port numbers.

Beneath the root DNS domain lie the top-level domains, also managed by ICANN.
Three types of top-level domains exist:

m Organizational domains These domains are named using a three-character
code that indicates the primary function or activity of the organizations contained
within the DNS domain. Some organizational domains can be used globally,
although others are used only for organizations within the United States. Most
organizations located in the United States are contained within one of these orga-
nizational domains.

B Geographical domains These domains are named using the two-character
country and region codes established by the International Organization for Stan-
dardization (ISO) 3166, such as uk (United Kingdom) or it (Italy). These domains
are generally used by organizations outside the United States, but this is not a
requirement.

B Reverse domains These are special domains, named in-addr.arpa, that are used
for IP-address-to-name mappings (referred to as reverse lookups).

In November 2000, ICANN announced seven additional top-level domains:

.aero
biz
.COOP
.info
.museum

name

.pro
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Important For the most up-to-date information about these new top-level domains, consult
http://www.icann.org/tlds.

Beneath the top-level domains, ICANN and other Internet naming authorities, such as
Network Solutions or Nominet (in the United Kingdom), delegate domains to various
organizations such as Microsoft (microsoft.com) or Carnegie Mellon University
(cmu.edu). These organizations connect to the Internet, assign names to hosts within
their domains, and use DNS servers to manage the name-to-IP-address mappings
within their portion of the namespace. These organizations can also delegate subdo-
mains to other users or customers. ISPs, for example, receive a delegation from ICANN
and can delegate subdomains to their customers.

Private Domain Namespace

In addition to the top-level domains on the Internet, organizations can also have a pri-
vate namespace: a DNS namespace based on a private set of root servers independent
of the Internet’s DNS namespace. Within a private namespace, you can name and cre-
ate your own root server or servers and any subdomains as needed. Private names can-
not be seen or resolved on the Internet. An example of a private domain name is
mycompany.local.

DNS Components

DNS relies on the proper configuration of DNS servers, zones, resolvers, and resource
records.

DNS Servers

A DNS server is a computer that runs a DNS server program, such as the DNS Server
service or Berkeley Internet Name Domain (BIND). DNS servers contain DNS database
information about some portion of the DNS domain tree structure and resolve name
resolution queries issued by DNS clients. When queried, DNS servers can provide the
requested information, provide a pointer to another server that can help resolve the
query, or respond that the information is unavailable or does not exist.

A DNS server is authoritative for a zone if it hosts the zone, either as a primary or sec-
ondary DNS server. A server is authoritative for a domain when that server relies on
locally configured resource records, as opposed to cached information, to answer que-
ries about hosts within that domain. Such servers define their portion of the DNS
namespace.
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Servers can be authoritative for one or more levels of the domain hierarchy. For exam-
ple, the root DNS servers on the Internet are authoritative only for the top-level domain
names such as .com and not for subdomains such as lucernepublishing.com. The serv-
ers authoritative for .com are authoritative only for names such as lucernepublish-
ing.com, and not for third-level domains such as example.lucernepublishing.com.
However, within the Lucerne Publishing namespace, the server or servers authoritative
for example.lucernepublishing.com can also be authoritative for widgets.example.luc-
ernepublishing.com.

DNS Zones

A DNS zone is a contiguous portion of a namespace for which a server is authoritative.
A server can be authoritative for one or more zones, and a zone can contain one or
more contiguous domains. For example, one server can be authoritative for both
microsoft.com and lucernepublishing.com zones, and each of these zones can include
two or more domains.

Contiguous domains such as .com, lucernepublishing.com, and example.lucernepub-
lishing.com can become separate zones through the process of delegation, by which
the responsibility for a subdomain within the DNS namespace is assigned to a sepa-
rate entity.

Zone files contain resource records for the zones for which a server is authoritative. In
many DNS server implementations, zone data is stored in text files; however, DNS serv-
ers running on Windows 2000 or Windows Server 2003 domain controllers can also
store zone information in Active Directory.

DNS Resolvers

A DNS resolver is a service that uses the DNS protocol to query for information from DNS
servers. DNS resolvers communicate with either remote DNS servers or the DNS server
program running on the local computer. In Windows Server 2003, the function of the
DNS resolver is performed by the DNS Client service. Besides acting as a DNS resolver,
the DNS Client service provides the added function of caching DNS mappings.

Resource Records

Resource records are DNS database entries that are used to answer DNS client queries.
Each DNS server contains the resource records it needs to answer queries for its portion
of the DNS namespace. Resource records are each described as a specific record type,
such as host address (A), alias (CNAME), and mail exchanger (MX). (See the “Creating
Resource Records” section in Lesson 3 for more information on specific record types.)



4-16 Chapter 4 Configuring DNS Servers and Clients

Understanding How a DNS Query Works

When a DNS client needs to look up a name used by an application, it queries DNS
servers to resolve the name. Each query message the client sends contains the follow-
ing three pieces of information:

B A DNS domain name, stated as an FQDN. (The DNS Client service adds the suf-
fixes necessary to generate an FQDN if they are not provided by the original client
program.)

B A specified query type, which can specify either a resource record by type or a
specialized type of query operation.

m A specified class for the DNS domain name. (For the DNS Client service, this class
is always specified as the Internet [IN] class.)

For example, the name could be specified as the FQDN for a particular host computer,
such as host-a.example.microsoft.com., and the query type could be specified as a
search for an A resource record by that name. You can think of a DNS query as a client
asking a server a two-part question, such as, “Do you have any A resource records for
a computer named hostname.example.microsoft.com?” When the client receives an
answer from the server, the client reads the received A resource record and learns the
IP address of the computer name originally queried for.

DNS Resolution Methods

DNS queries resolve in a number of different ways. In a basic scenario, the DNS client
contacts a DNS server, which then uses its own database of resource records to answer
a query. However, by referring to its cache first, a DNS client can sometimes answer a
query without contacting a server at all. Another way that DNS queries are often
resolved is through recursion. (See the section “Understanding Recursion” later in this
lesson for more information.) Using this process, a DNS server can query other DNS
servers on behalf of the requesting client in order to resolve the FQDN. When the DNS
server receives the answer to the query, it then sends an answer back to the client. A
final method by which DNS queries are resolved is through iteration (also explained in
more detail in the “Understanding Recursion” section). Through this process, the client
itself attempts to contact additional DNS servers to resolve a name. When a client does
so, it uses separate and additional queries based on referral answers from DNS servers.

DNS Query Steps
In general, the DNS query process occurs in two parts:

B A name query begins at a client computer and is passed to the DNS Client service
for resolution.
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B When the query cannot be resolved locally, DNS servers can be queried as needed
to resolve the name.

Both of these processes are explained in more detail in the following sections.

Part 1: The Local Resolver Figure 4-1 presents an overview of the default DNS query
process, in which a client is configured to make recursive queries to a server. In this
scenario, if the DNS Client service cannot resolve the query from locally cached infor-
mation, the client makes only a single query to a DNS server, which is then responsible
for answering the query on behalf of the client.

In the figure, queries and answers are represented by Qs and As, respectively. The
higher numbered queries are made only when the previous query is unsuccessful. For
example, Q2 is performed only when Q1 is unsuccessful.

DNS client (resolver) Client-to-server query Server-to-server
query
(recursion)

Zones

Root
hints file
Cache dns)

DNS
resolver
cache

Web browser _ng
URL: www.microsoft.com <Al N

Other
DNS servers

m....,

HOSTS
file

DNS server cache

Figure 4-1 The local resolver

The query process begins when a DNS domain name is used in a program on the local
computer. In the example shown in Figure 4-1, a Web browser calls the FQDN
www.microsoft.com. The request is then passed to the DNS Client service (the DNS
resolver cache) to resolve this name by using locally cached information. If the queried
name can be resolved, the query is answered and the process is completed.
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The local resolver cache can include name information obtained from two possible
sources:

m If a Hosts file is configured locally, any host-name-to-address mappings from that
file are loaded into the cache when the DNS Client service is started and after the
Hosts file is updated.

B Resource records obtained in answered responses from previous DNS queries are
added to the cache and kept for a period of time.

If the query does not match an entry in the cache, the resolution process continues
with the client querying a DNS server to resolve the name.

Part 2: Querying a DNS Server The DNS Client service uses a server search list
ordered by preference. This list includes all preferred and alternate DNS servers con-
figured for each of the active network connections on the system. The client first que-
ries the DNS server specified as the preferred DNS server in the connection’s Internet
Protocol (TCP/IP) Properties dialog box. If no preferred DNS servers are available,
alternate DNS servers are used. Figure 4-2 shows a sample list of preferred and alter-
nate DNS servers, as configured in Windows Server 2003.

Advanced TCP/IP Settings 2|
IP Settings DS |WINS | Options |

DMS server addresses, in order of use:

192.165.0.1 1:
192, 165.1.23
3
Edit... Remoye

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualified names:

' Append primary and connection specific DNS suffixes
¥ Append parent suffixes of the primary DNS suffic
" Append these DNS suffizes (in order):

]
3
e, | e | Remoe |
DNS suffix for this connection:
[~ Register this connection's addresses in DNS
I | Wse this connection's DS suffix it DS registration
ok Cancel

Figure 4-2 Preferred and alternate servers

When a DNS server receives a query, it first checks to see whether it can answer the
query authoritatively—that is, on the basis of information contained in a locally config-
ured zone on the server. If the queried name matches a corresponding resource record
in local zone information, the server answers authoritatively, using this information to
resolve the queried name.
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If no zone information exists for the queried name, the server then checks to see
whether it can resolve the name by using locally cached information from previous
queries. If a match is found here, the server answers with this information. Again, if the
preferred server can answer with a positive matched response from its cache to the
requesting client, the query is completed.

Understanding Recursion

If the queried name does not find a matched answer at its preferred server—either
from its cache or zone information—the query process continues in a manner depen-
dent on the DNS server configuration. In the default configuration, the DNS server per-
forms recursion to resolve the name. In general, recursion in DNS refers to the process
of a DNS server querying other DNS servers on behalf of an original querying client.
This process, in effect, turns the original DNS server into a DNS client.

If recursion is disabled on the DNS server, the client performs iterative queries by using
root hint referrals from the DNS server. Iteration refers to the process of a DNS client
making repeated queries to different DNS servers.

Exam Tip On the exam, you should understand the term recursion to mean simply that a
DNS server is contacting other servers when it cannot by itself answer a query. You will not be
asked about iteration on the exam.

Root Hints

To perform recursion properly, the DNS server first needs to know where to begin
searching for names in the DNS domain namespace. This information is provided in
the form of root hints, a list of preliminary resource records used by the DNS service to
locate servers authoritative for the root of the DNS domain namespace tree.

By default, DNS servers running Windows Server 2003 use a preconfigured root hints
file, Cache.dns, that is stored in the WINDOWS\System32\Dns folder on the server
computer. The contents of this file are preloaded into server memory when the service
is started and contain pointer information to root servers for the DNS namespace. Fig-
ure 4-3 shows the default root hints file.
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B cache.dns - Notepad (=] 5|
File Edit Format Yisw Help

3 ROOT Mame server Hints File:

H These entries enable the DNS serwver to locate the root name servers

B (the pNs servers authoritative for the root zone)

H For histarical reasaons this is known often referred to as the

H "cache File"

(] NS d.root-servers.net.

d.root-servers.net A 128.8.10.90

& NS a.root-servers. net.

a.ragt-servers. net A 198.41.0.4

@ NS h.root-servers.net.

h.root-servers. net A 128.63.2.53

& NS C.root-servers. net.

C.raogt-servers.net A 192.33.4.12

3 NS .root-sarvars.nat.

. FO0T-Servers. net A 192.112.36.4

(] NS f.root-servers.net.

.root-servers. net A 1062.5.5.241

@ NS h.root-servers.net.

b.root-servers. nat A 128.9.0.107

=3 NS j.root-servers.net.

j.root-servers.nat A 192.58.128.30

& NS k.root-servers.net.

k.root-servers. nat A 193.0.14.129

=S NS 1.root-servers.net.

1.root-servers. nat A 198.32.64.12

@ NS M. roct-servers. net.

m.root-servars. net A 202.12.27.33

=3 NS i.root-servers.net.

i.root-servers.nat A 192.36.148.17

3 NS £.ro0T-SErvers. net. —
e.root-sarvers. nat A 192.203.230.10 =
K| AW

Figure 4-3 Root hints file

In Windows Server 2003, the root hints file already contains addresses of root servers
in the Internet DNS namespace. Therefore, if you are using the DNS Server service in
Windows Server 2003 to resolve Internet-based DNS names, the root hints file needs no
manual configuration. If, however, you are using the DNS service on a private network,
you can edit or replace this file with similar records that point to your own internal root
DNS servers. Furthermore, for a computer that is hosting a root DNS server, you should
not use root hints at all. In this scenario, Windows Server 2003 automatically deletes
the Cache.dns file used for root hints.

Query Example

The following example illustrates default DNS query behavior. In the example, the cli-
ent queries its preferred DNS server, which then performs recursion by querying hier-
archically superior DNS servers. In the example, the DNS client and all DNS servers are
assumed to have empty caches.

In the example shown in Figure 4-4, a client somewhere on the Internet needs to
resolve the name example.lucernepublishing.com to an IP address.
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Iterative
queries
f——D = "
—3— Name Server
—— ] —>
NameServerl com
«—5—] Name Server

— 6—>| lucernepublishing.com
«— 7 — Name Server

t
1 ? :I— Recursive query

Resolver

Figure 4-4 lllustration of recursion

When the DNS Client service on the client computer begins the query process, the fol-
lowing events take place:

1.
2.

The client contacts NameServerl with a query for example.lucernepublishing.com.

NameServer]l checks its cache and zones for the answer but does not find it, so it
contacts a server authoritative for the Internet (that is, a root server) with a query
for example.lucernepublishing.com.

. The server at the root of the Internet does not know the answer, so it responds

with a referral to a server authoritative for the .com domain.

NameServer] contacts a server authoritative for the .com domain with a query for
example.lucernepublishing.com.

. The server authoritative for the .com domain does not know the exact answer, so

it responds with a referral to a server authoritative for the lucernepublishing.com
domain.

NameServerl contacts the server authoritative for the lucernepublishing.com
domain with a query for example.lucernepublishing.com.

The server authoritative for the lucernepublishing.com domain does know the
answer. It responds with the requested IP address.

NameServerl responds to the client query with the IP address for example.lucerne-
publishing.com.
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Query Response Types

Queries can return a variety of answers to the client, including these, which are the
most common:

B An authoritative answer
B A positive answer

m A referral answer

B A negative answer

An authoritative answer is a positive answer returned to the client and delivered with
the authority bit set in the DNS message. This authority bit indicates that the answer
was obtained from a server with direct authority for the queried name.

A positive answer contains the queried resource record matching the queried name and
record type specified in the original query message.

A referral answer contains additional resource records not specified by name or type
in the query. This type of answer is returned to the client if the recursion process is not
supported by the DNS server. These records are meant to act as helpful reference
answers that the client can use to continue the query by using iteration. For example,
if the queried host name is “www” and no A resource record but only a CNAME
resource record for this name is found in the zone, the DNS server can include this
CNAME information when responding to the client. If the client is able to perform iter-
ation, it can make additional queries using this referral information in an attempt to
fully resolve the name for itself.

A negative answer from the server can indicate that one of two possible results was
encountered while the server attempted to process and recursively resolve the query
fully and authoritatively:

B B An authoritative server reported that the queried name does not exist in the DNS
namespace.

W B An authoritative server reported that the queried name exists but no records of the
specified type exist for that name.

After the response is made to the query, the resolver passes the results of the query, in
the form of either a positive or negative response, back to the requesting program and
caches the response.

Understanding How Caching Works

Both the DNS Client service and the DNS Server service maintain caches. Caching pro-
vides a way to improve DNS performance and to substantially reduce DNS-related
query traffic on the network.
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DNS Client Cache

The DNS client cache is also called the DNS resolver cache. Whenever the DNS Client ser-
vice starts, all host-name-to-IP-address mappings contained in a static file named Hosts
are preloaded into the DNS resolver cache. The Hosts file can be found in WINDOWS
\System32\Drivers\Etc.

Tip Whenever you add an entry to the Hosts file, that entry is immediately loaded into the
DNS resolver cache.

In addition to the entries in the Hosts file, the DNS resolver cache also includes entries
the client has received in response to a query from DNS servers. The DNS resolver
cache is emptied whenever the DNS Client service is stopped.

DNS Server Cache

As DNS servers make recursive queries on behalf of clients, they temporarily cache
resource records. These cached records contain information acquired in the process of
answering queries on behalf of a client. Later, when other clients place new queries
that request information matching cached resource records, the DNS server can use the
cached information to answer these queries.

The DNS server cache is cleared whenever the DNS Server service is stopped. In addi-
tion, you can clear the DNS server cache manually in the DNS console—the adminis-
trative tool used for DNS administration—by right-clicking the server icon in the
console tree and then clicking Clear Cache. Finally, if you have installed Windows Sup-
port Tools, you can clear the server cache at the command line by entering the com-
mand Dnscmd /clearcache at a command prompt.

Time to Live Values A Time to Live (TTL) value applies to all cached resource
records, whether in the DNS resolver cache or the DNS server cache. As long as the
TTL for a cached resource record does not expire, a DNS resolver or server can con-
tinue to use that record to answer queries. By default, the TTL is 3600 seconds (1 hour),
but this parameter can be adjusted at both the zone and record level.

Note DNS uses multiple levels of caching to improve efficiency and performance. The down-
side is that, when queries are resolved by means of cached information, clients will not see the
effects of a change in DNS immediately. On the public Internet, it can take as long as four hours
for users to have access to the new information—regardless of how the TTL is configured.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. On the network you administer, you maintain a primary DNS server authoritative for

the zone lucernepublishing.com. You have also deployed two caching-only servers
that forward all requests to the primary server. If most of the name queries directed
toward the caching-only servers are for names within the lucernepublishing.com
domain, which parameter can you modify on the primary server to decrease DNS
query traffic between the caching-only servers and the primary server?

. What is the root domain of a namespace containing the FQDN first.domainl.local.?

a. None; the namespace has no root domain.
b. domainl.
c. local.

d. © (empty string).

. Which step does the resolver first perform to resolve a DNS name?

a. It checks its local cache.
b. It reads from the Hosts file.
c. It broadcasts the local subnet.

d. Tt queries the local DNS server.

. Your network computers are turned on for the first time after a power outage. When

a DNS client first submits a recursive query to a local DNS server to resolve an Inter-
net name for which the server is not authoritative, which step takes place first?

a. The DNS client resolves the name from its cache.
b. The DNS server resolves the name from its cache.
c. The DNS server forwards the recursive query to an upstream DNS server.

d. The DNS server contacts root servers configured in the Cache.dns file.
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Lesson Summary

The DNS namespace is hierarchical and is based on a unique root that can have
any number of subdomains. An FQDN is a name of a DNS host in this namespace
that indicates the host’s location relative to the root of the DNS domain tree. An
example of an FQDN is hostl.subdomain.microsoft.com.

A DNS zone is a contiguous portion of a namespace for which a server is author-
itative. A server can be authoritative for one or more zones, and a zone can con-
tain one or more contiguous domains. A DNS server is authoritative for a zone if
it hosts the zone, either as a primary or secondary DNS server. Each DNS zone
contains the resource records it needs to answer queries for its portion of the DNS
namespace.

The DNS Client service (or resolver) first attempts to resolve computer names
using locally cached information, which includes the contents of the Hosts file. If
the name cannot be found in the cache, the resolver queries a DNS server. If the
DNS server cannot resolve the name through its authoritative records or through
its local cache, the DNS server by default performs recursion to resolve the name
on behalf of the client.

Recursion is the process of a DNS server querying other servers on behalf of a
DNS client. For the DNS server to perform recursion properly, the server needs to
know where to begin searching for names in the DNS domain namespace. This
information is provided by the root hints file, Cache.dns, that is stored on the
server computer.

A TTL value applies to all cached resource records. As long as the TTL for a
cached resource record does not expire, a DNS server can continue to use that
record to answer queries.
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Lesson 3: Deploying DNS Servers

Within private networks, DNS servers enable clients to resolve computer names
defined within the private namespace. However, when DNS servers are properly con-
figured and connected to the Internet, they can also allow clients to resolve Internet-
based names without querying external name servers directly.

After this lesson, you will be able to
B Install and configure a DNS server
B Create DNS zones and resource records
B Describe the difference between primary, secondary, caching-only, and stub servers
B Create a caching-only server
B Describe several of the most common types of resource records
B View and clear the DNS server cache

Estimated lesson time: 60 minutes

Installing the DNS Server Service

By default, all computers running Windows Server 2003 and Windows XP have the
DNS Client service installed and running. However, the DNS Server service is not
installed by default in any Windows operating system. To install the DNS Server service
on a computer running Windows Server 2003, you first need to add the DNS server role
through the Manage Your Server page.

Once you have added this role, the DNS console appears in the Administrative Tools
program group. The DNS console is the main tool for configuring and monitoring DNS
servers, zones, domains, and resource records.

Note As an alternative to adding the DNS server role, you can install the DNS Server ser-
vice through Add Or Remove Programs in Control Panel. Select Add/Remove Windows Compo-
nents, and use the Windows Components Wizard to install the Domain Name System (DNS)
subcomponent within the Networking Services Windows component.
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To install a DNS server, complete the following steps:

1.

Insert the Windows Server 2003 installation CD-ROM into the computer on which
you want to install a DNS server.

. Verify that you have assigned the computer a static address.

Click Start and then click Manage Your Server to open the Manage Your Server
page.
Click Add Or Remove A Role.

5. On the Preliminary Steps page of the Configure Your Server Wizard, follow the

instructions, and then click Next.

On the Configuration Options page, select the Custom Configuration option, and
click Next.

On the Server Role page, select DNS Server in the Server Role list, and then click
Next.

In the Summary Of Selections page, click Next.

When the DNS server component has finished installing, the Configure A DNS
Server Wizard appears.

To configure the DNS server you have just installed, follow the prompts and
accept all default settings to complete the Configure A DNS Server Wizard.

Configuring a DNS Server

To simplify the customization of DNS server settings and the creation of new zones,
you can run the Configure A DNS Server Wizard. This wizard is invoked automatically
when you add the DNS server role. After the wizard is run, you can refine your DNS
server configuration later through the DNS console. (You can access this console
through Administrative Tools on the Start menu.) You can also configure your DNS
server completely through the server properties dialog box in the DNS console without
ever running the Configure A DNS Server Wizard.

To run or rerun the Configure A DNS Server Wizard after the DNS Server service is
installed, right-click the server you want to configure in the DNS console tree, and then
select Configure A DNS Server. This process is shown in Figure 4-5.
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Figure 4-5 Launching the Configure A DNS Server Wizard

Creating Zones

Zones are created in one of two categories: forward lookup and reverse lookup. In for-
ward lookup zones, DNS servers map FQDNs to IP addresses. In reverse lookup zones,
DNS servers map IP addresses to FQDNs. Forward lookup zones thus answer queries
to resolve FQDNSs to IP addresses, and reverse lookup zones answer queries to resolve
IP addresses to FQDNSs.

Note You can create a root server in a DNS namespace by naming a zone with a single dot,
“.” When you perform this task, you cannot configure the server to forward queries to another
name server.

To create forward and reverse lookup zones, you can use the Configure A DNS Server
Wizard. You can also create new zones at any time by using the DNS console. To do
so, right-click either the Forward Lookup Zones folder or the Reverse Lookup Zones
folder, and then select New Zone, as shown in Figure 4-6. This process launches the
New Zone Wizard.
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Figure 4-6 Creating a new zone
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The New Zone Wizard allows you to configure the server’s role in each of its zones.
These roles include the following:

H Primary

ary zone.

In this kind of zone, the zone data provides the original source data for
all domains in the zone. Zone data can be backed up from this zone to a second-

m Secondary This kind of zone is an authoritative backup zone for the primary

zone or for other secondary zones.

m Stub This server hosts a stub zone, which is a copy of a zone containing only
those resource records necessary to identify the authoritative DNS servers for the
master zone.

Understanding Server Types

The DNS server type refers to the type of zone the server is hosting—or, in the case of
caching-only servers, whether it is hosting a zone at all. The following sections
describe some of the essential features of the various server types.

Primary Servers

A primary server is created when a primary zone is added, either through the New
Zone Wizard, the Configure A DNS Server Wizard, or command-line tools.

The primary server for a zone acts as the zone’s central point of update. Newly created
zones are always this type. With Windows Server 2003, you can deploy primary zones
in one of two ways: as standard primary zones or primary zones integrated with Active

Directory.
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Standard Primary Zones For standard primary zones, only a single server can host
and load the master copy of the zone. If you create a zone and keep it as a standard
primary zone, no additional primary servers for the zone are permitted.

The standard primary model implies a single point of failure. For example, if the pri-
mary server for a zone is unavailable to the network, no changes to the zone can be
made. Note that queries for names in the zone are not affected and can continue unin-
terrupted, as long as secondary servers for the zone are available to answer them.

Active Directory-Integrated Zones When you deploy an Active Directory—integrated
zone, zone data is stored and replicated in Active Directory. Using an Active Directory—
integrated zone increases fault tolerance and (by default) turns every domain controller
in the domain running a DNS server into a primary server. To configure a primary zone
as an Active Directory—integrated zone, the original DNS server on which the zone is
created must be an Active Directory domain controller. The process of deploying
Active Directory—integrated zones is discussed in Chapter 5, “Implementing a DNS
Infrastructure.”

Secondary Servers

DNS design specifications recommend that at least two DNS servers be used to host
each zone. For standard primary zones, a secondary server is required to allow the
zone to appear to other DNS servers in the network.

Secondary servers provide a means to offload DNS query traffic in areas of the net-
work where a zone is heavily queried and used. Additionally, if a primary server is
down, a secondary server provides name resolution in the zone until the primary
server is available.

The servers from which secondary servers acquire zone information are called mas-
ters. A master can be the primary server or another secondary server. You specify the
secondary server’s master servers when the server’s secondary zone is created,
through either the New Zone Wizard, the Configure A DNS Server Wizard, or
command-line tools.

Tip Secondary servers are best placed as close as possible to clients that have a high
demand for names used in the zone. Also, you should consider placing secondary servers
across a router, either on other subnets or across wide area network (WAN) links. This setup
provides efficient use of a secondary server as a backup in cases where an intermediate net-
work link becomes the point of failure between DNS servers and clients that use the zone.
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Stub Servers

Stub DNS servers host stub zones: abbreviated copies of a zone that contain only a list
of the authoritative name servers for its master zone. A DNS server hosting a stub zone
attempts to resolve queries for computer names in the master zone by querying these
name servers listed. Stub zones are most frequently used to enable a parent zone to
keep an updated list of the name servers available in a child zone.

Caching-Only Servers

Caching-only servers do not host any zones and are not authoritative for any particular
domain. The information they contain is limited to what has been cached while resolv-
ing queries.

In determining when to use this kind of server, note that when it is initially started, it
has no cached information. The information is obtained over time as client requests are
serviced. However, if you are dealing with a slow WAN link between sites, this option
might be ideal because once the cache is built, traffic across the WAN link decreases.
DNS queries are also resolved faster, improving the performance of network applica-
tions. In addition, the caching-only server does not perform zone transfers, which can
also be network-intensive in WAN environments. Finally, a caching-only DNS server
can be valuable at a site where DNS functionality is needed locally, but administering
domains or zones is not desirable for that location.

Exam Tip When you need to minimize name resolution traffic across WAN links without
increasing zone transfer traffic, install a caching-only server.

By default, the DNS Server service acts as a caching-only server. Caching-only servers
thus require little or no configuration.

To install a caching-only DNS server, complete the following steps:

1. Install the DNS server role on the server computer.
2. Do not configure the DNS server (as you might normally) to load any zones.

3. Verify that server root hints are configured or updated correctly.

Creating Resource Records

New zones contain only two resource records: the start-of-authority (SOA) record cor-
responding to the zone and a name server (NS) record corresponding to the local DNS
server created for the zone. After you create a zone, you must add additional resource
records to it. Although some records might be added automatically, others (such as MX
and CNAME records) need to be added manually.
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To add a resource record for a zone manually, right-click the zone icon in the DNS con-
sole and from the shortcut menu, select the appropriate resource record you want to
create, as shown in Figure 4-7.
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Figure 4-7 Creating resource records
To add a resource record to a zone, complete the following steps:

1. Open the DNS console.
2. In the console tree, right-click the applicable zone and select Other New Records.
The Resource Record Type dialog box appears.

3. In the Select A Resource Record Type list box, select the type of resource record
you want to add.

4. Click Create Record.

5. In the New Resource Record dialog box, enter the information needed to com-
plete the resource record.

6. After you specify all of the necessary information for the resource record, click OK
to add the new record to the zone.

7. Click Done to return to the DNS console.

Resource Record Format

Resource records appear in varying formats, depending on the context in which they
are used. For example, when lookups and responses are made using DNS, resource
records are represented in binary form in packets. In the DNS console, resource
records are represented graphically so that they can be viewed and modified easily.
However, at the source—in the zone database files—resource records are represented
as text entries. In fact, by creating resource records in the DNS console, you are auto-
matically adding text entries to the corresponding zone’s database file.
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In these zone files, resource records have the following syntax:

Owner TTL Class Type RDATA

Table 4-3 describes each of these fields.

Table 4-3 Typical Resource Record Fields

Name

Description

Owner

Time To Live

Class

Type
RDATA

The name of the host or the DNS domain to which this resource record
belongs.

A 32-bit integer that represents, in seconds, the length of time that a DNS
server or client should cache this entry before it is discarded. This field is
optional, and if it is not specified, the client uses the minimum TTL in the
SOA record.

The field that defines the protocol family in use. For Windows DNS servers,
the resource record is always of the class Internet, abbreviated IN. This field is
optional and is not automatically generated.

The field that identifies the type of resource record, such as A or SRV.

The resource record data. It is a variable-length field that represents the infor-
mation being described by the resource record type. For example, in an A
resource record, this is the 32-bit IP address that represents the host identified
by the owner.

Most resource records are represented as single-line text entries. If an entry is going to
span more than one line, parentheses can encapsulate the information. In many imple-
mentations of DNS, only the SOA resource record can contain multiple lines. For read-
ability, blank lines and comments ignored by the DNS server are often inserted in the
zone files. Comments always start with a semicolon (;) and end with a carriage return.

Record Types

The most common resource records you need to create manually include the following:

Host (A)
Alias (CNAME)
Mail exchanger (MX)

Pointer (PTR)

B Service location (SRV)

Host (A) Resource Records Host (A) resource records make up the majority of
resource records in a zone database. These records are used in a zone to associate DNS
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domain names of computers (or hosts) to their IP addresses. They can be added to a
zone in different ways:

B You can manually create an A resource record for a static TCP/IP client computer
by using the DNS console or the Dnscmd support tool at the command line.

m Computers running Windows 2000, Windows XP, or Windows Server 2003 use the
DHCP Client service to dynamically register and update their own A resource
records in DNS when an IP configuration change occurs.

B Dynamic Host Configuration Protocol (DHCP)—enabled client computers running
earlier versions of Microsoft operating systems can have their A resource records
registered and updated by proxy if they obtain their IP lease from a qualified
DHCP server. (Only the DHCP service provided with Windows Server 2003 cur-
rently supports this feature.)

Once created in the DNS console, an A resource record that maps the host name
serverl.lucernepublishing.com to the IP address 172.16.48.1 is represented textually
within the lucernepublishing.com.dns zone file as follows:

serverl A 172.16.48.1

Exam Tip If you can ping a computer by IP address but not by name, the computer is miss-
ing an A resource record in DNS. You can attempt to remedy this situation by executing the
Ipconfig /registerdns command at that computer—but only if the client computer is running a
version of Windows 2000, Windows XR or Windows Server 2003.

Alias (CNAME) Resource Records Alias (CNAME) resource records are also sometimes
called canonical names. These records allow you to use more than one name to point
to a single host. For example, the well-known server names (ftp, www) are typically
registered using CNAME resource records. These records map the host name specific to
a given service (such as ftp.lucernepublishing.com) to the actual A resource record of
the computer hosting the service (such as server-boston.lucernepublishing.com).

CNAME resource records are also recommended for use in the following scenarios:

B When a host specified in an A resource record in the same zone needs to be
renamed

B When a generic name for a well-known server such as www needs to resolve to
a group of individual computers (each with individual A resource records) that
provide the same service (for example, a group of redundant Web servers)



Lesson 3 Deploying DNS Servers 4-35

Once created in the DNS console, a CNAME resource record that maps the alias
ftp.lucernepublishing.com to the host name ftp1.lucernepublishing.com would be rep-
resented textually within the lucernepublishing.com.dns zone file as follows:

ftp CNAME ftpl.lucernepublishing.com.

MX Resource Records The mail exchanger (MX) resource record is used by e-mail
applications to locate a mail server within a zone. It allows a domain name such as
lucernepublishing.com, specified in an e-mail address such as joe@lucernepublishing.
com, to be mapped to the A resource record of a computer hosting the mail server for
the domain. This type of record thus allows a DNS server to handle e-mail addresses in
which no particular mail server is specified.

Often, multiple MX records are created to provide fault tolerance and failover to
another mail server when the preferred server listed is not available. Multiple servers
are given a server preference value, with the lower values representing higher prefer-
ence. Once created in the DNS console, such MX resource records would be repre-
sented textually within the lucernepublishing.com.dns zone file as follows:

@ MX 1 mailserverl.lucernepublishing.com.
@ MX 10 mailserver2.lucernepublishing.com.
@ MX 20 mailserver3.lucernepublishing.com.

Note In this example, the @ symbol represents the local domain name contained in an
e-mail address.

PTR Resource Records The pointer (PTR) resource record is used only in reverse
lookup zones to support reverse lookups, which perform queries to resolve IP
addresses to host names or FQDNs. Reverse lookups are performed in zones rooted in
the in-addr.arpa domain. PTR resource records are added to zones by the same manual
and automatic methods used to add A resource records.

Once created in the DNS console, a PTR resource record that maps the IP address
172.16.48.1 to the host name serverl.lucernepublishing.com would be represented tex-
tually within a zone file as follows:

1 PTR serverl.lucernepublishing.com.

Note In this example, the 1 represents the name assigned to the host within the
172.16.48.in-addr.arpa domain. This domain, which is also the name of the hosting zone,
corresponds to the 172.16.48.0 subnet.
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SRV Resource Records Service location (SRV) resource records are used to specify
the location of specific services in a domain. Client applications that are SRV-aware can
use DNS to retrieve the SRV resource records for given application servers.

Windows Server 2003 Active Directory is an example of an SRV-aware application. The
Netlogon service uses SRV records to locate domain controllers in a domain by search-
ing the domain for the Lightweight Directory Access Protocol (LDAP) service.

Tip All of the SRV records required for an Active Directory domain controller can be found in
a file named Netlogon.dns, located in the WINDOWS\System32\Config folder. If SRV records
are missing in your DNS zone, you can reload them automatically by running the Netdiag /fix
command at a command prompt. (The Netdiag command is available after you install Win-
dows Support Tools from the Windows Server 2003 CD-ROM.)

If a computer needs to locate a domain controller in the lucernepublishing.com
domain, the DNS client sends an SRV query for the name:

_ldap._tcp.Tucernepublishing.com.
The DNS server then responds to the client with all records matching the query.

Although most SRV resource records are created automatically, you might need to cre-
ate them through the DNS console to add fault tolerance or troubleshoot network ser-
vices. The following example shows the textual representation of two SRV records that
have been configured manually in the DNS console:

_ldap._tcp* SRV 0 0 389 dcl.Tucernepublishing.com.
SRV 10 @ 389 dc2.lucernepublishing.com.

In the example, an LDAP server (domain controller) with a priority of 0 (highest) is
mapped to port 389 at the host dcl.lucernepublishing.com. A second domain control-
ler with a lower priority of 10 is mapped to port 389 at the host dc2.lucernepublish-
ing.com. Both entries have a 0 value in the weight field, which means no load
balancing has been configured among servers with equal priority.

Exam Tip On the exam as well as real life, you can deploy Active Directory with the “least
amount of administrative effort” by installing your network’s first DNS domains, along with its
first Active Directory domains, on computers running Windows 2000 Server or Windows
Server 2003. This news is hardly surprising because only in Windows environments are the
many SRV records required for Active Directory created automatically. If you want to deploy
DNS on a UNIX server and integrate the UNIX server into an Active Directory infrastructure,
configure the UNIX server as a secondary DNS server.



Viewing and Clearing the DNS Server Cache

Lesson 3 Deploying DNS Servers 4-37

The contents of the DNS server cache can be viewed only in the DNS console. To view
the cache contents, from the View menu select Advanced, as shown in Figure 4-8.
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Figure 4-8 DNS console Advanced view

Once the DNS console View mode is set to Advanced, a new folder appears in the DNS
console tree, Cached Lookups. This folder displays the DNS server cache in a hierar-
chical format. Figure 4-9 shows sample contents of the Cached Lookups folder.
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Figure 4-9 DNS server cache

To clear the DNS server cache, you can right-click the DNS Server icon in the DNS con-
sole and select Clear Cache, as shown in Figure 4-10. Alternatively, you can restart the
DNS Server service or use the Dnscmd /clearcache command.
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Figure 4-10 Clearing the DNS server cache

Practice: Installing a DNS Server

In this practice, you install and configure a DNS server on Computerl.

Exercise 1: Installing the DNS Windows Component

To complete this exercise, you must have the Windows Server 2003 installation CD-
ROM loaded in Computerl.

1. Log on to Computerl as Administrator.
2. Open Control Panel, and then click Add Or Remove Programs.
The Add Or Remove Programs window opens.
3. Click Add/Remove Windows Components.
The Windows Components page of the Windows Components Wizard opens.

4. In the Components area, highlight the Networking Services component. Be sure
not to select the Networking Services check box.

5. Click Details.
The Networking Services window opens.

6. In the Subcomponents Of Networking Services area, select the Domain Name Sys-
tem (DNS) check box.
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Click OK.

In the Windows Components Wizard, the Networking Services check box should
now be gray.

Click Next.

The Configuring Components page appears while the new component is being
installed. After installation is complete, the Completing The Windows Components
Wizard page appears.

Click Finish.

Click Close to close the Add Or Remove Programs window.

Exercise 2: Creating a Dial-Up Connection

In this exercise, you create a dial-up connection to the Internet. If Computerl already
has an Internet connection available through a dedicated line, you can skip this exer-
cise, but be sure to rename the Internet connection “MyISP.”

1.

10.

11.

While you are logged on to Computerl as Administrator, open the Network Con-
nections window.

From the File menu, select New Connection.
The New Connection Wizard opens.
Click Next.

Click Next on the Network Connection Type page to accept the default selection,
Connect To The Internet.

Click Next on the Internet Connection page to accept the default selection, Con-
nect Using A Dial-Up Modem.

On the Connection Name page, type MyISP in the ISP Name text box, and then
click Next.

On the Phone Number To Dial page, type the telephone number of your ISP in the
Phone Number text box, and then click Next.

Click Next on the Connection Availability page to accept the default selection,
Anyone’s Use.

On the Internet Account Information page, type your ISP account information in
the User Name, Password, and Confirm Password text boxes.

Click Next.

The Completing The New Connection Wizard page appears.
Click Finish.

The Connect MyISP page appears.
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12.

13.
14.
15.
16.

Click the Properties button.

The MyISP Properties dialog box appears.

Click the Options tab.

Clear the Prompt For Name And Password, Certificate, Etc. check box.
Clear the Prompt For Phone Number check box.

Click OK.

The Connecting MyISP message box appears while your computer dials in to your
ISP through your newly configured connection. When you have connected, you
will receive a confirmation message in the system tray portion of your taskbar.

You are now connected to the Internet.

Exercise 3: Configuring the New DNS Server

In this exercise, you use the Configure A DNS Server Wizard to create a simple DNS
server installation. After the wizard is complete, your DNS server will be configured to
answer forward and reverse lookup queries for the domainl.local domain and to han-
dle recursive queries from internal clients. To complete successfully, the Configure A
DNS Server Wizard requires an Internet connection.

1.

While you are logged on to Computerl as Administrator, verify that you are con-
nected to the Internet through the MyISP connection.

. Open the DNS console by clicking Start, selecting Administrative Tools, and then

selecting DNS.
The DNS console opens.
Expand the COMPUTERI icon in the console tree.

Right-click COMPUTERI in the console tree and select Configure A DNS Server
from the shortcut menu.

The Configure A DNS Server Wizard launches.

Click Next.

The Select Configuration Action page appears.

Select the Create A Forward And Reverse Lookup Zones option, and then click Next.
The Forward Lookup Zone page appears.

Click Next to accept the default selection, Yes.

The Zone Type page appears.
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Click Next to accept the default selection, Primary Zone.

The Zone Name page appears.

In the Zone Name text box, type domainl.local, and then click Next.
The Zone File page appears.

Click Next to accept the default selection, Create A New File With This File Name.
The Dynamic Update page appears.

Click Next to accept the default selection, Do Not Allow Dynamic Updates.
The Reverse Lookup Zone page appears.

Click Next to accept the default selection, Yes.

The Zone Type page appears.

Click Next to accept the default selection, Primary Zone.

The Reverse Lookup Zone page appears.

In the Network ID text box, type 192.168.0.

The reverse lookup zone name is automatically configured in the Reverse Lookup
Zone Name text box.

Click Next.

The Zone File page appears.

Click Next to accept the default selection, Create A New File With This File Name.
The Dynamic Update page appears.

Click Next to accept the default selection, Do Not Allow Dynamic Updates.

The Forwarders page appears.

Click Next to accept the default selection, No.

The Completing The Configure A DNS Server Wizard page appears.

Click Finish.

In the DNS console, expand the console tree in the left pane so you can see the
new zone domainl.local listed in the Forward Lookup Zones folder. You can also
see the new zone 192.168.0.x Subnet listed in the Reverse Lookup Zones folder.

Exercise 4: Testing the DNS Server

Windows Server 2003 allows you to verify your DNS server configuration with two tests
on the DNS server computer. These two tests are included on the Monitoring tab of the
server properties dialog box, available through the DNS console.
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1.

While you are logged on to Computerl as Administrator, make sure you are con-
nected to the Internet through the MyISP connection.

In the console tree within the DNS console, right-click COMPUTER1 and select
Properties.

The COMPUTERI1 Properties dialog box opens.
Click the Monitoring tab.

Select the A Simple Query Against This DNS Server check box and the A Recursive
Query To Other DNS Servers check box.

Click Test Now.

The Test Results area shows the successful results of the tests you have just per-
formed.

6. Click OK to close the Computerl Properties dialog box.

7. Log off Computerl.

Exam Tip You need to understand the DNS server tests for the exam. First, know that the
simple test is based on a reverse lookup of the loopback address 127.0.0.1. Therefore, if the
simple test fails, you should verify that a record named 1 is found in the reverse lookup zone
named 0.0.127.in-addr.arpa (visible only in the DNS console Advanced view). Next, the recur-
sive test verifies that the DNS server can communicate with other DNS servers and that the

root hints are correctly configured.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

2.

You have just updated a host resource record. What other associated resource
record might now need to be updated?

Your DNS server has failed the recursive test. Assuming that the server can otherwise
communicate with other DNS servers, name two potential causes of this scenario.
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. Which resource record is used to resolve domain names specified in e-mail

addresses to the IP address of the mail server associated with the domain?
a. PTR
b. MX
c. A
d. CNAME

32

On a new DNS server, you create a zone “” and then create subdomains from that
root domain. Which function will the new server be able or unable to perform?

a. The server will be unable to cache names.
b. The server will be able to function only as a forwarding server.
c. The server will be unable to resolve Internet names.

d. The server will be unable to connect to the Internet.

Lesson Summary

DNS servers are authoritative for the zones they host. Forward lookup zones
answer queries for IP addresses, and reverse lookup zones answer queries for
FQDNG.

A DNS server that hosts a primary zone is said to act as a primary DNS server. Pri-
mary DNS servers store original source data for zones. With Windows Server 2003,
you can implement primary zones in one of two ways: as standard primary zones,
in which zone data is stored in a text file, or as an Active Directory—integrated
zone, in which zone data is stored in the Active Directory database.

A DNS server that hosts a secondary zone is said to act as a secondary DNS server.
Secondary DNS servers are authoritative backup servers for the primary server.
The servers from which secondary servers acquire zone information are called
masters. A master can be the primary server or another secondary server.

A caching-only server forwards all requests to other DNS servers and hosts no
zones. However, caching-only servers cache responses received from other DNS
servers and can therefore improve name resolution for a network that does not
host a zone.

New zones contain only two resource records: the SOA record corresponding to
the zone, and an NS record corresponding to the local DNS server created for the
zone. After you create a zone, additional resource records need to be added to it.
The most common resource records to be added are host (A), alias (CNAME), MX,
SRV, and PTR.
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Lesson 4:

Configuring DNS Clients

Configuring DNS clients generally entails configuring client computer names, specify-
ing DNS suffixes for these computer names, determining DNS servers for the DNS cli-
ents to query, and customizing query behavior for these DNS clients. In addition, you
can configure how DNS clients update their records in DNS.

After this lesson, you will be able to

Configure computer names that conform to DNS standards
Configure a primary DNS suffix for a computer

Configure a connection-specific suffix for an adapter
Configure a DNS server list for network connections
Configure a DNS suffix search list for network connections
Configure a DNS client to request dynamic DNS updates
View and clear the DNS client cache

Estimated lesson time: 60 minutes

Configuring Client Settings

To configure DNS client computers in Windows Server 2003 networks, you need to
perform the following tasks at a minimum:

B Set a DNS computer or host name for each computer. For example, in the FQDN
clientl.example.microsoft.com., the DNS computer name is the leftmost label,
clientl.

B Set a primary DNS suffix for the computer. This suffix, when added to the host
name, forms the full computer name. In the previous example, the primary DNS
suffix is example.microsoft.com.

m Set a list of DNS servers for the client to use when resolving DNS names. This list
includes a preferred DNS server and can also include alternate DNS servers to use
if the preferred server is unavailable.

In addition, given the needs of the DNS clients you want to configure, you might also
need to perform any or all of the following tasks.

B Set the DNS suffix search list or search method to be used by the client when it
performs DNS query searches for short, unqualified domain names.

B Set a connection-specific DNS suffix for each particular adapter on a DNS client
computer. For example, if the host named hostl.lucernepublishing.com is con-
nected to two subnets through different network adapters, the computer can
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be seen on one subnet as hostl.subnetl.microsoft.com and on another as
host1.subnet2.microsoft.com.

m  Modify dynamic DNS update behavior.

The following sections describe these tasks in more detail.

Setting Computer Names

When setting names for DNS, think of the computer or host name as the leftmost por-
tion of an FQDN. For example, in wkstnl.example.microsoft.com., wkstn1 is the com-
puter name. You can modify this computer name by using the Computer Name tab of
the System Properties dialog box.

Note You can access the System Properties dialog box by right-clicking My Computer and
selecting Properties, or by double-clicking System in Control Panel.

The computer name you assign must conform to the restrictions of DNS-supported
characters defined in Request for Comments (RFC) 1123. According to these restric-
tions, the name you assign must not exceed 63 bytes, and it can only include the fol-
lowing characters:

Uppercase letters, A through Z

Lowercase letters, a through z

Numbers, 0 through 9

Hyphens (-)

Note In practice, DNS names are not case-sensitive.

Accommodating NetBIOS Names

If you are supporting both NetBIOS and DNS namespaces on your network, you can
assign to computers a separate computer name for each namespace, but this practice
is not advisable. Names you assign to computers running Windows 2000, Windows XP,
and Windows Server 2003 must conform to the DNS specifications described previ-
ously, but you should also try to accommodate NetBIOS in this host name selection. To
accommodate NetBIOS, assign names that are only 15 or fewer characters long.

Setting the Primary DNS Suffix

You can specify or modify a computer’s primary DNS suffix in the DNS Suffix And Net-
BIOS Computer Name dialog box, as shown in Figure 4-11.
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DNS Suffix and NetBIOS Computer Name 2=l

FErimary DMS suffix of this computer:

Idomain‘l local
V¥ Change primary DNS suffix when domain membership changes

MetBlOS computer name:
IEDMPUTEFH

Thiz name is uzed for interoperability with older computers and services.

)8 I Cancel |

Figure 4-11 Specifying a primary DNS suffix

To access this dialog box, in the System Properties dialog box, click the Computer
Name tab, and then click Change to change the computer name. In the Computer
Name Changes dialog box, click More.

By default, the primary DNS suffix is the same as the name of the Active Directory
domain to which the computer belongs. If the computer does not belong to a domain,
no primary DNS suffix is specified by default.

Setting Connection-Specific DNS Suffixes

By clicking the Advanced button in a connection’s Internet Protocol (IP) Properties dia-
log box, you can open the connection’s Advanced TCP/IP Settings dialog box. On the
DNS tab of this dialog box, as shown in Figure 4-12, you can create a DNS suffix to be
used specifically by this connection. This suffix is known as a connection-specific DNS

suffix.

Advanced TCP/IP Settings 2|
IP Settings DS |WINS | Options |

DMS server addresses, in order of use:

152.168.0.1 ﬂ
2l

Edi.. Remaye

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualified names:

' Append primary and connection specific DNS suffixes
¥ Append parent suffixes of the primary DNS suffic
" Append these DNS suffizes (in order):

]
2l

e, | e | Remoe |

DN suffix for this connection: | backup. lucernepublishing. com

[ Register this connection's addresses in DNS
[¥ Use this connection's DNS suffix in DNS registration

oK Cancel

Figure 4-12 Configuring a connection-specific suffix
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When the connection-specific DNS suffix is added to a DNS computer or host name, an
FQDN is assigned to a specific adapter on the computer.

For example, as shown in Figure 4-13, a multihomed server computer named host-a
can be named according to both its primary and connection-specific DNS domain
names.

DNS server A DNS server B
<&
Q>

Full DNS computer name:
host-a.example.microsoft.com

Subnet 1
(10 megabit
Ethernet)

Subnet 2
(100 megabit
Ethernet)

L
T T
Subnet 1 IP address: Subnet 2 IP address:
10.1.1.11 10.2.2.22
Subnet 1 DNS domain name: Subnet 2 DNS domain name:
host-a.public.example.microsoft.com host-a.backup.example.microsoft.com

Figure 4-13 Using connection-specific suffixes

In this example, the server computer host-a attaches to two separate subnets—
Subnet 1 and Subnet 2—that are also linked at redundant points by using two routers
for additional paths between each subnet. Given this configuration, host-a provides
access as follows through its separately named LAN connections:

B The name host-a.public.example.microsoft.com provides access using LAN
connection 1 over Subnet 1, a lower speed (10-Mb) Ethernet LAN, for normal
access to users who have typical file and print service needs.

m The name host-a.backup.example.microsoft.com provides access using LAN
connection 2 over Subnet 2, a higher speed (100-Mb) Ethernet LAN, for reserved
access by server applications and administrators who have special needs, such as
troubleshooting server networking problems, performing network-based backup,
or replicating zone data between servers.

The computer can also be accessed in a manner that does not specify a particular LAN
connection. To connect to the computer through either LAN connection, clients specify
the computer’s full computer name, host-a.example.microsoft.com.
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When configured as shown in Figure 4-13, a DNS client running Windows 2000,
Windows XP, or Windows Server 2003 can register resource records in DNS according
to its three distinct names and sets of IP addresses, as shown in Table 4-4.

Table 4-4 FQDNs of a Multihomed Host

DNS Name IP Addresses Description
host-a.example.microsoft.com 10.1.1.11, The full computer name. The com-
10.2.2.22 puter registers A and PTR resource

records for all configured IP addresses
under this name in the exam-
ple.microsoft.com zone.

host-a.public.example.microsoft.com  10.1.1.11 The connection-specific DNS name for
LAN connection 1, which registers A
and PTR resource records for IP
address 10.1.1.11 in the public.exam-
ple.microsoft.com zone.

host-a.backup.example.microsoft.com 10.2.2.22 The connection-specific DNS name for
LAN connection 2, which registers A
and PTR resource records for IP
address 10.2.2.22 in the backup.exam-
ple.microsoft.com zone.

Configuring a DNS Servers List

After consulting its cache, the DNS Client service next attempts name resolution
through its preferred connection, which is the first connection listed in the output of
the Ipconfig command. Through this connection, the resolver (DNS client) queries the
address designated as that connection’s preferred DNS server. Although each network
adapter can be configured with a unique list of DNS servers, it’s perfectly valid to con-
figure each network adapter identically to make DNS resolution more predictable.

To help DNS clients resolve names when initial query attempts fail, each connection con-
figured on the DNS client computer can contain a list of DNS servers to contact. As
shown in Figure 4-14, you can configure a preferred server and a single alternate server
for any connection in that connection’s Internet Protocol (TCP/IP) Properties dialog box.
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‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

—{* Use the following IP address:
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" QObtain an IP address automatically

IP address: 192,168, 0 . 5
Subnet mask: I 255,255,255, 0
Default gateway: 192,168, 0 . 1

—{* Use the following DNS server addresses:

€ Obbain BHS server address automatically

Preferred DNS server: 192,168, 0 . 1
Alkernate DNS server: 207 .46 .23, 2
Advanced... |
[8]4 I Cancel |

Figure 4-14 Specifying DNS servers

However, for a given connection, you can create a DNS server list of any length in the
connection’s Advanced TCP/IP Settings dialog box. In this list, the first entry is treated
as the preferred server and the remaining alternate servers are queried together.

When resolving names, the DNS Client service queries the DNS servers in the following
order:

1.

The DNS Client service sends the query to the first server on the preferred
adapter’s list of DNS servers and waits 1 second for a response.

If the DNS Client service does not receive a response from the first server within
1 second, it sends the query to the first DNS servers on all adapters that are still
under consideration and waits 2 seconds for a response.

If the DNS Client service does not receive a response from any server within 2 sec-
onds, the resolver sends the query to all DNS servers on all adapters that are still
under consideration and waits another 2 seconds for a response.

If the DNS Client service still does not receive a response from any server, it sends
the query to all DNS servers on all adapters that are still under consideration and
waits 4 seconds for a response.

If it still does not receive a response from any server, the resolver sends the query
to all DNS servers on all adapters that are still under consideration and waits 8 sec-
onds for a response.
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If the DNS Client service receives a positive response, it stops querying for the name,
adds the response to the cache, and returns the response to the client. If the DNS Client
service has not received a response from any server by the end of the 8-second time
period, the resolver responds with a time-out.

DNS Suffix Search Lists

The DNS Client service attaches DNS suffixes to any name that you enter in a query
when either of the following conditions is true:

m The name is a single-label unqualified name.

m The name is a multiple-label unqualified name, and the DNS Client service did not
resolve it as an FQDN.

Default DNS Suffix Searches By default, the DNS Client service first attaches the pri-
mary domain suffix of the local computer to the unqualified name. If the query fails to
resolve this name, the DNS Client service then adds any connection-specific suff