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Limitation
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/etc/security
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access.conf console.apps group.conf pam env.conf

chroot.conf console.perms limits.conf time.conf
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Limitation
Login

Jlgn Laas student 5 a5 oues pieaw j0 Sl 1) ko
2l asls Login G

b6 g s, fete/security ¢,¢:5 pls a0 &l pess Jlael ol

(@student - maxlogins 1

student o L userid a5 ool & g0 (pl 0 YU las s
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Limitation
Login
asb asls 1) e9o LOgIn valgse student )15 a5 g0 o
Ab aales alad LI, Jlo)l 55 el
Fedora Core release 1 (Yarrow)

Kernel 2.4.22-1.2188.nptl on an 1686
login: student

Password:

Permission denied

Connection to host lost. <
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L.imitation
Process
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[.imitation
Process

20,5 dals Jloyl 5 el

[student(@jalal student]$date
-bash:fork: Resource temporarily unavatable
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Limitation
File Size
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oled adgi ol ohS Ve iSlas b Jla (LB

b6 g a8, Jete/security s,e:5 pls 4 Ol poss Jloel gl s
ol o a8lSl ) 5 a3 g ooly s |, limits.cont
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Limitation
File Size
ele ol g 1) (55 BB salys student )15 a3 90 o

Qo5 anles Lol oy
[student(@jalal student]$ cp /etc/termcap myﬁle

cp: writing ‘myfile": No space left 0
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Limitation
General
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Limitation
Definition

- core - limits the core file size (KB)
- data - max data size (KB)

- fsize - maximum filesize (KB) «
- memlock - max locked-in-memory address space (
- nofile - max number of open files

L374S 5 a0 Oa A
NP e

- rss - max resident set size (KB) 205 (8905 Sgiome 4y
- stack - max stack size (KB) 2 die) plo jo

- cpu - max CPU time (MIN) sl oo

- nproc - max number of processes 53955 pls ds el
- as - address space limit fete/security

- maxlogins - max number of logins for this user S5les dnm] o

- priority - the priority to run user process with
- locks - max number of file locks the user can hold
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Limitation
limits.conf

[root(@)jalal security]# less limits.conf
# /etc/security/limits.conf

it

#Each line describes a limit for a user in the form: '

# _Jl')b )I 'j‘fﬁ‘;“%
#<domain>  <type> <item> <value> Llads.coul
i 59> J%I;) |
H\Where: /ete/security

#<domain> can be:

- an user name

- a group name, with (@group syntax

- the wildcard *, for default entry

- the wildcard %, can be also used with %group syntax,
for maxlogin limit

= H = H
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[.imitation
access.conf

# Login access control table.

#

# When someone logs in, the table is scanned for the first entry that

# matches the (user, host) combination, or, in case of non-networked

# logins, the first entry that matches the (user, tty) combination. The

# permissions field of that table entry determines whether the login will
# be accepted or refused. A cont
# Format of the login access control table is three fields separated by a
#":" character:
#

# [Note, if you supply a 'fieldsep=|' argument to the pam_access.so
# module, you can change the field separation character to be

#'|". This is useful for configurations where you are trying to use

# pam_access with X applications that provide PAM_TTY values that are
# the display variable like "host:0".]

#

#  permission : users : origins

J_)_) I,_,,,/_)

:5_)3;;)_/%]) o)

/ete/security

50,5 Jate s 43 21555 1nS o 5l 5,05 0
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Limitation
time.conf

# the syntax of the lines is as follows:
#

# services;ttys;users;times

# white space 1s ignored and lines maybe extended with "\\n' (escaped
# newlines). As should be clear from reading these comments,

# text following a '#' 1s ignored to the end of the line.

#

# the combination of individual users/terminals etc is a logic list
# namely individual tokens that are optionally prefixed with '!" (logicj
# not) and separated with '&' (logical and) and '|' (logical or).
#

# services
#  1s alogic list of PAM service names that the rule applies to.
# ttys

#  1s alogic list of terminal names that this rule applies to.

# users

#  1s alogic list of users to whom this rule applies.

/etc/security

33K gy e 5l ilgis o e 40 65,0
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Limitation
console.perms

# This file determines the permissions that will be given to priviledged
# users of the console at login time, and the permissions to which to
# revert when the users log out.

# format is:
) o o 0 A
# <class>=list of regexps specifying consoles or globs specifying files Bl 2
# file-glob|<class> perm dev-regex|<dev-class> \ Console.perms
# revert-mode revert-owner|.revert-group| 53555 wls Coxd

# the revert-mode, revert-owner, and revert-group are optional, and defaulj
# to 0600, root, and root, respecgizats
# 39 s Oyl JouuiS 325k 5l Wilel (6,15 2
# For more information:
# man 5 console.perms

/ete/security

# file classes -- these are regular expressions
<console>=tty[0-9][0-9]*vc /[0-9][0-9]* :[0-9]\.[0-9] :[0-9]
<xconsole>=:[0-9]\.[0-9] :[0-9]
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