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CHAPTER 61 
SMART BUILDING SYSTEMS
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Smart Grid Basics .........................................................................................................................  61.7
MART building systems are building components that exhibitScharacteristics analogous to human intelligence. These charac-
teristics include drawing conclusions from data or analyses of data
rather than simply generating more data or plots of data, interpreting
information or data to reach new conclusions, and making decisions
and/or taking action autonomously without being explicitly in-
structed or programmed to take the specific action. These capabilities
are usually associated with software, but they can also be possessed
by hardware with embedded software code, or firmware. The line
between systems that are “smart” and “not smart” is blurry, and, for
purposes of this chapter, does not need to be absolutely defined. The
purpose of this chapter is to introduce readers to emerging technolo-
gies that possess some of these smart characteristics.

Smart technologies offer opportunities to reduce energy use and
cost while improving the performance of HVAC systems to provide
better indoor environmental quality (IEQ). This chapter covers smart
systems and technologies in the fields of automated fault detection
and diagnostics, sensors and actuators, and the emerging modernized
electric power grid and its relationship to buildings and facilities.

1. AUTOMATED FAULT DETECTION AND 
DIAGNOSTICS

Many buildings today use sophisticated building automation sys-
tems (BASs) to manage a wide and varied range of building systems.
Although the capabilities of BASs have increased over time, many
buildings still are not properly commissioned, operated, or main-
tained, which leads to inefficient operation, excess expenditures on
energy, poor indoor conditions at times, and reduced lifetimes for
equipment. These operation problems cause an estimated 15 to 30%
of unnecessary energy use in commercial buildings (Katipamula and
Brambley 2005a, 2005b). Much of this excess consumption could be
prevented with widespread adoption of automated fault detection
and diagnostics (AFDD). In the long run, automation even offers
the potential for automatically correcting problems by reconfiguring
controls or changing control algorithms dynamically (Brambley and
Katipamula 2005; Fernandez et al. 2009, 2010; Katipamula and
Brambley 2007; Katipamula et al. 2003a).

AFDD is an automatic process by which faulty operation,
degraded performance, and failed components are detected and
understood. The primary objective is early detection of faults and
diagnosis of their causes, enabling correction of the faults before
additional damage to the system, loss of service, or excessive energy
use and cost result. This is accomplished by continuously monitoring
the operations of a system, using AFDD processes to detect and diag-
nose abnormal conditions and the faults associated with them, then
evaluating the significance of the detected faults and deciding how to
respond. For example, the temperature of the supply air provided by
an air-handling unit (AHU) might be observed to be chronically
higher than its set point during hot weather. This conclusion might be
drawn by a trained analyst visually inspecting a time series plot of the
supply air temperature. Alternatively, a computer algorithm could

The preparation of this chapter is assigned to TC 7.5, Smart Building Sys-
tems.
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process these data continuously, reach this same conclusion, and
report the condition to operators or interact directly with a computer-
based maintenance management system (CMMS) to automatically
schedule maintenance or repair services.

Automated diagnostics generally goes a step further than simply
detecting for out-of-bounds conditions. In this air-handler example,
an AFDD system that constantly monitors the temperature and
humidity of the outdoor, return, mixed, and supply air, as well as the
status of the supply fan, hot-water valve, and chilled-water valve of
the air handler, might conclude that the outdoor-air damper is stuck
fully open. As a result, during hot weather, too much hot and humid
outdoor air is brought into the unit, increasing the mechanical cool-
ing required and often exceeding the capacity of the mechanical
cooling system. As a result, the supply air temperature is chronically
high. This is an example of how an AFDD system can detect and
diagnose this fault.

Over the past two decades, fault detection and diagnostics (FDD)
has been an active area of research among the buildings and
HVAC&R research communities. Isermann (1984), Katipamula and
Brambley (2005a, 2005b), and Rossi and Braun (1997) described an
operations and maintenance (O&M) process using AFDD that can
be viewed as having four distinct functional processes, as shown in
Figure 1. With only a few exceptions, most AFDD systems for build-
ing applications existing today lack the evaluation process (Kati-
pamula and Brambley 2005a, 2005b). Automated correction after
detection and diagnostics also has been an active area of research in
the past decade (Brambley and Katipamula 2005; Fernandez et al.
2009, 2010; Katipamula and Brambley 2007; Katipamula et al.
2003a, 2003b).

As shown in Figure 1, the first functional step of an AFDD process
is to monitor the building systems and detect abnormal (faulty)

Fig. 1 Generic Process for Using AFDD in Ongoing Operation 
and Maintenance of Building Systems

Adapted from Katipamula and Brambley (2005a)
1
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conditions. This step is generally referred to as the fault detection
phase. If an abnormal condition is detected, then the fault diagnosis
process identifies the cause. If the fault cannot be diagnosed using
passive diagnostic techniques, proactive diagnostics techniques may
be required to isolate the fault (Katipamula et al. 2003a). Following
diagnosis, fault evaluation assesses the impact (energy, cost, and
availability) on system performance. Finally, a decision is made on
how to react to the fault. In most cases, detection of faults is easier
than diagnosing the cause or evaluating the effects of the fault. De-
tailed descriptions of the four processes are provided in Katipamula
and Brambley (2005a, 2005b) and Katipamula et al. (2003a).

Applications of AFDD in Buildings
AFDD has been successfully applied to critical systems such as

aerospace applications, nuclear power plants, automobiles, and
process controls, in which early identification of malfunctions could
prevent loss of life, environmental damage, system failure, and/or
damage to equipment. In these applications, AFDD sensitivity, the
lowest fault severity level required to trigger the correct detection
and diagnosis of a fault, is a vital feature; false-alarm rate is the
rate at which faults are incorrectly indicated when no fault has actu-
ally occurred. A high false-alarm rate could result in significant eco-
nomic loss associated with investigation of nonexistent faults or
unnecessary stoppage of equipment operation.

The ability to detect faults in HVAC&R systems has existed for
some time, and has been used primarily to protect expensive equip-
ment from catastrophic failure, ensure safety, and provide alarms
when a measured variable goes outside its acceptable operating
range. In recent years, the motivation for development and use of
AFDD has expanded to include expectations of improved energy
efficiency and indoor air quality (IAQ), as well as reduced unsched-
uled equipment downtime (Braun 1999). Developers expect that
AFDD will someday be applied ubiquitously, leading to prolonged
equipment life for everything from large equipment (e.g., chillers)
to small components (e.g., individual actuators).

The need for AFDD capabilities has been established by surveys,
site measurements, and commissioning assessments that have doc-
umented a wide variety of operational faults in common HVAC&R
equipment and systems. 

AFDD shows promise in three areas of building engineering: (1)
commissioning, (2) operation, and (3) maintenance.

Commissioning of existing buildings involves in part ensuring
that systems are installed correctly and that they operate properly.
Faults found during commissioning include installation errors
(e.g., fans installed backward), incorrectly sized equipment, and
improperly implemented controls (e.g., schedules, set points, algo-
rithms). Most commissioning actions that discover these faults,
which include visual inspections and functional testing, are per-
formed manually. Data are collected during some tests using auto-
mated data loggers, and analysis might be done with computers,
but the process of interpreting the data and evaluating results is per-
formed manually. AFDD methods could automate much of the
functional testing and interpretation of test results, ensuring com-
pleteness of testing, consistency in methods, records of all data and
processing, increased cost effectiveness, and the ability to contin-
uously or periodically repeat the tests throughout the life of the
facility (Katipamula et al. 2003a; PECI and Battelle 2003). AFDD
methods applied during initial building start-up differ from those
applied later in a building lifetime. At start-up, no historical data
are available, whereas later in the life cycle, data from earlier oper-
ation can be used. Selection of methods must consider these differ-
ences; however, automated functional testing is likely to involve
short-term data collection, whether performed during initial
building commissioning or during routine operation later in the
building’s lifetime, and therefore, the same methods can be used
regardless of when the functional tests are performed. Such a short
time period is generally required for functional testing to eliminate
the possibility that the system being tested changes (e.g., perfor-
mance degrades) during the test itself. Besides use in functional
testing, AFDD methods could be used to verify the proper installa-
tion of equipment without requiring visual inspection. Labor inten-
sity could be minimized by only performing visual inspections to
confirm installation problems after they have been detected auto-
matically.

During building operation, AFDD tools can detect and diag-
nose performance degradation and faults, many of which go unde-
tected for weeks or months in most commercial buildings. Many
building performance problems are automatically compensated by
controllers so occupants experience no discomfort, but energy con-
sumption and operating costs often increase. For example, when the
capacity of a packaged rooftop air conditioner decreases because of
refrigerant loss, the unit runs longer to meet the load, increasing
energy use and costs, and occupants experience no discomfort (until
design conditions are approached). AFDD tools can detect these, as
well as more obvious, faults.

AFDD tools not only detect faults and alert building operation
staff to them, but also identify causes of faults so that maintenance
efforts can be targeted, ultimately lowering maintenance costs and
improving operation. By detecting performance degradation rather
than just complete failure of physical components, AFDD tools can
also help prevent catastrophic failures by alerting building operation
and maintenance staff to impending failures before failure occurs.
This condition-based maintenance allows convenient scheduling of
maintenance, reduced downtime from unexpected faults and fail-
ures, and more efficient use of maintenance staff time.

AFDD Methods
AFDD tools use many different methods for detecting faults and

subsequently isolating or diagnosing their causes. Figure 2 shows a
categorization of these methods (Katipamula and Brambley 2005a),
in which fault detection and diagnostic methods are organized into
three primary categories based on (1) quantitative models, (2) qual-
itative models, and (3) process history.

Quantitative model methods use quantitative models of the
underlying equipment, relationships between types of equipment,
and processes occurring in the equipment and its components. Sets
of quantitative mathematical relationships capture the underlying
physics of the processes. The quantitative results from applying the
models to actual driving conditions represent baseline performance
without faults. Differences between measured performance and the
baseline performance from the models under identical driving con-
ditions, known as residuals, are used to detect the occurrence of
faults. Quantitative models can be based on detailed fundamental
physical principles and engineering relationships or on simplified
models representing the physical processes. Analyses of residuals
can also be used to distinguish among possible causes of a fault to
provide a fault diagnosis. Quantitative model-based methods are
applicable to information-rich systems, where satisfactory models
can be built in an affordable way and sufficient sensors are available
to provide the data that are required. Methods described by Castro
(2002), Dexter and Ngo (2001), Haves and Norford (1997), Li and
Braun (2007a, 2007b, 2007c, 2007d, 2009a), Norford et al. (2002),
Reddy (2007a), Seem and House (2009), Shaw et al. (2002), and
Siegel and Wray (2002) fall into this category.

Qualitative model methods include qualitative physics-based
methods and rule-based methods. Qualitative-physics-based meth-
ods express the underlying physical relationships (equations) as
qualitative expressions (De Kleer and Brown 1984) but have seen
limited use in AFDD for HVAC&R. Rule-based methods have been
applied widely as the basis for AFDD for HVAC&R, using rules
based on the rules of thumb used by expert practitioners in a field
(expert systems); rules derived from knowledge of the fundamental
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physical processes occurring in HVAC&R components, equipment,
and systems (i.e., the equations governing the physical processes);
and alarms based simply on conditions exceeding prescribed upper
and/or lower bounds for acceptable values of variables during oper-
ation (e.g., an alarm triggered by duct static pressure exceeding its
upper limit). The techniques presented by Dexter and Ngo (2001),
Gerasenko (2002), House et al. (2001, 2003), and Lo et al. (2007)
are some examples.

Process-history-based methods depend on the availability of a
large amount of historical data. These methods include black-box
(input-output) models derived from the data and gray-box models
that use first principles or engineering knowledge to specify the
mathematical form of terms in the model but for which parame-
ters (e.g., coefficients in the model) are determined from process
data. Black-box methods include statistically derived models
(e.g., regression), artificial neural networks (ANNs), and pattern-
recognition techniques. Approaches based on process history pri-
marily apply to large systems such as whole buildings, where it is
difficult to construct an analytical model that captures all important
physical behaviors adequately in a cost-effective way, but existing
instrumentation yields sufficient data for analysis. Methods used by
Bailey (1998), Choi et al. (2004), Li and Braun (2003), Reddy et al.
(2003), Riemer et al. (2002), Rossi (2004), and Rossi and Braun
(1997) can be classified in this category.

For further details of each of the basic modeling techniques and
AFDD methods, any constraints that would limit the application of
each technique, and to assess strengths and weaknesses of each
technique for application to fault detection and diagnostics, see
Katipamula and Brambley (2005a, 2005b).

Benefits of Detecting and Diagnosing 
Equipment Faults

The benefits of AFDD have been validated in part by studies that
documented common HVAC equipment operating faults and their
effects (Breuker and Braun 1998a; Breuker et al. 2000; Comstock
et al. 2002; House et al. 2001, 2003; Jacobs 2003; Katipamula et al.
1999; Proctor 2004; Rossi 2004; Seem et al. 1999). Faults examined
included economizers not operating properly, incorrect refrigerant
charges, condenser and filter fouling, faulty sensors, electrical prob-
lems, chillers with a variety of faults, air-handling units with too lit-
tle or too much outdoor-air ventilation, stuck outdoor-air dampers,
and other problems.

Studies of the benefits of HVAC fault detection and correction
have found positive savings. Rossi’s (2004) fault survey of unitary
equipment used measurements by service technicians to compute
four performance indices from which unit efficiency was estimated
and savings potential calculated. Half of the equipment was esti-
mated to have a savings potential of at least $170/year, and 33% had
a potential of at least $225/year. Li and Braun (2007e) investigated
the following factors that affect the economics of air conditioning:
(1) energy efficiency ratio (EER) or coefficient of performance
(COP), which quantifies the energy performance of the refrigeration
cycle (lower scores equal greater operating costs); (2) cooling capac-
ity Qcap, the degradation of which can affect comfort in the condi-
tioned space, increase compressor run times, and reduce equipment
lifetimes; and (3) sensible heat ratio (SHR), which can decrease with
many faults, leading to higher total equipment load and greater
energy consumption for the same sensible building load. All three
factors can be combined in an overall economic performance deg-
radation index (EPDI), which is defined as the net increase in the
total operating costs (Li and Braun 2007e) and is given by

(1)

where

rSHR = = 1 – rSHR = degradation ratio of SHR

rCOP = = 1 – rCOP = degradation ratio of COP

rcap = = 1 – rcap = degradation ratio of capacity

rSHR = SHR/SHRnormal = SHR ratio
rCOP = COP/COPnormal = COP ratio
rcap = Qcap/Qcap, normal = capacity ratio

SHR = actual sensible heat ratio
COP = average actual coefficient of performance
Qcap = average actual equipment cooling capacity

= average equipment price, $/kWh

=  = average normal cost of operation, $/h

= average electricity price, $/kWh

= power consumption of unit (including both compressors and 
fans)

EPDI 1
1 rSHR–
-----------------------

1
1 rCOP–
-----------------------


 Cutility

Cutility Cequip+
--------------------------------------

 1
1 rcap–
----------------------+

requipCequip

Cutility Cequip+
--------------------------------------





1–

=

SHRnormal SHR– 

SHRnormal
-------------------------------------------------

COPnormal COP– 

COPnormal
-------------------------------------------------

Qcap normal, Qcap– 

Qcap normal,
---------------------------------------------------

Cequip

Cutility CelecWnormal

Celec

Wnormal
Fig. 2 Classification Scheme for AFDD
Adapted from Katipamula and Brambley (2005a)
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The subscript “normal” on a variable indicates that the variable
corresponds to the fault-free operating condition.

The total cost penalty OC of not correcting faults, which equals
the cost savings from servicing the faults, can be determined from
the EPDI from the relation

OC = EPDI  OCnormal = EPDI/(1 + EPDI)  OC (2)

where OC is the total cost of operation before servicing to correct
faults, and OCnormal is the total cost of operation expected after cor-
rection of the faults (i.e., the cost of fault-free operation).

Using this overall economic performance degradation index, Li
and Braun (2007c) estimated the operating cost savings associated
with the application of AFDD for rooftop air conditioners in Cali-
fornia. Monitoring of 20 field sites, which included small retail, play
areas for fast-food restaurants, and modular classrooms in coastal
and inland California, for three years found operating cost savings
from $5 to $51/kW·yr, the precise savings depending on the specific
location and application.

AFDD has the potential to reduce service costs as well as oper-
ating costs. Li and Braun (2007b) also developed an economic eval-
uation procedure to estimate service cost savings, which includes
savings from reduced preventive maintenance inspections, fault pre-
vention, lower-cost FDD, better scheduling of multiple service
activities, and shifting service to the low season. Based on the 20
monitored field sites, $30/kW·yr (around 70% of the original ser-
vice costs) can be saved if the AFDD technology in Li and Braun
(2007a) could be fully applied. To fully apply the AFDD technol-
ogy, hardware and software costs were estimated at $250 to $600 for
individual units, and $700 to $1500 for a site with four units. Pay-
back periods were less than one year, with savings in operating costs
of $5 to $50/kW·yr and an estimated 70% reduction in service costs.

Criteria for Evaluating AFDD Methods
AFDD sensitivity and false-alarm rate are important criteria for

evaluating AFDD methods not only for critical systems but also for
HVAC&R systems. However, the trade-offs between the savings that
could be achieved with early detection of a fault and the cost associ-
ated with a false alarm are not easily quantified. The sensitivity of
AFDD for HVAC&R applications has been evaluated in terms of loss
of efficiency and loss of capacity of the monitored system (Breuker
and Braun 1998a, 1998b; Comstock et al. 2001; Reddy 2007b).
Many early building automation systems provided an unmanageably
large number of alarms, often leading to the alarms either being
ignored or turned off. This experience suggests that overly sensitive
AFDD methods that provide many false alarms could lead to frustra-
tion by users and be disabled by O&M staff. AFFD tools should,
therefore, minimize the occurrence of false alarms.

Sensitivity and false-alarm rate are useful for quantifying perfor-
mance of an AFDD tool; however, AFDD tools and the methods
underlying them have numerous other characteristics that affect
their performance and the cost of implementation. Dexter and Pak-
anen (2001) identified the following characteristics that should be
considered when selecting an AFDD method or tool: (1) sensors and
control signals used, (2) design data used, (3) training data required,
and (4) user-selected parameters. Generally, it is desirable to limit
each of these.

Types of AFDD Tools
The prevalence of faults in HVAC&R systems, as evidenced by

the findings of studies cited previously, and the expectation of
performance gains achievable by detecting and diagnosing faults
(e.g., improved energy efficiency, occupant comfort, indoor air
quality, reduced unscheduled equipment downtime), have spurred
the development of a wide range of AFDD algorithms. AFDD tools
are created by implementing these algorithms in software. The level
of complexity of an AFDD tool rises with the number of compo-
nents and systems analyzed; however, addressing a broader range of
components and systems also generally improves the richness of the
types of faults that can be discovered. Some of the types of AFDD
tools that have been developed for HVAC&R applications are
described here.

Portable Service Tools. Portable service tools are generally
applied while a technician is servicing equipment and, therefore,
collect data over only short periods of time (e.g., minutes or hours
rather than days, weeks, or months), which usually correspond to a
steady-state system operating conditions. These products are used
by service technicians, commissioning agents, and others to evalu-
ate system performance to guide selection and implementation of
corrective measures to address faults. The sensors themselves may
be temporarily or permanently installed. If permanently installed, a
portable service tool is connected to them during equipment or sys-
tem servicing. Common measurements include dry-bulb air temper-
ature, air relative humidity, refrigerant temperatures measured on
the surfaces of tubes, and refrigerant pressures. These portable tools
can perform data acquisition and analysis, providing results on site
during servicing. With this class of diagnostic tool, data are col-
lected usually at steady-state operating conditions for a relatively
small period of time (e.g., minutes).

An example portable AFDD service tool is one for rooftop pack-
aged air-conditioners. For systems that use direct-expansion vapor
compression, diagnostic tools use several performance indicators
(e.g., superheat, subcooling, airflow rate) that have corresponding
performance expectations based on system characteristics and oper-
ating conditions. Patterns of changes in these parameters compared
to expected values during proper operation are used to identify
occurrence of specific faults. Data and diagnostic messages are then
provided to the user to guide the servicing or repair of the system.
The diagnostic tool can then be used to validate that the repair has
been performed properly and corrected the fault.

Controller-Embedded AFDD. Control-embedded AFDD soft-
ware code resides in local device- (or application-) specific control-
lers, where it can be integrated tightly with control logic and have
access to data at the sampling interval of the controller. Access to
these higher-frequency data may enable the detection of faults,
such as unstable control loops, that might be difficult to detect
using data collected at longer data-trending intervals. Embedded
AFDD tools can reduce network traffic by executing the AFDD
code in local controllers and propagating only key parameters or
results to higher levels of a BAS architecture for additional analy-
sis, data visualization, and reporting. Embedding AFDD software
in controllers can also facilitate integration of the outputs with the
alarming capabilities of the building automation system. Compu-
tational and memory limits may place practical constraints on the
complexity and size of the code embedded in local controllers.

AFDD Software Deployed on Networked Workstations
AFDD software deployed on a BAS-connected workstation uses

data collected by the BAS and, in some cases, data from other sen-
sors (e.g., a separate, non-BAS wireless sensor system). The soft-
ware usually resides on a computer that is part of a BAS or has
access to stored data from a BAS. The BAS may serve one or sev-
eral buildings (e.g., a campus). Generally, workstation-based soft-
ware uses data collected or recorded at sampling intervals between
one and five minutes. Data acquisition and analysis may be near
real time or periodic over longer time intervals (e.g., daily) and
depend on the specific application. Because the AFDD is imple-
mented on a computer having significant computational resources,
analytical methods and historical data can be processed with more
complex algorithms than possible with handheld devices and local
controllers. A key strength of workstation AFDD software is its
ability to detect system-level faults arising from interactions
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among components. For example, a rogue variable-air-volume
(VAV) box controller may cause air-handling unit (AHU) fan
power to exceed an expected level during an unoccupied period. In
turn, if the VAV box controller has embedded AFDD, the worksta-
tion application will be able to report not only the fault at the AHU
level, but also the underlying fault at the VAV box. Workstation
AFDD software can require extensive effort for configuration
before use. In particular, mapping points from the BAS to the
AFDD tool can be cumbersome and depends on the number of
measurement and control points used by the AFDD tool.

Web-Based AFDD Software. Web-based AFDD software is an
extension of controller-embedded and workstation-based capabili-
ties. It may obtain data from the BAS, independent data acquisition
systems, and controller-embedded AFDD software, but uses the
Internet to remotely acquire and display results. This feature allows
gathering data for many buildings and supports enterprise-wide
reporting. AFDD processing and analysis may be done locally at the
building, with only results reported, or remotely. Updating software
remotely is another advantage of web-based AFDD. A significant
challenge for web-based AFDD is Internet security, which may
require additional hardware and software administration, even if the
access is periodic and not continuous.

Current State of AFDD in Buildings
During the 1990s, research and development on AFDD methods

for HVAC&R systems grew significantly, yet few commercial
AFDD products exist today. AFDD products available commer-
cially are generally very specialized or are not fully automated. Rea-
sons for the lack of widespread availability and use of AFDD
systems may include lack of demand by the building O&M commu-
nity, possibly as a result of insufficient information on the improve-
ments and cost savings possible from them; lack of adequate sensors
installed on building systems; the higher cost of reliable sensors;
high perceived cost-to-benefit ratio for AFDD; lack of acceptable
benchmarks to quantify the potential benefits; the difficulty of
accessing real-time data for third-party AFDD software; and few
FDD capabilities built directly into building automation systems.

Furthermore, AFDD methods have generally been tested only in
laboratories or special test environments (Breuker 1997; Breuker et
al. 2000; Castro et al. 2003; Gomez et al. 1996; Li and Braun 2003).
Some notable exceptions are reported by Braun et al. (2003), Castro
et al. (2003), Dexter and Pakanen (2001), Downey and Proctor
(2002), and Katipamula et al. (2003b). Many tools have not been
adequately characterized with respect to detection sensitivity and
the rate of occurrence of false alarms in real buildings.

Most AFDD methods developed to date work well when a single
dominant fault is present in a system, but when multiple faults occur
simultaneously or are already present when AFDD is initially
applied, many of the methods fail to properly detect or diagnose the
causes of the faults. Research in the last decade or so has begun to
address detection and diagnosis of multiple simultaneous faults. For
example, Braun et al. (2003) extended the previous work by Breuker
and Braun (1998b) and Rossi and Braun (1997) to diagnose multiple
simultaneous faults. This work has been extended by Li and Braun
(2004a, 2004b, 2007a, 2007b, 2007c, 2007d, 2009a, 2009b, 2009c).

As with other software, AFDD tools require installation and, in
some cases, input of configuration data before they are ready for use
with building systems. Setup can include the installation of sensors
dedicated to the AFDD tool or not present in existing monitoring
and control systems. Configuration may require specifying the type
and possibly even the model of equipment on which the AFDD will
operate. It can also include specifying the kind of or basis for control
(e.g., air-side economizers may be based on dry-bulb temperature or
enthalpy; see the section on Air Handler Sequencing and Econo-
mizer Cooling in Chapter 42). Furthermore, fault detection and
diagnosis must be followed by evaluation of the fault and decision
making regarding whether, when, and how to correct the faults iden-
tified.

Future for Automated Fault Detection and Diagnostics
The commercial availability of AFDD tools is increasing, al-

though somewhat slowly, demonstrating some recognition of their
value. As market penetration and experience in use increase, the
need for improvements will accumulate. Key technical issues still to
be completely addressed include the following (Katipamula and
Brambley 2005b):

• Eliminating the need to handcraft and configure AFDD systems
• Automatic generation of AFDD systems
• Identifying the best AFDD method for each HVAC&R applica-

tion
• Developing decision-support tools for using AFDD in operation

and maintenance
• Developing prognostic tools to transform HVAC&R maintenance

from corrective and preventive to predictive, condition-based
maintenance

• Lowering the cost of obtaining data for AFDD and O&M support

Some AFDD tools require users to implement data collection
from building automation systems, which is often difficult, costly,
and beyond the capabilities of many end users. Other tools require
the input of values or selections for many configuration parameters
(e.g., the specific method used to control an economizer). Solutions
for these problems include (1) developing AFDD tools that include
databases sufficient to cover many equipment models, (2) deliver-
ing AFDD as part of equipment control packages, and (3) develop-
ing methods for automatically generating AFDD tools. The first
approach was introduced in a hand tool for air-conditioning service
providers more than a decade ago. The second approach of embed-
ding AFDD onboard equipment control has started to be used by
some manufacturers of equipment and equipment controls (e.g.,
chillers). The third approach, involving rapid automatic generation
of AFDD, requires research before it emerges in products.

Use of open communication standards for BAS (e.g.,
BACnet®) is increasing, and use of Internet and intranet technolo-
gies is pervasive. These developments make integration of third-
party software with AFDD features that use BAS data easier,
lowering the cost-to-benefit ratio of deploying AFDD systems. To
benefit from these changes, facility managers, owners, operators,
and energy service providers need the capabilities and resources to
better manage this information and, as a result, their buildings and
facilities.

2. SENSING AND ACTUATING SYSTEMS

Sensors
The typical sensors used in smart building systems are not far dif-

ferent from those used in all buildings. Smart building systems rely
on sensors to measure quantities such as temperature, humidity,
pressure, occupancy, electric power and energy use, fossil fuel
energy use, light levels, air speeds, carbon dioxide, and electric har-
monics. See Chapter 36, Measurement and Instruments, of the 2013
ASHRAE Handbook—Fundamentals for in-depth discussion of
measurement techniques for such quantities.

Traditional sensors are connected to control systems via twisted
pairs of wires, which conduct voltage or current signals. Sensor
calibration (i.e., mapping from electronic signals back to measured
physical quantities) can be complicated by nonlinear and/or time-
varying functions, which are often implemented in software code
by field engineers. The calibration process is time consuming and
error prone. In practice, sensors are subject to various defects;
therefore, sensor data should not be used without validation. Under
certain conditions, multiple physical sensors of different kinds
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should be used for reliable measure of a physical quantity. Truly
smart buildings require pervasive use of smart sensors that possess
intelligence and memory to identify, recalibrate, and repair defec-
tive sensors.

The intelligence of smart sensors can be described in four cate-
gories, discussed in the following paragraphs.

Local Intelligence. In local intelligence, the signal and data-
processing capability reside at the local sensor node. For example,
some fire detectors are equipped with multiple physical sensors to
reduce false alarms and increase reliability, using complicated algo-
rithms. Other sensors may be equipped with flash memory to store
historical data. Another type of local intelligence is the ability to
compute information based on raw sensor measurements. For in-
stance, a photoresistor can be used to measure luminance, but the
mapping from voltage across the resistor in the meter to luminance
is not linear. A smart sensor is equipped with circuitry that calcu-
lates the desired quantity onboard, either through analog or digital
approaches.

Networking Intelligence. Sensors with networking intelligence
allow bidirectional communications via scalable, secure, and robust
computer networks. Traditional sensors are connected to ports on
panels via twisted pairs of wires. While implementing control
sequences, engineers must embed the port number and detailed sen-
sor characteristics to calculate the physical quantity of measurement
from electronic signals. In practice, there is usually only one quan-
tity that is measured by each sensor, and the direction of information
flow is always in one direction from the sensor to control panels. As
shown in Figure 3, smart sensors support bidirectional communica-
tions, are individually addressable, and form scalable, reliable, and
robust networks. Networked sensors can be integrated by either
wired or wireless approaches:

• Wired sensors. Some sensors are equipped with network ports and
can be plugged directly into building control networks. They may
support protocols including BACnet (ASHRAE Standard 135),
LonWorks® (ISO 2012), Modbus® (Modbus 2012), etc.

• Wireless sensors. Wireless protocols, such as ZigBee® (ZigBee
Alliance 2008), Z-Wave® (Z-Wave® Alliance 2014), and
WirelessHART® (IEC Standard 62591) are designed for low-
energy, low-data-rate sensors. Wi-Fi (IEEE Standard 802.11),
WiMax (IEEE Standard 802.16), Bluetooth® (Bluetooth SIG

Fig. 3 Traditional Twisted-Pair Wired Sensing 
Architecture Transmitting Analog Signals (Left) versus 

Computer Network Architecture Capable of 
Exchanging Digital Information (Right)
2013), and GSM cellular protocols (Eberspächer et al. 2009) are
also found in different types of sensors.

Data Object Intelligence. In this approach, structured data and
commands are encapsulated within sensor data objects. Traditional
sensors do not have computation capabilities to process high-level
commands from control systems. For sensors with data object intel-
ligence, sensor vendors ship sensors with detailed data sheets and
sophisticated instructions on diagnostics. It is nontrivial work for
field engineers to understand the detailed differences between hun-
dreds of sensors and to implement proper sensor-handling logic in
control systems; this type of intelligence automates those tasks.
BACnet (ASHRAE Standard 135) and IEEE Standard 1451 are rep-
resentative standards that support object models:

• BACnet. This protocol supports data objects in traditional system
architectures. In addition to reading from sensors, a controller can
send commands/messages to sensors. Note that commands are
not sent to physical sensors, where information flow is always
from sensor to panel. For example, the panel can receive a “who-
is” query from other BACnet devices and respond accordingly to
describe its attached sensors.

• IEEE Standard 1451. This smart sensor standard has been
adopted by the automobile industry for test data acquisition. It
features transducer electronic data sheets (TEDS), which make
plug-and-play operation feasible. Because sensor data, including
calibration parameters, are embedded in TEDS, calibration can be
conducted automatically. Numerous IEEE Standard 1451 ven-
dors provide smart sensors for HVAC systems. However, the tech-
nology has not yet been widely adopted by the building industry,
partially because of its high device cost.

Web Automation Intelligence. With this approach, sensor data
objects are exposed as web services and integrated with web appli-
cations. Today, many sensors are connected to the Internet and
expose web services via standard or proprietary application pro-
gramming interfaces (APIs). These devices are often referred as the
“Internet of things,” or IoT. For example, a personal weather station
can measure and submit air quality data to the cloud, where the data
are shared with the world through the Internet. Various vendors col-
lect building performance data from customer sites via the Internet,
process the raw data in the cloud, and expose results of business
analysis to the web for applications of weather monitoring, lighting
control, remote FDD, and IEQ monitoring. Some web data object
standards including XML standards, such as Sensor Model Lan-
guage (SensorML) (OGC® Standard 12-000), Transducer Markup
Language—TransducerML (retired) (OGC® Standard 06-010r6),
and numerous OASIS standards for smart grid and security.

The four levels of intelligence for smart sensors are interdepen-
dent. Local intelligence is the foundation for the entire architecture.
Networking intelligence enables bidirectional data exchange and
shields users from the detailed data transportation mechanism. Data
object intelligence offers an abstracted and concise sensor data
interface for effective software integration and serves as the
enabling technology for plug-and-play sensors. As the result, engi-
neers are liberated from tedious work such as manual sensor cali-
bration. The web automation intelligence is the most advanced form
of “smart” for sensors. Propelled by increasing applications in
cloud computing, smart grid, and mobile devices, smart sensors
with web automation intelligence could be widely used to enable
smart building systems.

Actuators
The typical actuators used in smart buildings are similar to those

used in all buildings. Smart buildings rely on actuators to, among
other tasks, modify air flows through damper control and other
means, modify chilled-water flow, adjust steam flows, shut off elec-
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trical devices, and adjust shading devices. Refer to Chapter 7 of the
2013 ASHRAE Handbook—Fundamentals for in-depth discussion
of control actuation approaches for building systems.

A smart actuator is one that can correct itself and is possibly self
powered. It can also have some sort of display showing the status of
the actuator, either on the actuator itself, or on monitoring software
having data sent to it directly from the actuator.

Smart actuators are relatively new and are still in the research
phase. Not many commercially available smart actuator technolo-
gies are currently on the market. Research is ongoing to develop
self-correcting HVAC actuators that detect soft faults (e.g., prob-
lems in computer software, incorrect set points) and automatically
correct to the proper operating condition, as well as to develop ways
to automatically correct hard faults (e.g., bent damper linkages) by
adjusting actuator response to compensate for the faults (Fernandez
et al. 2009; Siemens VAI 2008). Other efforts have pursued devel-
oping self-powered actuators that communicate using wireless
mechanisms. These devices can control valves and dampers and are
powered through harvested thermal or vibrational energy. Because
actuators require more energy than sensors, power management is
critical in such devices to ensure that they function as desired.

As smart actuators mature, the HVAC field could benefit from
this new technology through potential energy savings (e.g., prevent-
ing energy waste from faulty actuators and by using self-powered
actuators) and through potential maintenance cost savings (e.g.,
from automated calibration).

Sensor and Actuator Integration
To achieve truly smart buildings, smart sensors and actuators

must take advantage of all data obtained throughout the building.
Communication between devices is therefore critical. With the large
number of sensing and actuating points, conventional sensor wiring
may become impractical, especially when attempting to implement
these systems on existing buildings. For these reasons, communica-
tion (via wireless means and power lines) is a vital technique to inte-
grate smart devices to make a complete building network.

Chapter 40 provides an in-depth discussion of wireless technol-
ogies, suitable applications for wireless devices, and selection of
wireless systems. For smart sensing and actuating, low-data-rate
technologies are most appropriate, though radios based on IEEE
Standard 802.11 could be used because of their large market.
Although reliable communications are of paramount importance
when considering wireless communications, low maintenance
becomes critical when many devices are present in a building. One
of the key maintenance concerns is the need to replace batteries,
because many of these devices may not have convenient access to
line power. Protocols for low-data-rate applications attempt to min-
imize energy consumption of these devices by taking steps such as
putting the devices to sleep when they are not actively taking mea-
surements, performing actions, or transmitting or receiving com-
mands. IEEE Standard 802.15.4 is one such protocol that specifies
the physical layers and media access control of radios appropriate
for low-data-rate applications. This standard forms the basis of
specifications such as ZigBee (ZigBee Alliance 2008), ISA Stan-
dard 100.11a, WirelessHART (IEC Standard 62591), and proprie-
tary protocols, such as MiWi™, which add upper layers to IEEE
Standard 802.15.4 to increase usability.

Reliability of Wireless Communications in Buildings. Attenu-
ation of signals by building materials and interference from other
devices make long-distance signal travel difficult. To overcome these
problems, different network topologies can be implemented to make
the network more robust. For example, a mesh network can allow
each device to transmit and receive, communicating with other
devices to relay messages through the network to their intended des-
tinations or to enable direct communication between devices without
the need for central control equipment. The intelligence can, there-
fore, be moved down to specific portions of the building.

Wired Power Line Communications (PLC). Power line com-
munication can also be used to reduce the cost and effort in deploying
smart sensors and actuators throughout a building. In this type of
communication, signals are sent over the same wires that carry alter-
nating current (ac) electric power in a building. This approach
reduces the need to run dedicated control system wiring and is espe-
cially useful in existing buildings. Some installation of wiring may
still be needed to connect the sensor or actuator to the nearest electri-
cal outlet. Modulated signals are typically sent at frequencies away
from the common 50 to 60 Hz frequency of ac electricity. Bandwidth
that is appropriate for streaming Internet traffic can be achieved, but
noise on the lines and components of the electrical system (e.g.,
transformers) can make the signal unavailable in certain installations.
IEEE Standard 1901 provides specifications for providing high-
speed broadband networking over power lines using frequencies
below 100 MHz. A variety of commercial protocols are available to
provide a suite of products that can communicate with each other.

Physical integration of the sensors and actuators is not the final
step in developing the components of a smart building; integrating
the data streams seamlessly is a challenge, considering the poten-
tially large number of devices. IEEE Standard 1451 provides guid-
ance that aims to create plug-and-play devices that automatically
report key operating parameters to other devices connected to them.
Standards such as these will help to ease the burden in configuring
sensing and actuating systems in buildings.

3. SMART GRID BASICS

This section provides the basis for understanding changes occur-
ring in the electric grid infrastructure and how buildings now and in
the future interact with the grid. Because this is a rapidly evolving
topic area, readers are encouraged to seek additional information on
the latest changes and future directions. For additional resources and
information, refer to the U.S. Department of Energy’s SmartGrid
.gov (http://smartgrid.gov) and Energy.gov (http://energy.gov/oe
/technology-development/smart-grid/smart-grid-primer-smart-grid
-books) web pages.

Brief History of Electric Power Grid
In the early days of commercial electric power, direct current

(dc) electricity was transmitted at the same voltage as end users
(consumers) required, thus limiting the distance over which elec-
tricity could be transmitted. Direct current, however, could not eas-
ily be increased in voltage for long-distance transmission without
incurring significant line losses. Different classes of loads (e.g.,
lighting, fixed motors, traction/railway systems) required different
voltages, and so used different generators and transmission lines.
This specialization of generation and transmission was inefficient
for low-voltage, high-current circuits, because generators needed to
be near their loads. Thus, the electric grid seemed to be developing
into a distributed generation system, with large numbers of small
generators located near their loads. However, as electricity use
increased, it soon became apparent that using common generating
plants and transmission networks for all loads yielded economies of
scale that could lower costs and the overall capital investment
required. This standardization of the grid also enabled more effi-
cient use of all grid assets.

By allowing multiple generating plants to be interconnected over
a wide area on a common network, the cost of electricity was
reduced. The most cost-effective and efficient plants could supply
electric power reliably to geographically distributed and temporally
varying loads. Remote and low-cost sources of energy, such as
hydroelectric power or mine-mouth coal, could be exploited to
lower energy production cost.

http://smartgrid.gov
http://energy.gov/oe/technology-development/smart-grid/smart-grid-primer-smart-grid-books
http://energy.gov/oe/technology-development/smart-grid/smart-grid-primer-smart-grid-books
http://energy.gov/oe/technology-development/smart-grid/smart-grid-primer-smart-grid-books
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Rapid industrialization in the early 20th century made electric
power systems a critical part of the infrastructure in most industrial-
ized nations. Interconnection of local generation plants and small dis-
tribution networks was driven by the needs of World War I, with large
electric power plants built by governments to provide electricity to
munitions factories. Later, these generating plants were used to sup-
ply civil loads through long-distance transmission lines. In the United
States, an important part of developing the grid occurred with the pas-
sage of the Rural Electrification Act of 1936, which provided federal
loans for installation of electrical distribution systems to serve rural
areas of the United States. The funding was channeled through coop-
erative electric power companies, most of which still exist today.
These member-owned cooperatives purchased power on a wholesale
basis and distributed it using their own network of transmission and
distribution lines. Because electricity must be produced at the exact
rate at which it is consumed, the electric power grid is the largest and
one of the most tightly controlled machines in the world today.

Electric Power Grid Operational Characteristics
The modern electric grid is modeled as three interconnected

domains (Figure 4). The generation system produces electric
energy. This domain contains a set of power stations and distributed
energy generators (e.g., residential solar photovoltaic systems). The
electricity generated is conditioned to reduce losses and is then
transmitted over long distances across the transmission system.
The transmission system typically consists of high-voltage wires that
distribute electricity hundreds of miles. When needed to power loads
within a region, the electricity is reconditioned (i.e., converted and/
or stepped down in voltage) and distributed to customers over the
distribution system. The distribution system is ordinarily a network
of medium-voltage wires that distribute energy across a metropolitan
area. The distribution system also includes electrical substations that
transform the energy to the low voltages needed by customer loads
and transmit it over the wires connected to the customer.

A transmission grid is a network of power stations, transmis-
sion lines, and substations. Electricity is usually transmitted within
a grid as three-phase alternating current (ac). Single-phase ac is
used only for distribution to end users, because it is not suitable for
large, polyphase induction motors. In the 19th century, two-phase
transmission was used but required either four wires or three wires
with unequal currents. Higher-order-phase systems require more
than three wires, but deliver marginal benefits.

In the United States, the transmission grid is divided into several
regional operating units that manage overall electric transmission
within their own territories and between regions (see Figure 5).

The capital cost of electric power stations is so high, and electric
demand so variable, that it is often less expensive to import some
portion of the needed power than to generate it locally. Because
nearby loads are often correlated (e.g., hot weather in the South-
western United States might cause many people to use air con-
ditioners simultaneously), electricity often comes from distant
sources. Because of the economics of load balancing, wide-area

Fig. 4 Electric Power Grid
U.S. Department of Energy (undated)
transmission grids now span across countries and even large por-
tions of continents. The web of interconnections between power
producers and consumers ensures that power can flow, even when
a few links are inoperative.

The unvarying (or slowly varying over many hours) portion of the
total electric system demand is known as the base load and is gen-
erally served by large generation facilities (which are efficient for
this purpose because of economies of scale) with low variable costs
for fuel and operations. Such facilities might be nuclear, natural-gas,
or coal-fired power stations or, in some locations, hydroelectric
plants. Variable renewable energy sources, such as solar photovolta-
ics, wind, and wave power, because of their intermittency, are not
considered base-load capable (unless firmed by storage) but can still
add power to the grid. The remaining power demand is supplied by
intermediate load-following plants and peaking-power plants, which
are typically smaller, faster-responding, and higher-cost sources,
such as combined-cycle or combustion turbine plants fueled by nat-
ural gas.

Subtransmission is part of an electric power transmission system
that runs at relatively lower voltages. It is uneconomical to connect
all distribution substations to the high main transmission voltage,
because the equipment is larger and more expensive. Typically, only
larger substations connect with this high voltage. The electric power
is stepped down and sent to smaller substations in towns and neigh-
borhoods. Subtransmission circuits are usually arranged in loops so
that a single line failure does not cut off service to a large number of
customers for more than a short time. Although subtransmission cir-
cuits are usually carried on overhead lines, buried cable is also used
in urban areas.

The amount of power that can be sent over a transmission line is
limited. These limits vary depending on the length of the line and
can depend on the ambient temperature. For a short line, heating of
conductors because of line losses sets a thermal limit. If too much
current is drawn, conductors may sag too close to the ground or
other obstructions (e.g., trees), or conductors and equipment may be
damaged by overheating. For intermediate-length lines on the order
of 100 km, the limit is set by the voltage drop in the line. For longer
ac lines, system stability limits the power that can be transferred.

Fig. 5 Interconnections in Area of Responsibility of North 
American Electric Reliability Corporation (NERC)

NERC (2012)
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Approximately, the power flowing over an ac line is proportional to
the cosine of the phase angle of the voltage and current at the receiv-
ing and transmitting ends. This angle depends on system loading
and generation, and it is undesirable for the angle to approach 90°.
Very approximately, the allowable product of line length and maxi-
mum load is proportional to the square of the system voltage. Series
capacitors or phase-shifting transformers are used on long lines to
improve stability. High-voltage dc lines are restricted only by ther-
mal and voltage drop limits, because the phase angle is not material
to their operation.

To ensure safe and predictable operation, the components of the
transmission system are controlled with generators, switches, circuit
breakers, and even loads. The voltage, power, frequency, load factor,
and reliability capabilities of the transmission system are designed to
provide reliable, cost-effective performance for customers.

The transmission system provides for base- and peak-load capa-
bility, with safety and fault tolerance margins. The peak-load times
vary by region largely because of differences in the industry mix. In
very hot and very cold climates, home air-conditioning and heating
loads can have a significant effect on the overall load at times. These
loads are typically highest in the late afternoon in the hottest part of
the year, and in mid-mornings and mid-evenings in the coldest part
of the year. This variability makes the power requirements differ by
season and the time of day. Distribution system designs take the
base and peak loads into consideration.

Electricity produced by the generation system has to match the
energy consumed by the loads, or the system becomes unstable. The
transmission system usually does not have a large storage capability
to match the varying energy consumed by loads. Thus, fast-acting
balancing generation units (known as spinning reserves) are con-
nected to the transmission system and kept matched to the load to
prevent overloading failures of the generation equipment.

Typical Building Load Profile
Figure 6 depicts a typical commercial building load profile in

relation to the utility system load profile. The profile reflects the
building’s individual characteristics, including building use,
occupancy and equipment schedules, equipment characteristics,
and building control strategies used. In contrast, the utility system
load is the aggregate of all the individual loads, including commer-
cial facilities, but also includes residential, industrial, and public
facilities. Although individual commercial facility electric loads
may have the same general shape as the utility system load, they
may not have an identical shape and may peak at different times
given the aggregation of the many loads that make up the system
load. Understanding the relationship between the load profile of an
individual facility and the overall system profile provides the basis
for optimizing electricity use and costs to the mutual benefit of the
grid and the customer.

Utility Demand Response Strategies
Demand response is the change in electric usage by end-use

customers from their normal consumption patterns in response to
changes in the price of electricity over time, or to incentive pay-
ments designed to induce lower electricity use at times of high
wholesale market prices or when system reliability is jeopardized
(DOE 2006).

Flexible load shape attempts to achieve a load shape composed
of end-use services with varying degrees of reliability, allowing the
utility the flexibility to control/adjust end-use demand in accor-
dance with supply capability. In exchange for accepting a lower
level of reliability, a customer receives some financial incentive. A
flexible load shape may be achieved using interruptible loads,
energy management systems, or individual customer load control
devices imposing service constraints.

Peak shaving reduces the amount of energy purchased from a
utility company during the peak. Many businesses pay for their elec-
tricity consumption on a time-of-use basis. Peak demand charges
typically apply to electricity consumed within the peak hours,
whereas lesser charges apply to the remainder of the day.

Direct load control involves the utility disabling and enabling
consumer end uses. A communication system between the utility
and the customer transmits control instructions to a receiver and
control actuator on the customer’s premises that enables activation/
Fig. 6 Example Commercial Building Load Profile in Relation to Utility System Load
Adapted from Price (2010)
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deactivation of customer loads. Many utilities use direct load con-
trol to reduce peaking requirements, and consider control only dur-
ing the most probable days of the system peak. Other utilities use
direct load control to reduce operating cost and dependence on crit-
ical fuels.

Valley filling involves increasing energy consumption in a time
period when the electric system is under used. Valley filling may be
particularly desirable where the long-run marginal cost of electric-
ity is less than the average price of electricity. Properly priced off-
peak load can decrease the average price for the customer and pro-
vide cost or capacity benefits to the utility. Valley filling can be
accomplished in several ways, including using thermal energy stor-
age (water or space heating or cooling).

Load shifting moves energy consumption to another time
period, typically when prices are lower. Common options include
storage water heating, storage space heating, cool storage, and time-
of-use or other special rates. The shifting usually occurs within a
24 h period. The total energy used by a customer needs not be sig-
nificantly affected by load shifting.

Strategic conservation is directed at reducing end-use con-
sumption, often through increased efficiency. The change reflects a
reduction in sales and a change in the use pattern. Examples include
weatherization and appliance efficiency improvement.

Strategic load growth increases end-use consumption by in-
creasing energy sales beyond the valley-filling strategy. The empha-
sis is often on increasing total sales without regard to the seasonal or
daily timing of the load. Strategic load growth may involve area de-
velopment, electrification, and increased market share of loads that
are or can be served by competing fuels.

Utility Rate Options and Strategies
Public regulatory bodies provide incentives to drive customer

behaviors using electric tariff design. To increase the reliability and
use of existing generation assets or reduce the need for additional
generation/transmission assets, there are two methods to reduce cus-
tomer demand during peak consumption times. Utility customers
can be induced to provide demand response either through dynamic
pricing tariffs, retail electric rates that reflect short-term changes in
wholesale electricity costs (e.g., hourly pricing or critical-peak pric-
ing), or through demand response programs that offer customers
payments in return for reducing consumption when called upon to
mitigate high market prices or reserve shortfalls. Table 1 shows com-
mon types of demand response programs.

Modern Smart-Grid Strategy
The smart grid represents a modern grid concept that would

replace dated infrastructure with currently available and future tech-
nologies that enable safe and secure two-way flows of electricity
and information between customers and their electricity providers.
In the typical grid configuration, energy predominately flows one
way, from utilities to consumers, and information flows almost
exclusively one-way, from consumers’ power meters to grid opera-
tors. However, with the smart grid, energy and information would
flow easily from the grid to customers, and vice versa, in real time.

The vision for the modern electric grid is one that

• Motivates and includes the consumer
• Accommodates all generation and storage options
• Enables markets
• Provides power quality for 21st-century needs
• Resists attacks
• Self heals
• Optimizes assets and operates efficiently
• Provides less expensive electric power more cleanly

Two-way flows of energy and information would provide
customers with valuable information about their electricity prices
and consumption patterns. This would enable customers to better
manage their electricity use. On the utility side, the grid could be
more accurately balanced, brownouts or blackouts could be avoided,
and outages could be quickly mitigated. Advantages of the smart grid
to the utility and to consumers are compared in Figure 7.

Investments in the smart grid are expected to yield the following
four long-lasting effects (Lott et al. 2011):

• Next-generation electric power grid infrastructure that replaces
the existing grid

• Substantial improvements in energy efficiency that bring finan-
cial and environmental benefits

• Greater use of renewable generation
• Widespread use of distributed generation

Table 1 Common Types of Demand Response (DR) Programs: 
Price Options and Incentive- or Event-Based Options

Price-Based DR Programs:
Higher Prices Used to Induce Demand Reduction

Time of use (TOU) 
rates

Rates with fixed price blocks that differ by time of 
day.

Critical peak pricing 
(CPP)

Rates include a prespecified, extra-high rate that is 
triggered by the utility and is in effect for a limited 
number of hours.

Real-time pricing 
(RTP)

Rates vary continually (typically hourly) in response 
to wholesale market prices.

Incentive- or Event-Based Programs:
Incentives Provided to Induce Demand Reduction

Direct load control Customers receive incentive payments for allowing 
utility a degree of control over certain equipment.

Demand bidding/
buyback programs

Customers offer bids to curtail load when wholesale 
market prices are high or identify how much they 
would be willing to curtail at posted prices.

Emergency demand 
response programs

Customers receive incentive payments for load 
reductions when needed to ensure reliability, but 
curtailments are voluntary.

Capacity market 
programs

Customers receive incentive payments or rate dis-
counts/bill credits for providing load reductions as 
substitutes for system capacity.

Interruptible/
curtailable programs

Customers receive a discounted rate or bill credit for 
agreeing to reduce load upon request. If participants 
do not curtain when requested, they can be penal-
ized.

Ancillary services 
market programs

Customers receive payments from a grid for ancil-
lary services provided. Require that customers are 
able to adjust load quickly.

Sources: FERC (2006), Goldman et al. (2010).

Fig. 7 Benefits of Smart Grid as Viewed by 
Utilities and Customers

Lott et al. (2011)



Smart Building Systems 61.11

Li
ce

ns
ed

 fo
r s

in
gl

e 
us

er
. ©

 2
01

5 
A

S
H

R
A

E
, I

nc
.

This file is licensed to you for use at your computer.  Duplication and distribution to others is prohibited.
This smart-grid strategy is intended to enable a new kind of load
response, in which loads and generation are on an equal footing with
equal visibility of the value of electricity in real time. It includes use
of automation and other tools to enable even small customers to
manage load in response to the real-time value of energy. It focuses
on integrating renewables and higher reliability and resiliency, as
well as distributed energy (customer-owned generation and storage)
and advancing the regulatory framework to enable customers (and
small generators) to manage the distributed energy resources and
load in a variable-price environment.

Relevance to Building System Designers
As the modern grid develops, buildings will need grid communi-

cations to know the condition of the grid and to determine how to
respond to it. Facilities can be operated in ways that support grid
reliability while potentially lowering their costs of operation by
managing loads and storage to contribute to balancing grid-wide
demand and changes to the generation mix. An example is Open
Automated Demand Response (OpenADR™), a research and stan-
dards development collaboration for power demand management.
Typically, OpenADR is used to communicate data and signals that
turn off powered devices when electrical demand is high. See
OpenADR Alliance (undated) for more information.

Buildings and facilities should be designed for operation in an
environment where electricity is valued in real time, varying
throughout the day. Building owners, managers, and designers
should consider incorporating automation to allow shifting and
shedding loads, as well as planning to allow for thermal energy stor-
age and renewable energy generation systems integration. Further,
there should be some consideration of microgrid operations, with
additional fossil-fuel-based distributed generation (fuel cells, diesel
generators, etc.) and electrical storage capability on site.

In the future, not only will electricity costs become more dy-
namic, energy prices will continue to rise. Controlling energy costs
begins with energy efficiency as the cornerstone of an overall en-
ergy management plan. Strategies for developing a site-specific
plan can be found in EPA (undated).

The success of the smart grid depends on interoperability and
communication between energy service providers and facility
energy management systems to effectively manage supply and
demand. Proposed ASHRAE Standard 201P, Facility Smart Grid
Information Model (under development), would define an abstract,
object-oriented information model to enable appliances and con-
trol systems in homes, industrial facilities, and other buildings to
manage electrical loads and generation sources in response to com-
munication with a smart electrical grid and to communicate infor-
mation about those electrical loads to the utility and other electrical
service providers. This model defines a comprehensive set of data
objects and actions that support a wide range of energy manage-
ment applications and electrical service provider interactions, in-
cluding on-site generation, demand response, electrical storage,
peak-demand management, direct load control, and other related
energy management functions. This standard will become part of
the Smart Grid Interoperability Panel (SGIP; http://www.sgip.org)
catalog of standards recommended for adoption by utilities and en-
ergy service providers.
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