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P R E F AC E  

This preface,  as wel l  as al l  footnotes and ann exes,  is  i ncluded for inform ation purposes and is not part of 
AN SI /I SA-95. 06. 01 -201 4.  

The standards referenced with in  this docum ent m ay contain  provisions which,  through  reference i n  th is 
text,  consti tu te requ irem ents of this docum ent.  At the ti m e of publ ication,  the editi ons indicated were val id.  
Al l  stan dards are subj ect to  revision,  and parties to agreem ents based on  th is docum ent are encouraged 
to i nvestig ate the possibi l i ty of appl yi ng  the m ost recent editi ons of the standards i ndicated with in  this 
docum ent.  Mem bers of I EC and I SO m aintain  registers of currently val id  I nternati onal  Standards.  AN SI  
m aintains reg isters of currentl y val id  U . S.  N ational  Standards.   

This docum ent has been prepared as part of the service of I SA,  th e I nternational  Society of Au tom ation 
Society,  toward a goal  of u niform ity in  the field  of i nstrum entation.  To be of real  valu e,  th is docum ent 
should  not be static but sh ould  be su bject to periodic revi ew.  Toward this end,  the Society welcom es al l  
com m ents and criticism s and asks that they be addressed to the Secretary,  Stan dards an d Practices 
Board;  I SA;  67 Al exander Drive;  P.  O.  Box 1 2277;  Research Triangle Park,  N C  27709;  Telephone (91 9)  
549-841 1 ;  Fax (91 9)  549-8288;  E-m ail:  stan dards@isa. org .  

The I SA Standards and  Practices Departm ent is aware of the growing  n eed for attenti on to th e m etric 
system  of u nits in  g eneral,  and the I ntern ati onal  System  of U nits (SI )  i n  particular,  in  the preparation  of 
instrum entation  standards.  The Departm ent is further aware of the benefits to U SA u sers of I SA 
standards of i ncorporatin g  suitable references to th e SI  (and the m etric system )  in  their busi ness and 
professional  deal ings with  other cou ntri es.  Toward  thi s end,  this Departm ent wi l l  en deavor to introduce 
SI -acceptable m etric units i n  al l  new and revised standards,  recom m ended practices,  and  technical  
reports to the greatest extent possi ble.  Standard for Use of the International System of Units (SI): The 
Modern Metric System,  published by the Am erican Society for Testing  & Materials as I EEE/ASTM SI  1 0-
97,  and future revisions,  wi l l  be the reference gu ide for definitions,  sym bols,  abbrevi ations,  and 
conversi on factors.  

I t is the pol icy of I SA to encourag e an d welcom e the participation  of all  concerned indi viduals and 
interests in  the developm ent of I SA standards,  recom m ended practices,  an d techni cal  reports.  
Participation  i n  th e I SA standards-m aking  process by an i ndividu al  in  no way constitutes endorsem ent by 
the em ployer of that indi vid ual,  of I SA,  or of an y of the standards,  recom m ended practices,  and tech nical  
reports that I SA develops.  

CAUTION —  ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS 
INSTITUTE WITH REGARD TO PATENTS.  IF ISA IS INFORMED OF AN EXISTING PATENT THAT IS 
REQUIRED FOR USE OF THE STANDARD, IT WILL REQUIRE THE OWNER OF THE PATENT TO 
EITHER GRANT A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY USERS COMPLYING 
WITH THE STANDARD OR A LICENSE ON REASONABLE TERMS AND CONDITIONS THAT ARE 
FREE FROM UNFAIR DISCRIMINATION.   

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS STANDARD,  THE USER IS 
CAUTIONED THAT IMPLEMENTATION OF THE STANDARD MAY REQUIRE USE OF TECHNIQUES, 
PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS.  ISA TAKES NO POSITION ON THE 
EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE INVOLVED IN IMPLEMENTING 
THE STANDARD.  ISA IS NOT RESPONSIBLE FOR IDENTIFYING ALL PATENTS THAT MAY 
REQUIRE A LICENSE BEFORE IMPLEMENTATION OF THE STANDARD OR FOR INVESTIGATING 
THE VALIDITY OR SCOPE OF ANY PATENTS BROUGHT TO ITS ATTENTION.  THE USER SHOULD 
CAREFULLY INVESTIGATE RELEVANT PATENTS BEFORE USING THE STANDARD FOR THE 
USER’S INTENDED APPLICATION.  

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS STANDARD WHO IS AWARE OF ANY 
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE STANDARD NOTIFY THE ISA 
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.  

ADDITIONALLY,  THE USE OF THIS STANDARD MAY INVOLVE HAZARDOUS MATERIALS,  
OPERATIONS OR EQUIPMENT.  THE STANDARD CANNOT ANTICIPATE ALL POSSIBLE 
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN 
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HAZARDOUS CONDITIONS.  THE USER OF THIS STANDARD MUST EXERCISE SOUND 
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE USER’S 
PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE APPLICABILITY OF 
ANY GOVERNMENTAL REGULATORY LIMITATIONS AND ESTABLISHED SAFETY AND HEALTH 
PRACTICES BEFORE IMPLEMENTING THIS STANDARD.  

THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE IMPACTED 
BY ELECTRONIC SECURITY ISSUES.  THE COMMITTEE HAS NOT YET ADDRESSED THE 
POTENTIAL ISSUES IN THIS VERSION.  

 

Th is  s tandard  was  approved  by the  I SA Standards  and  Practices  Board  on  3  September  201 4:  
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D E D I C ATI ON  

 

Th i s  s tan d ard  i s  d ed i cate d  wi th  g re at  res p ect  an d  g rati tu d e  to  th e  m em o ry o f  D r.  Th eo d o re  ( Te d )  
W i l l i am s ,  P ro fes s o r o f  E n g i n eeri n g  at  P u rd u e  U n i vers i t y,  wh o  i s  kn o wn  f o r th e  d e ve l o pm en t o f  
th e  P u rd u e  E n terpri s e  R efere n ce  Arch i tec tu re  u p o n  wh i ch  th e  I S A - 9 5  s eri es  o f  s tan d ard s  i s  
bas e d .  D r.  W i l l i am s  was  an  earl y l e a d er an d  m aj o r co n tri b u to r i n  th e  d e ve l o pm en t o f  th e  I S A- 9 5  
s eri es .  

Am o n g  h i s  m an y acc o m pl i s h m e n ts ,  D r.  W i l l i am s  s erve d  as  D i recto r o f  th e  P u rd u e  Lab o rato ry fo r  
App l i ed  I n d u s tri al  C o n tro l  fro m  1 9 6 5  to  1 9 9 4;  as  pres i d e n t  o f  th e  Am eri c an  Au to m ati c  C o n tro l  
C o u n ci l  ( AAC C )  fro m  1 9 6 5  to  1 9 6 7;  as  pres i d e n t  o f  I S A i n  1 9 6 9 ;  an d  as  th e  f i rs t  ch ai rm an  o f  th e  
I F AC /I F I P  Tas k Fo rc e  o n  Arc h i tectu res  fo r  I n te g rati n g  M an u factu ri n g  Acti vi t i es  an d  E n terpri s es  
fro m  1 9 9 0  to  1 9 9 6 .  

D r.  W i l l i am s  was  award e d  th e  S i r  H aro l d  H art l e y  S i l ver M e d al  b y th e  I n s ti tu te  o f  M eas u rem en t  
an d  C o n tro l  i n  Lo n d o n ,  E n g l an d  i n  1 9 7 6 ,  an d  th e  A.  F .  S p erry F o u n d er Award  G o l d  M ed al  b y I S A 
i n  1 9 9 0 .  
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Enterprise-Control  System  Integration  

Part  6:  Messag ing  Service  Model  

 

FOREWORD 

I S A- 9 5  i s  a  m u l t i - p art  s e ri es  o f  s tan d ard s  th at  d e fi n es  e n terpri s e  to  co n tro l  s ys tem  i n te g rati o n .  
Th i s  P art  6  s tan d ard  d efi n es  a s et  o f  s ervi c es  ( M es s ag i n g  S ervi ce  M o d e l  –  M S M )  u s e d  to  
i n terfac e  bu s i n e s s  an d  m an u fac tu ri n g  acti vi ti es .   

  C l au s e  4  i s  n o rm ati ve.  I t  d efi n es  th e  g en eral  s e rvi c e  m o d e l  an d  fu n c ti o n s  o f  th e  M S M  
s ervi ces .  

  C l au s e  5  i s  n o rm ati ve.  I t  d ef i n es  th e  m eth o d s  o f  o p erati o n  o f  M S M  c h an n e l s ,  to p i cs ,  an d  
s ecu ri t y.  

  C l au s e  6  i s  n o rm ati ve .  I t  d ef i n es  th e  M S M  s e rvi c e  d ef i n i t i o n s .    

  C l au s e  7  i s  i n fo rm ati ve.  I t  i l l u s trates  s c en ari o s  fo r u s e  o f  th e  M SM  s e rvi c es .   

  C l au s e  8  i s  n o rm ati ve .  I t  d ef i n es  co m p l i an ce .   

  An n ex  A i s  i n fo rm ati ve .  I t  pro vi d es  co n s i d erati o n s  fo r ( M S M )  s ervi ce  pro vi d ers .  

  An n ex  B  i s  i n f o rm ati ve .  I t  pro vi d es  a bri ef  d es cri pti o n  o f  E n te rpri s e  Se rvi ce  B u s es  as  a  
m es s ag e  exch an g e  m ech an i s m .   

  An n ex  C  i s  a  b i b l i o g raph y.  

Th e  I S A- 9 5  s eri es  c o n s i s ts  o f  th e  fo l l o wi n g  s tan d ard s  u n d er th e  g en eral  t i t l e  E n terpri s e - C o n tro l  
S ys tem  I n teg rati o n :  

  P art  1 :  M o d e l s  an d  Term i n o l o g y 

  P art  2 :  O bj ect  M o d e l s  an d  Attri bu tes  

  P art  3 :  Acti vi t y M o d e l s  o f  M an u fac tu ri n g  Op erati o n s  M an ag em en t  

  P art  4 :  O bj ect  M o d e l s  an d  Attri bu tes  o f  M an u f actu ri n g  O perati o n s  M an ag e m en t  

  P art  5 :  B u s i n es s - to - M an u factu ri n g  Tran s acti o n s  

  P art  6 :  M es s ag i n g  S e rvi c e  M o d e l  

Fo r m o re  i n fo rm ati o n  o n  th e  I S A - 9 5  s eri es  o f  s tan d ard s ,  vi s i t  www. i s a. o rg /s tan d ard s .  
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INTRODUCTION  

Th i s  I S A- 9 5  P art  6  s tan d ard  i s  b a s e d  o n  th e  u s e  o f  I S A- 9 5  o bj ec t  m o d e l s  d ef i n e d  i n  I S A- 9 5  P arts  
2 ,  4  an d  5  ( P arts  1  an d  3  d o  n o t  co n tai n  o bj ect  m o d e l s )  to  d ef i n e  a s et  o f  s ervi ces  th at  m ay b e  
u s e d  to  exch an g e  i n fo rm ati o n  m es s ag es .  I t  i s  rec o g n i z e d  th at  o th e r ,  n o n - P art  6  s ets  o f  s ervi c es  
are  p o s s i b l e  an d  are  n o t  d e em ed  i n val i d  as  a res u l t  o f  th i s  s tan d ard .  Th i s  P art  6  s tan d ard  d efi n es  
a M es s ag i n g  S ervi ce  M o d e l  ( M S M )  fo r e xch an g i n g  d ata exch an g e  m es s ag es  i n  a  
pu b l i s h /s u bs cri b e  m o d e  an d  a  re q u es t/res p o n s e  m o d e.  I t  d ef i n es  a  m i n i m al  i n terf ace  s u bs et  to  
m es s ag e  exch an g e  s ys te m s .   

Th e  M es s ag i n g  S ervi ce  M o d e l  pro vi d es  a m eth o d  fo r ap p l i cati o n s  to  s e n d  an d  rece i ve  m es s ag es  
fro m  M S M  s ervi ce  pro vi d ers  wi th o u t  re g ard  to  th e  u n d erl yi n g  co m m u n i c ati o n  m ech an i s m ,  as  p art  
o f  a  co m pl e te  app l i c ati o n - to - app l i c ati o n  co m m u n i c ati o n  pro to c o l .  

Th i s  P art  6  s tan d ard  d efi n es  a s e t  o f  s ervi c es  d ef i n i ti o n s  th at  are  d e s i g n e d  to  pro vi d e  th e  
fu n cti o n al i t y n e ed e d  fo r a  ve n d o r - i n d ep e n d e n t  m eth o d  fo r s e n d i n g  an d  re ce i vi n g  d ata exc h an g e  
m es s ag es  o n  a m es s ag e  exch an g e  s ys tem ,  s u ch  as  an  E n terpri s e  S ervi ce  B u s  ( E S B) .   

Th e  kn o wl e d g e  re q u i re m en ts  to  i n terfac e  to  j u s t  o n e  m es s ag e  exch an g e  s ys tem  can  b e  
i m m en s e ,  an d  are  u s u al l y n o t  tran s f erab l e  to  a d i fferen t  s ys tem .  M S M  d efi n es  a s i n g l e  i n terfac e,  
i n d e pe n d e n t  o f  th e  u n d erl yi n g  s ervi c es ,  fo r  Le ve l  3 - 3  an d  Le ve l  4 - 3  co m m u n i c ati o n s .  Th i s  
rem o ves  th e  n ee d  fo r ve n d o rs  to  bu i l d  c u s to m  i n terface  after  cu s to m  i n terface ,  an d  fo r en d  u s ers  
to  g et  l o cke d  i n to  a  s i n g l e  ven d o r b ecau s e  th e i r  i n ves tm en t  p re ve n ts  th e m  from  reu s i n g  an y o f  
th e  i n te g rat i o n  effo rts .  

E n terpri s e - co n tro l  s ys te m  i n te g rati o n  i n vo l ves  m u l t i pl e  d i fferen t  s teps  to  exch an g e  d ata be twe en  
d i ffere n t  co m pu ter s ys te m  app l i cati o n s ,  as  s h o wn  i n  F i g u re  1 .   

a)  Th e  ap p l i cati o n s  u s u al l y h ave  d i ffere n t  i n tern al  repres e n tati o n s  o f  exc h an g e d  o bj ects  i n  
th e i r  o wn  l o cal  d ata s to re s .  Th i s  re pres e n tati o n  i s  u s u al l y co n verte d  fro m  th e  l o cal  fo rm at 
to  a  co m m o n l y accep te d  g l o bal  fo rm at.  Th e  I S A- 9 5  P art  2  s tan d ard  d efi n es  
rep res e n tati o n s  o f  a  g l o bal  fo rm at fo r Le ve l  4 - 3  d ata exch a n g es .  Th e  P art  4  s tan d ard  
d e f i n es  re pres e n tati o n s  o f  a  g l o b al  fo rm at fo r Le ve l  3 - 3  d ata exch an g es .  Th is  convers ion ,  
from  local  to  g lobal  and  g l obal  to  l ocal ,  i s  usual l y performed  twice  for any two-way 
commun ications .   

E XAM P LE  1  As s u m e  two  a pp l i c at i o n s ,  ALP H A an d  B E TA :  t h e  ALP H A ap p l i cati o n  i n i t i ate s  a  d at a e xch an g e 
wi th  th e  B E TA appl i c ati o n ,  an d  B E TA re s po n d s  b ack t o  ALP H A.  Th e  fo rm at  c o n ve rs i o n s  are :  
AL  HA’     c    f             b    f       f     h     qu     d    ,     b    f          BETA’     c    
fo rm at  fo r  t h e  requ     d    ,  BETA’     c    f             b    f       f     h      p      d    ,    d  
   b    f          AL  HA’   f       f     h      p      d    .   

b)  C o n vers i o n  m u s t  b e  p erfo rm ed  to  al i g n  th e  n am es p aces  am o n g  th e  exch an g i n g  
ap p l i cati o n s ,  an d  i s  u s u al l y p erfo rm ed  fo u r t i m es  fo r an y two - wa y co m m u n i cati o n s .  

E XAM P LE  2   N am e s  fo r  e l e m e n ts  o f  d at a m ay b e  co d e s ,  tag  n am e s ,  o r e q u i p m e n t  i d e n t i f i e rs .   

E XAM P LE  3   D ata wh i ch  a re  re p re s e n te d  i n  o n e  e l e m e n t  n am e s pace ,  s u ch  as  co d e s  1 , 2 , 3 , 4 ,  m ay h ave  a  
d i ffe re n t  n am e s p ace  i n  a n o th e r  app l i cat i o n ,  s u ch  as  c o d e s  O k,  D o n e ,  E rro r,  D e l a y.   

c)  On c e  i n fo rm ati o n  i s  i n  th e  g l o b al  fo rm at wi th  ap pro pri ate  g l o b al  n am es ,  th e  exch an g e d  
i n fo rm ati o n  i s  s e n t  fro m  o n e  ap p l i cati o n  to  an o th er  ap p l i cati o n .   

d )  M es s ag es  are  tran s po rted  fro m  o n e  ap p l i cati o n  to  an o th er,  e i th er wi th i n  th e  s am e  
co m pu ter e n vi ro n m en t o r  acro s s  co m pu ters .  Tran s po rt  m ech an i s m s  are  d efi n e d  i n  o th er  
s tan d ard s ,  s u ch  as  TC P /I P  an d  E th ern e t  s tan d ard s .   

e)  W h en  d ata exch an g e  i n fo rm ati o n  i s  rec ei ve d ,  th ere  are  s p eci f i c  ru l es  th at  d efi n e  wh at  
res u l tan t  d ata are  to  be  re tu rn e d .  Th e  tran s acti o n  ru l es  are  d efi n ed  i n  th e  I S A- 9 5  P art  5  
s tan d ard .  
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Figure 1  –  Steps  in  appl ication -to-appl ication  communication  
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Enterprise-Control  System  Integration  

Part  6:  Messag ing  Service  Model  

1  Scope 

Th i s  part  o f  I S A- 9 5  d efi n es  a  m o d e l  o f  a  s e t  o f  m e s s ag i n g  s ervi c es  fo r  i n fo rm ati o n  exc h an g es  
acro s s  Le ve l s  3  an d  4 ,  an d  wi th i n  Le ve l  3 ,  b etwe e n  app l i cati o n s  perfo rm i n g  b u s i n es s  an d  
m an u factu ri n g  act i vi t i es .  Th i s  s tan d ard  d ef i n es  a s tan d ard  i n terface  fo r  i n fo r m ati o n  exc h an g e  
be twe en  s ys tem s .   

 

2 References  

[1 ]  AN S I /I S A- 9 5 . 0 0 . 0 1 - 2 0 1 0  ( I E C  6 2 2 6 4 - 1  M o d ) ,  E n te rpri s e - C o n tro l  S ys tem  I n teg rati o n  –  P art  
1 :  M o d e l s  an d  Term i n o l o g y  

[2 ]  AN S I /I S A- 9 5 . 0 0 . 0 2 - 2 0 1 0  ( I E C  6 2 2 6 4 - 2  M o d ) ,  E n te rpri s e - C o n tro l  S ys tem  I n teg rati o n  –  P art  
2 :  Obj ec t  M o d e l  Attri bu te s  

[3 ]  AN S I /I S A- 9 5 . 0 0 . 0 4 - 2 0 1 2 ,  E n terpri s e - C o n tro l  S ys te m  I n teg rati o n  –  P art  4:  O bj ec ts  an d  
Attri bu tes  fo r  M an u f actu ri n g  O perati o n s  M an ag em en t  I n teg rati o n  

[4 ]  AN S I /I S A- 9 5 . 0 0 . 0 5 - 2 0 1 3 ,  E n terpri s e - C o n tro l  S ys te m  I n teg rati o n  –  P art  5:  B u s i n es s - to -
M an u factu ri n g  Tran s ac ti o n s  

3 Defin i tions and  abbreviations  

3.1  Terms and  defin i t ions  

3. 1 . 1  
channel  description  
tex t  th at  d es cri b es  a ch an n e l  

3.1 .2  
channel  type  
pri m ary u s e  o f  a  c h an n e l  fo r  p u b l i c ati o n s  o r  re q u es ts  

3.1 .3  
channel  URI  
pri m ary i d e n ti f i er  fo r  a  ch an n e l  

3.1 .4  
fi l ter expression  
f i l teri n g  e l em en t th at  m a y b e  app l i ed  to  m es s ag es  o n  a c h an n e l  

3.1 .5  
l i stener identi fication  
i m pl em en tati o n  d efi n ed  e l em en t th at  i s  u s e d  to  i n d i cate  to  an  ap pl i c ati o n  wh en  a n e w m es s ag e  
h as  arri ve d  

3.1 .6  
message  content  
bo d y o f  th e  m es s ag e  

3.1 .7  
message  expiry  
d u rati o n  u n ti l  th e  ex p i rat i o n  o f  a  p u b l i cati o n  m es s ag e  o n  a  p u bl i cati o n  ch an n e l  
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3.1 .8  
message  ID  
i d e n ti f i er  g e n erate d  u p o n  p o s ti n g  o f  a  m e s s ag e  to  a c h an n el  i n  a  s es s i o n  

3.1 .9  
namespace  
co l l ec ti o n  o f  n am es  o r wo rd s  th at  d efi n e  a f o rm al  an d  d i s ti n c t  s et  

3.1 . 1 0  
securi ty token  
ph ys i c al  d e vi ce  o r  s o ftware  co d e  u s e d  to  g ai n  acc es s  to  a ch an n e l  

3.1 . 1 1  
session  ID  
i d e n ti f i er  g en erate d  u p o n  an  ap p l i cati o n  creati n g  a s es s i o n  o n  a ch an n e l  an d  pro vi d e d  to  th e  
ap p l i cati o n  fo r u s e  i n  th e  M SM  s ervi ces  

3.1 . 1 2  
topic  
i d e n ti f i cati o n  o f  th e  i n fo rm ati o n  co n te n t  i n  a  m es s ag e   

3.2  Abbreviat ions  

B 2 M M L B u s i n es s  to  M an u factu ri n g  M arku p  Lan g u ag e  

C B  ( rad i o )  C    z    ’  B an d  rad i o  

C C O M - M L C o m m o n  C o n c e ptu al  O bj ect  M o d e l  –  M arku p Lan g u ag e  

E R P   E n terpri s e  R es o u rce  P l an n i n g  

E S B   E n terpri s e  S ervi ce  B u s                    

FTP   Fi l e  Tran s fer  P ro to co l  

H TTP   H yp ertex t  Tran s m i s s i o n  P ro to co l  

J M S   J ava M es s ag e  S e rvi ce  

M S M   M es s ag i n g  S ervi ce  M o d e l  

M I M O S A An  O p erati o n s  an d  M ai n ten an ce  I n fo rm ati o n  O pe n  S ys tem  Al l i an ce  

OAG   Op e n  Ap p l i cati o n s  G ro u p  

OAG I S   Op e n  Ap p l i cati o n s  G ro u p  I n te g rati o n  S p ec i fi cati o n  

OM AC   Th e  O rg an i zati o n  fo r  M ac h i n e  Au to m ati o n  an d  C o n tro l  

Op en O &M  Op e n  O perati o n s  an d  M ai n ten an ce  G ro u p  

OP C - U A OP C - U n i f i ed  Arc h i tectu re  

R E S T   R e pres e n tati o n al  S tate  Tran s fer  

R S S   R e al l y S i m pl e  S yn d i cati o n  

S O AP   S i m pl e  O bj ect  Acc es s  P ro to c o l  
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TC P /I P   Tran s m i s s i o n  C o n tro l  P ro to c o l  / I n tern et  P ro to co l  

U D D I    U n i vers al  D es cri pti o n ,  D i s co very an d  I n te g rati o n  

U R I   U n i vers al  R es o u rc e  I d en ti f i er  

W S _*  W orl d  W i d e  W eb S ervi c e  s tan d ar d s  

XM L  E xte n s i b l e  M arku p  Lan g u ag e  

XS LT  E xte n s i b l e  S t yl es h ee t  Lan g u ag e  Tran s fo rm ati o n s  

3.3  Conventions  

I n p u t  an d  retu rn e d  p aram eters  d efi n ed  i n  C l au s e  6  are  re q u i re d  u n l es s  th e y are  exp l i ci t l y d ef i n e d  
as  o pti o n al .   

4 The Messaging  Service Model  

4.1  In terface model  

Th e M S M  d efi n es  a s tan d ard  s et  o f  s ervi ce s  th at  s h al l  be  pro vi d ed  b y an  ap p l i cati o n  o r n etwo rk 
s ervi ce .  Th e  s ervi c es  p ro vi d e  a m eth o d  fo r  m u l t i pl e  ap pl i c ati o n s  to  c o m m u n i cate  u s i n g  th e  
tran s acti o n  m o d el s  d ef i n ed  i n  th e  I S A - 9 5. 0 0 . 0 5  an d  I E C  6 2 2 6 4 - 5  s tan d ard s .  Th e  M S M :  

 d o es  n o t  d ef i n e  h o w th e  s ervi ces  are  i m pl em en te d   

 d o es  n o t  d ef i n e  th e  arch i tectu re  o f  th e  s u p p o rti n g  ap p l i cati o n  o r  n e two rk s e rvi c e   

 d o es  n o t  d ef i n e  an y s p eci fi c  u n d erl yi n g  co m m u n i c ati o n  m eth o d    

Th e  M S M  p ro vi d es  a  s tan d ard  i n terfac e  to  an  E n terpri s e  S ervi c e  B u s  ( E S B )  s ys tem 1  o r  to  an y 
o th er m es s ag e  o r f i l e  e xch an g e  s ys tem  th at  o f fers  g u aran te ed  m es s ag e  d e l i ver y,  m es s ag e  
s e q u en ci n g ,  an d  s to rag e  o r cac h i n g  o f  exch an g e d  m es s ag es .   

N O TE  1  M u l t i pl e  d i ffe re n t  i m p l e m e n tati o n s  are  e n vi s i o n e d ,  s u ch  as  a  s e rvi c e  u s i n g  O P C  U A,  a  s e rvi ce  u s i n g  F TP ,  
o r  a  s e rvi ce  u s i n g  an  E S B .   

N O TE  2  Th e  M S M  s e rvi ce  wi l l  h a ve  to  i n c l u d e  s o m e  m e th o d  fo r s to rag e  o r cac h i n g  o f  e xch an g e d  i n f o rm at i o n ,  an d  
s o m e  m e t h o d  o f  g u aran t e e d  m e s s ag e  d e l i ve ry .   

Th e l e ve l  o f  s ervi ces  n o t  d ef i n e d  i n  th i s  s pec i f i cati o n ,  fo r  ex am pl e  th e  t yp e  o f  s ec u ri t y,  re l i ab i l i t y,  
g u aran tee d  d e l i very,  q u al i t y o f  s ervi c e,  tran s fo rm ati o n  cap abi l i t y,  an d  o th er featu res  wo u l d  be  
pro vi d ed  b y th e  M S M  S ervi ce  P ro vi d e r an d  p ro vi d e  d i ffere n ti ati o n  b e twee n  s u p pl i ers  an d  
s o l u ti o n s .   

4.2  Appl ication  to  appl ication  data exchange  

App l i cati o n  to  ap p l i c ati o n  d ata exc h an g e  i s  re pres e n te d  i n  co m m u n i cati o n  m o d e l s  as  a s i n g l e  
“App   c      ”       .  H o we ver,  wi th  th e  d e ve l o pm en t  o f  d ata o bj ect  s tan d ard s  ( s u ch  as  I S A- 9 5  
m o d e l s ) ,  d ata re pres e n tati o n  m es s ag es  ( s u ch  as  B 2 M M L,  M I M O S A C C OM - M L an d  O AG I S  
N o u n s ) ,  an d  tran s acti o n  m es s ag es  ( s u ch  as  I E C  6 2 2 6 4 P art  5  an d  O AG I S 9 . 0  Verbs ) ,  m ean s  
th at  a  s i m p l e  s i n g l e  l a ye r  i s  i n s u ffi ci e n t  to  d es cri b e  th e  co m pl ex i t y o f  o bj ec t  b as ed  ap p l i cati o n - to -
ap p l i cati o n  tran s ac ti o n al  co m m u n i cati o n .   

Two  ad d i t i o n al  e l em en ts  can  b e  d efi n ed  fo r ap p l i c ati o n - to - ap p l i cati o n  co m m u n i c ati o n :  a  d ata 
o bj ect  d efi n i t i o n  an d  tran s acti o n  m es s ag e  d efi n i t i o n  wh i ch  co m m u n i c ate  to  th e  app l i cati o n  l a ye r 
an d  th e  u n d erl yi n g  exch an g e  s ervi c es ,  as  s h o wn  i n  F i g u re  2 .   

M S M  i s  a  m i n i m al  i n te rface  s u bs e t  th at  can  res i d e  o n  m o s t  exch an g e  s ervi c e s  an d  i s  b as e d  o n  
we l l - d ef i n e d  an d  s tru c tu re d  d ata  o bj ects  an d  tran s acti o n  m es s ag es .   

___________ 

1  S e e  An n e x B  fo r a  bri e f  d i s c u s s i o n  o n  E n t e rpri s e  S e rvi ce  B u s s e s .  
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Figure 2  –  Appl ication  communication  stack 

E ach  o f  th es e  l a ye rs  ad d res s es  a s p ec i fi c  e l em en t o f  ap p l i cati o n  d ata e xch an g e ,  as  s h o wn  i n  
Fi g u re  3 :  

1 .  A D ata O bj ec t  l a yer  d efi n es  th e  m ean i n g ,  fo rm at,  an d  s tru ctu re  o f  th e  b as i c  e l em en ts  o f  
exch an g e d  i n fo rm ati o n .   

N O TE  1  Th i s  l a ye r u s e s  ap pl i cati o n  s p ace  s pe ci f i c  d e fi n i t i o n s ,  s u c h  as  th e  I S A - 9 5 . 0 2  o bj e ct  d e fi n i t i o n s ,  
M E S A B 2 M M L,  M I M O S A C C O M -ML   bj  c   ,    d  “N  u   ”  d  f    d     OAG   .   

2 .  A Tran s acti o n  l a ye r  d efi n es  th e  m ean i n g ,  fo rm at,  a n d  s tru ctu re  o f  acti o n s  to  be  taken  o n  
th e  d ata o bj ec ts .   

N O TE  2  Th i s  l a ye r c an  u s e  I E C  6 2 2 6 4 - 5  t ran s act i o n  s tyl e  s p e ci f i c  d e fi n i t i o n s .  An o th e r  tra n s ac ti o n  l aye r  
d e fi n i t i o n  co u l d  b e   h   OAG    “V   b”  d  f         .   

3 .  Th e  M SM  S ervi c e  I n te rface  d efi n es  a  m i n i m al  i n terface  to  th e  App   c            ’   
E xc h an g e  Se rvi c e s .   

4.  Th e  ap p l i cati o n ,  pres e n tati o n ,  s es s i o n  an d  l o we r l e ve l  l a ye rs  d ef i n e  th e  m ean i n g ,  fo rm at,  
an d  s tru c tu re  fo r c o o rd i n ati o n ,  b u fferi n g ,  an d  e xch an g e  o f  m es s ag es  o r f i l es .  Th es e  
l a yers  co n tai n s  tran s fe r  o r  exc h an g e  s t yl e  s p ec i f i c  d efi n i t i o n s ,  s u c h  as  E n terp ri s e  S ervi c e  
B u s es ,  E n terpri s e  M es s ag e  D el i ver y S ys tem s ,  th e  O P C - U A s p ec i fi cati o n  ( I E C  6 2 54 1  
s tan d ard ) ,  R S S ,  FTP ,  N am ed  P i p es ,  E th e rn et,  TC P /I P ,  H TTP ,  an d  o th ers .   
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Figure 3  –  Defined  standards at  each  level  

Th e I S A- 9 5. 0 5  an d  I E C  62 2 6 4 - 5  s tan d ard s  d ef i n e  tran s acti o n s  o n  th e  i n fo rm ati o n .  Th e  
M es s ag i n g  S ervi ce  M o d e l  ( M S M )  d efi n es  an  i n terface  to  m eth o d s  fo r exc h an g e .  I n  a  s e n s e ,  M S M  
d  f       h       d   d  “on-ramp ”    d  "off-ramp "  to  a  s e t  o f  co m m u n i cati o n  s ervi ces .  I t  d ef i n es  
h o w d ata i s  p l ac ed  i n to  e xch an g e  m eth o d s  an d  h o w i t  i s  re tri e ved  fro m  th e  exch an g e  m eth o d s .   

N O TE  1  M e s s ag e  s yn c h ro n i z ati o n  at  th e  M S M  i n t e rf ace  i s  d i s t i n ct  fro m  t h e  m e s s ag e  s yn ch ro n i zati o n  p ro vi d e d  b y  
I S A- 9 5 . 0 5  t ra n s acti o n  m o d e l s  as  we l l  as  d i s t i n ct  fro m  th e  s yn ch ro n i z at i o n  m e c h an i s m s  p ro vi d e d  at  l o we r  
l e ve l s  o f  th e  c o m m u n i cat i o n s  s tack.   

N O TE  2  I n  t h i s  s tan d ard  as yn ch ro n o u s  m e s s ag e  e xc h a n g e s  be t we e n  co n s u m e rs  an d  p ro d u ce rs  can  be  c o n s i d e re d  
to  be  p ai rs  o f  d i s t i n ct,  u n i d i re ct i o n a l  m e s s ag e s .   

4.3  Transaction  model  

Th e I S A- 9 5 . 0 5  an d  I E C  62 2 64 - 5  s tan d ard s  d efi n e  th re e  m o d e l s  fo r bu s i n es s  tran s acti o n s :  a  
pu b l i s h  m o d e l ,  a  p u s h  m o d e l ,  an d  a  p u l l  m o d e l 2.   

Th e  M S M  d efi n es  a s tan d ard  i n terface  fo r appl i cati o n s  to  exc h an g e  d ata fo l l o wi n g  an y o f  th e  
I S A- 9 5. 0 5  tran s acti o n  m o d e l s  u s i n g  XM L s ch em as  to  re pres e n t  d ata .   

Th e  tran s acti o n s  s u p p o rted  b y th e  M S M  s u pp o rt:  

1 .  A p u b l i s h - s u bs cri be  m o d e l  wi th  m u l t i p l e  s u bs cri b ers  an d  m u l t i pl e  p u b l i s h ers ,  wh ere  th e  
pu b l i s h ers  an d  s u bs cri b e rs  h av e  n o  d i rect  kn o wl e d g e  o f  o th er app l i c ati o n s .   

2 .  A p u s h  an d  p u l l  m o d el ,  al s o  c al l e d  a re q u es t - res p o n s e  m o d e l ,  wh ere  an  ap p l i cati o n  
s en d s  u n s o l i ci ted  req u e s ts  fo r a  s ervi ce  an d  h as  n o  d i rec t  kn o wl ed g e  o f  th e  rece i vi n g  
ap p l i cati o n  th at  wi l l  pro ce s s  th e  req u es t .   

4.4  Communicating  appl ications  

I S A- 9 5  an d  I E C  6 2 2 6 4 d efi n e  fo u r ro l es :   

1 .  I n fo rm ati o n  P ro vi d er  ( to  rece i ve  G E T m es s ag e s  an d  s en d  S YN C  m es s ag e s )  

2 .  I n fo rm ati o n  R ec e i ve r ( to  rece i ve  P R O C E S S ,  C H AN G E ,  an d  C AN C E L m es s ag es )  

3 .  I n fo rm ati o n  U s ers  ( to  s e n d  G E T m es s ag es  an d  r ece i ve  S YN C  m es s ag es )  

4.  I n fo rm ati o n  S en d er ( to  s en d  P R O C E S S ,  C H AN G E ,  an d  C AN C E L m es s ag es ) .   

___________ 

2 S e e  t h e  I S A - 9 5  s t an d ard s  fo r a  co m p l e te  d e s cri pt i o n  o f  th e  t ype s  a n d  fo rm at  fo r  tra n s acti o n s .  
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I n  th e  M S M  m o d e l  th e s e  are  s i m pl i f i e d  to  P ro vi d er Ap p l i cati o n  ( I n fo rm ati o n  P ro vi d er an d  
I n fo rm ati o n  R ece i ver)  an d  C o n s u m er Ap p l i c ati o n  ( I n fo rm ati o n  U s er an d  I n fo rm ati o n  S en d er) ,  as  
s h o wn  i n  F i g u re  4 .   

Th e  P ro vi d er Ap p l i cati o n  i s  th e  o wn er o f  d ata.  Th e  P ro vi d er Ap p l i cati o n  c an  pu b l i s h  c h an g es  to  
th e  d ata,  c an  rece i ve  re q u es ts  to  c h an g e  th e  d ata ,  an d  res p o n d  to  q u eri es  fo r th e  d ata .    

N o te  1  Th e  ph r     “  w      f  d    ”     u   d      d     f    h    pp   c        h    h       p     b       f      f   c      h   
co n s i s te n cy o f  d at a.   

An  ap p l i cati o n  can  b e  a pro vi d er ap p l i c ati o n ,  c o n s u m er ap pl i cati o n  o r b o th .  I f  an  ap pl i cati o n  i s  
bo th ,  th e n  i t  s h o u l d  b e  a co n s u m er o f  d i fferen t  d ata th an  i t  pro vi d es .   

 

 

Figure 4  –  Messag ing  service model  names  

 

4.5  Managed  communication  channels  

Th e  M S M  i s  b as e d  o n  th e  co n c e pt  o f  m an ag ed  co m m u n i cati o n  c h an n el s .  A channel i s  a  s o ftware  
o bj ect  th at  rep res e n ts  a  s peci f i c  m an y- to - m an y co m m u n i c ati o n  co n d u i t  be twe en  ap p l i cati o n s .   
S o m e ch an n e l s  are  fo r  req u es ts  an d  res po n s es ,  s o m e ch an n e l s  are  fo r g e n eral  i n fo rm ati o n  
d i s tri bu t i o n .  C h an n e l s  h ave  to p i cs .   

N O TE  1  An  an al o g y fo r an  M S M  ch an n e l  i s  a  ch an n e l  o n  a  C B  ra d i o .   

N O TE  2  An  an al o g y  fo r  a  t o p i c  i s  a  co n ve rs ati o n  t o p i c  o n  a  C B  ch a n n e l .  U s e rs  can  ch o o s e  to  l i s te n  t o  s o m e  to pi cs  
o n  th e  ch an n e l  b u t  i g n o re  o t h e rs .  

N O TE  3  Th e  as s u m pt i o n  o f  th e  s ta n d a rd  i s  th at  th e  M S M  s e rvi c e s  are  p ro vi d e d  b y a  co m m u n i cat i o n  a pp l i c at i o n ,  
m i d d l e wa re ,  o r  an  E S B  p ro vi d e r .  Th e  i m pl e m e n t ati o n  m e th o d  fo r t h e  M S M  s e rvi c e s  a re  n o t  d e fi n e d  i n  th i s  
s tan d a rd  a n d  m u l t i p l e  arch i t e ctu re s  are  po s s i bl e ,  s u c h  as  an  O P C - U A i m pl e m e n tat i o n ,  an  F TP  bas e d  
s ys te m ,  s h are d  d i re c to ri e s ,  a  m e s s ag e  q u e u i n g  s ys t e m  i m p l e m e n tat i o n ,  o r a n  R S S  i m pl e m e n tati o n .   

Th e M SM  pro vi d es  a d efi n i t i o n  o f  th e  s tan d ard  i n terface s  to  th e  s ervi ces  ( n o t  h o w th e y are  
i m pl em en te d ) .   

  A m an ag ed  co m m u n i c ati o n  ch an n e l  i s  cal l e d  an  M SM  Channel.   

  Th e  s ervi ces  pro vi d ed  fo r  e ac h  M SM  C h an n e l  are  th e  MSM Channel Services.   

  An  M SM  Channel i s  i d e n ti f i e d  u s i n g  a U R I  o r  e q u i val e n t  i d e n ti f i e r .  A U R I  i s  reco m m en d ed  
       w    h      ch    f  ch       d  f           h       ch    c   p    ’   ph    c        pp  c       
s tru c tu res ,  s u c h  as  ch an n e l s  i d e n ti f i e d  b y p l an t  s i te  o r  m a j o r ap pl i cati o n  s u i te  n am e .   

  An  M S M  Service Provider i s  th e  ap p l i cati o n  o r n etwo rk s ervi ce  th at  exp o s es  an d  
i m pl em en ts  th e  MSM Channel Services.   
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  A reco m m en d e d  s tru ctu re  fo r  th e  MSM Channel h i erarc h y i s  d ef i n e d  i n  th i s  d o cu m en t.   

 

E ach  MSM Channel s u p p o rts  th ree  g e n eral  t yp e s  o f  i n fo rm ati o n  exch an g e :  

A.  P u b l i c ati o n s  –  I n fo rm ati o n  th at  m ay b e  s e n t  to  m u l ti p l e  c o n s u m er ap p l i c ati o n s .  

B .  R e q u es ts  –  I n fo rm ati o n  th at  m a y b e  s en t  to  o n e  o r m o re  pro vi d er  ap pl i cati o n s .  

C .  R es p o n s es  –  I n fo rm ati o n  re tu rn e d  fro m  a  re q u es t  to  a  c o n s u m er ap p l i cati o n .   

 

E ach  MSM Channel s u pp o rts  two  wa y co m m u n i cati o n s  be twe en  pro vi d er ap pl i c ati o n s  an d  
co n s u m er ap p l i cati o n s .   

1 .  An  M S M  Channel m a y b e  cre ate d  to  s u p p o rt  e i th er p u bl i c ati o n  s ervi ces  o r re q u es t  
s ervi ces .  

2 .  A Provider Application  m a y p o s t  p u b l i c ati o n s  to  an  M S M  Publication Channel.   

3 .  Consumer Applications  m ay s u bs cri b e  to  p u b l i cati o n  n o ti f i c ati o n s  ( i f  s u pp o rte d  b y th e  
s peci f i c  MSM Publication Channel Service)  an d  m a y read  p u b l i cati o n s .  I f  n o ti f i c ati o n s  are  
n o t  s u p po rted ,  th en  th e  Consumer Application  m ay p o l l  th e  MSM Publication Channel 
u s i n g  th e  re ad  p u b l i cati o n  s ervi ce .   

4.  A Consumer Application  m ay po s t  re q u es ts  to  an  M SM  Request Channel.   

5 .  A Provider Application  m a y s u bs cri b e  to  re q u es t  n o ti f i c ati o n s  ( i f  s u p p o rted  b y th e  s p eci f i c  
MSM Request Channel Service)  an d  m ay re ad  re q u es ts .  I f  n o ti f i c ati o n s  are  n o t  
s u p p o rte d ,  th e n  th e  Provider Application  m ay p o l l  th e  MSM Request Channel u s i n g  th e  
read  re q u es t  s ervi ce .   

6 .  MSM Channels  h ave  as s o c i ate d  Topics.  To p i cs  are  i d e n ti f i e d  wh e n  s u bs cri b i n g  to  a 
ch an n e l ,  wh e n  p o s ti n g  a pu b l i cati o n ,  an d  wh en  p o s ti n g  a re q u es t.   

4.6  Noti fi cation  services  

Th e n o ti f i cati o n  s ervi ce  s h al l  b e  th e  m ean s  th at  th e  M S M  S ervi ce  P ro vi d e r u s es  to  i n d i cate  to  a  
pro vi d er o r  c o n s u m er ap p l i cati o n  th at  a  m es s ag e  th at  m eets  th ei r  read  cri teri a i s  wai ti n g  to  b e  
read .  Th e  n o ti f i c ati o n  s ervi ces  pro vi d e  a m eth o d  fo r an  as yn c h ro n o u s  cal l b ack al tern ati ve  to  
po l l i n g  th e  M S M  s ervi ces .  

N o ti f i c ati o n  s ervi ce s  s h al l  be  acces s i b l e  u s i n g  a  Notify Listener s ervi c e  o n  a s u bs cri b er,  
req u es ter,  o r  res po n d e r.      

Th e  n o ti f i c ati o n  s ervi ces  i n terface  i s  o pti o n al  fo r  an  M S M  pro vi d er.   

I f  a  pro vi d er/c o n s u m er app l i cati o n  d o es  n o t  pro vi d e  a  cal l b ack i d e n ti f i c ati o n  fo r th e  n o ti f i cati o n  
s ervi ces ,  th e n  n o ti f i c ati o n  s h al l  n o t  be  pro vi d ed  to  th e  ap p l i cati o n .  

N O TE   Th e  fo rm at  o f  th e  l i s t e n e r i d e n t i f i cati o n  fo r  n o ti f i cati o n  wi l l  b e  d e fi n e d  b y th e  i m p l e m e n tati o n  t e ch n o l o g y.  

E XAM P LE  A S O AP  an d  W e b S e rvi ce  i m p l e m e n tati o n  m ay d e fi n e  t h e  Li s te n e r I d e n ti f i c ati o n  as  a  val i d  U R L th at  
d e fi n e s  a  N o ti f y  Li s t e n e r s e rvi c e ,  wh i ch  i s  m an ag e d  b y th e  ap pl i cat i o n  cre at i n g  th e  s e s s i o n .   

4.7  MSM  channel  services  

Th e M SM  C h an n e l  M an ag em en t S ervi ces  s h al l  be  u s e d  to  create  an d  d e l e te  ch an n e l s  an d  to  
co n tro l  th e  S ecu ri t y To ke n  s p eci f i cati o n  fo r c h an n e l s .   

Th e  M S M  C h an n e l  S e rvi ces  are  s h o wn  i n  F i g u re  5.  Th es e  s ervi ces  wo u l d  u s u al l y b e  cal l ed  b y a  
pro vi d er app l i cati o n ,  o r  b y a  d e d i cate d  ch an n e l  m an ag em e n t  ap pl i c ati o n .   
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Figure 5  –  MSM  channel  management  services  

4.8  MSM  publ ication  channel  services  

 Publ i cation  channel  services  4.8.1

Th e M S M  P u bl i c ati o n  C h an n e l  S ervi c es  s h al l  be  u s e d  to  po s t,  exp i re,  rem o ve,  an d  re ad  
pu b l i cati o n  m es s ag es .   

Th e  M S M  P u bl i c ati o n  C h an n e l  S ervi ces  are  s h o wn  i n  F i g u re  6 .  Th e  s ervi ces  al l o w m u l t i pl e  
P ro vi d er App l i cati o n s  t o  po s t  pu b l i cati o n s  to  th e  s am e ch an n e l .  C o n s u m er Ap p l i cati o n s  m a y 
s u bs cri b e  to  n o t i f i cati o n s  ( i f  s u pp o rte d  b y th e  c h an n e l )  an d  m ay read  p u bl i cati o n s .   

 

 

Figure 6  –  MSM  publ ication  channel  services  
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4.9  MSM  request  channel  services  

 Request  services  4.9.1

Th e M S M  R e q u es t  C h an n e l  S ervi ces  s h al l  be  u s e d  to  po s t  req u es t  m es s ag es  an d  read  res po n s e  
m es s ag es .   

Th e  M S M  C h an n e l  S ervi ces  fo r th e  I S A - 9 5 . 0 5  P u s h  an d  P u l l  tran s acti o n s  are  s h o wn  i n  Fi g u re  7 .  
Th es e  are  th e  P R O C E S S ,  C H AN G E ,  C AN C E L,  an d  G E T tran s acti o n s .   

Th e  s ervi ces  al l o w o n e  o r m o re  C o n s u m er Ap p l i cati o n s  to  po s t  req u es ts  to  P ro vi d er App l i cati o n s ,  
al l o w o n e  o r m o re  P ro vi d er Ap p l i cati o n s  to  re ad  req u es ts  an d  p o s t  re s po n s es ,  an d  fo r th e  
C o n s u m er Ap p l i cati o n  to  read  th e  res p o n s e .  E ach  po s ted  req u es t  i n c l u d es  an  ad d i ti o n al  q u al i f i er,  
c     d    “T  p  c”,  wh  ch      w      v  d    App   c           d           f  th e y s h o u l d  rece i ve  th e  
req u es t  an d  p o s t  a  res p o n s e  to  th e  req u es to r .   

E xam pl e  To p i c s  m ay d e fi n e  t h e  f o rm at  an d  c o n t e n t  o f  a  m e s s ag e  as  i d e n ti f i e d  b y t h e  XM L S ch e m a D e fi n i t i o n  ( XS D )  
u s e d  t o  c re at e  a n d  ve ri fy a  m e s s ag e .   

 

 

Figure 7  –  Services  for request/response  
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5 Methods of  operation  of  MSM channels  

5.1  Channel  and  topic  identi fication  

Th e two  e l em en ts  th a t  s h al l  b e  u s ed  fo r  f i l teri n g  m es s ag es  are  c h an n e l s  ( fo r th e  s co p e  o f  th e  
i n fo rm ati o n ) ,  an d  to p i cs  ( fo r th e  t yp e  o f  i n fo rm ati o n ) .  

Th i s  s ecti o n  d efi n es  a reco m m en d ed  M S M  m eth o d  fo r i d e n ti fyi n g  ch an n e l s  I D s  an d  to p i cs  th at  
s h al l  b e  u s ed  i n  o rd er  to  e n s u re  m a x i m u m  i n tero p erab i l i t y.  

Th ere  i s  n o  res tri c ti o n  o n  th e  u s e  o f  C h an n el s  an d  To pi cs .  H o we ve r,  th ere  are  two  m ai n  
e l em en ts  th at  s h o u l d  b e  u s e d  fo r ch an n e l s  an d  to p i cs ;  s co pe  o f  i n f o rm ati o n  an d  t yp e  o f  
i n fo rm ati o n .   

5.2  Channel  names  and  h ierarchy  

 Channel  names  5.2.1

C h an n e l  n am es  s h al l  be  d ef i n e d  as  a  n am e h i erarch y u s i n g  th e  U R I  s yn tax .   

 Channel  name h ierarchy  5.2.2

C h an n e l  n am es  s h o u l d  fo l l o w th e  n am i n g  h i e rarch y:  

\ < M SM  ro o t>  \ < ch an n e l  s co p e >  \  < i n fo rm ati o n  s co p e >  \  < ch an n e l  u s e >  

E xam pl e  1  \AJ AXE n te rp ri s e s \C o m p an y\M ate ri al \C h e ckp o i n t  

E xam pl e  2  \AJ AXE n te rp ri s e s \C o m p an y\M ate ri al \R e q u e s t  

E xam pl e  3  \S ys te m Te s t \F i n al \O u rM at e ri al M a n a g e r\I n ve n to ry\C h an g e s  

E xam pl e  4  \AJ AXE n te rp ri s e s \F ran ce \P e rs o n n e l \C h e ckp o i n t  

 MSM  root  5.2.3

Th e M S M  ro o t  s h al l  b e  th e  ro o t  o f  a  h i erarc h y d efi n e d  wh e n  th e  M S M  s ervi ces  are  i n s tal l e d  o r 
i n i t i al i ze d .  D e pe n d i n g  o n  th e  M S M  S ervi ce  i m pl em en tati o n  th ere  m ay be  o n e  o r m o re  ro o ts  
al l o we d .  

Th e  M S M  S ervi ce  P ro vi d er m a y re q u i re  s p eci fi c  val u es  fo r M S M  R o o t.   

E xam pl e :  

 AN  M S M  ro o t  m ay be  th e  n am e  o f  t h e  co m p an y.  

o  S u ch  as   “AJAX”     “AJAXEnterprises\SpecialToolCo” .   

 AN  M S M  ro o t  m ay be  a  re l at e d  s e t  o f  s e rvi c e s ,  wi t h  s e ts  fo r t e s t i n g ,  d e pl o ym e n t,  an d  o p e rat i o n s .  

o   uch      “SystemTest\Beta” ,  “SystemTest\Final” ,  “SpecialToolCo\Operations” .   

 
N O TE   Th e  M S M  s e rvi ce s  d o  n o t  co n t a i n  a  m e t h o d  to  b ro ws e  th e  M S M  R o o ts  th at  are  d e fi n e d .  Th e s e  s p e ci al  

s e rvi c e s  s h o u l d  b e  pro vi d e d  b y an  M S M  s e rvi ce  i m pl e m e n ta t i o n  an d  m ay h ave  s e cu ri t y  re s tri ct i o n s  th at  
are  o u ts i d e  t h e  s co p e  o f  th e  M S M  s e rvi ce s .   

 Channel  scope  5.2.4

Th e ch an n el  s c o p e  s h al l  co n ta i n  a ro l e  e q u i p m en t  h i e rarc h y ( as  d ef i n e d  i n  P art  1  o f  th i s  
s tan d ard )  th at  m a y co rre s po n d  to  a p h ys i c al ,  g eo g rap h i cal ,  o r  l o g i cal  g ro u p i n g  d e term i n e d  b y th e  
en terpri s e,  app l i cati o n  o r  pro j ect .  I t  m ay b e  u s ed  to  l i m i t  th e  s co pe  o f  th e  e xch an g e d  i n fo rm ati o n ,  
s u ch  as  i n fo rm ati o n  o n l y exch an g e d  wi th i n  o n e  d i vi s i o n  o f  a  co m pan y .  Th e  h i erarch y m ay i n cl u d e  
s i te ,  are a,  wo rkce n ter,  o r  an y o th er e n terpri s e  d ef i n e d  e q u i pm en t h i e rarc h y e l em en t.   

E xam pl e :  

 A  ch an n e l  s co p e  m ay i n c l u d e  a  s i te  o r  re g i o n  n am e  to  l i m i t  th e  n u m be r o f  d i s tri b u te d  m e s s ag e s ,  s u ch  as :  
“AsiaPacific” ,  “SouthAfrica” ,     “France” .   
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 A  ch an n e l  s co p e  m ay b e  a  s o ft wa re  s ys te m ,  b e cau s e  th e  i n fo rm at i o n  i s  p ro vi d e d  b y a  we l l - kn o wn  s ys t e m  
    ,   uch     “OurMaterialManager” ,  “PersonnelTracker” ,  “InventoryDatabase” .   

 A  ch an n e l  s co p e  m ay b e  c o m pan ywi d e  b e c au s e  t h e  i n fo rm ati o n  i s  i n t e n d e d  fo r  an y  a pp l i c ati o n  i n  t h e  
co m pan y.  I n  th i s  cas e  t h e  ch an n e l  s co p e  s h o u l d  i n d i cat e  t h e  e n ti re  e n t e rp ri s e  o r  c o m p an y,  s u ch  as  
“Enterprise”     “Company” ,            b    u   .   

 I n formation  scope  5.2.5

Th e i n fo rm ati o n  s co p e  s h al l  d ef i n e  th e  ran g e  o r  g e n eral  t yp e  o f  i n fo rm ati o n  exch an g e d .  Th e  
i n fo rm ati o n  s co p e  m ay be  re l ated  to  tran s ac ti o n  n o u n s  d efi n e d  i n  P art  2  an d  P art  4  o f  th i s  
s tan d ard ,  to  o th er  co l l ecti o n s  o f  o bj ec ts .   

E xam pl e :  

 An  app l i cati o n  wh i ch  h a n d l e s  al l  fo rm s  o f  m ate ri al  i n fo rm ati o n  m ay d e fi n e  a  ch an n e l  wi t h  an  i n fo rm ati o n  s co p e  
 f  “Material” .   

 An  ap pl i cati o n  th at  o n l y  h an d l e s  M ate ri al  Lo t  an d  S u b l o t  i n ve n to ri e s  m ay d e fi n e  a  ch an n e l  wi t h  an  i n f o rm ati o n  
 c  p    f  “Inventory” .   

 Channel  use  5.2.6

Th e c h an n e l  u s e  s h al l  q u al i f y th e  i n fo rm ati o n  s co p e  to  i n d i c ate  h o w th e  i n f o rm ati o n  i s  b ei n g  
u s e d .  Th e  ch an n e l  u s e  m ay b e  re l ated  to  tran s acti o n  verbs  o r  o th er b u s i n es s  o r  co n tro l  pro ces s  
th at  d e al  wi th  h o w th e  i n fo rm ati o n  o n  th e  ch an n e l  i s  to  b e  u s e d .  

To  su pp o rt  i n te ro p erab i l i t y,  c h an n e l  u s e  s h o u l d  co rre s p o n d  to  th e  c l as s es  o f  tran s acti o n  
m es sag e  verbs ,  as  d efi n ed  i n  th e  I S A - 9 5. 0 5  an d  B 2 M M L o r  o th er  s tan d ard s .   

E xam pl e  1  C l as s e s  o f  ve rbs  fro m  th e  I S A - 9 5 . 0 5  s t an d ard  

 Q u e ry:   G E T / S H OW  

 C o m m an d :  P R O C E S S  / AC KN OW LE D G E ,  C H AN G E  / R E S P O N D ,  C AN C E L 

 P u bl i cati o n :   S YN C  AD D ,  S YN C  C H A N G E ,  S YN C  D E LE TE  

E xam pl e  2  

 An  appl i cati o n  th at  s e n d s  G E T m e s s ag e s      d  f       ch       w   h    ch       u     f  “Query” .  

 An  ap pl i cati o n  t h at  s e n d s  P R O C E S S ,  C H AN G E ,  an d  C AN C E L  m e s s ag e s  m ay d e fi n e  a  ch an n e l  wi t h  a  c h an n e l  
u     f  “Command” .  

 An  ap pl i cat i o n  th at  s e n d s  S YN C  m e s s ag e s  m ay d e fi n e  a  ch an n e l  wi t h  a  ch an n e l  u s e  o f  “Publication” .  Th i s  
ch an n e l  wo u l d  be  u s e d  as  a  pu bl i cat i o n  ch an n e l  fo r a  s n ap s h o t  o f  al l  o f  t h e  e xc h an g e d  i n fo rm at i o n .   

E xam pl e  3  

 Publication Changes  a n d  Publication Checkpoint ch an n e l  u s e  can  b e  u s e d  t o g e th e r by  a  pro vi d e r a pp l i cat i o n  as  
s h o wn  i n  F i g u re  8 .   

 Th e  Checkpoint ch an n e l  s h o u l d  be  u s e d  to  p u b l i s h  a  cu rre n t  s n aps h o t  o f  al l  o f  th e  e xc h an g e d  i n f o rm ati o n .   

 Th e  Changes  ch an n e l  s h o u l d  b e  u s e d  t o  pu b l i s h  al l  ch an g e s  s i n ce  th e  l as t  s n ap s h o t .   

 Afte r a  ch e c kpo i n t  i s  p u bl i s h e d ,  th e  p ro vi d e r a pp l i cati o n  m ay cl e ar al l  p u bl i cat i o n s  fro m  th e  Changes  ch an n e l  a n d  
m ay cl e ar p re vi o u s  Checkpoint p u b l i cati o n s .   

 Th i s  d u al  p u bl i cati o n  ch a n n e l  m e t h o d  al l o ws  a  co n s u m e r ap p l i cat i o n  t o  q u i ckl y  s yn c  al l  p u b l i s h e d  i n fo rm ati o n  o n  a  
t o pi c,  wi t h o u t  e xc e s s i ve  i n te ra cti o n  wi t h  t h e  M S M  s e rvi c e s .   
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Figure 8  –  Changes and  checkpoint  channel  example  

5.3  Message fi l tering  

To pi cs  s h al l  b e  u s e d  i n  app l i cati o n  s ervi ces  to  l i m i t  o r  f i l ter  th e  t yp e  o f  i n fo rm ati o n  th at  i s  
o b tai n ed  fro m  re ad  an d  n o ti f y req u e s ts  fo r  P ro vi d e r Ap p l i cati o n s  an d  C o n s u m er App l i c ati o n s .  

To pi cs  s h al l  be  u s e d  b y P ro vi d er Ap pl i c ati o n s  to  s p ec i f y th e  t yp e  o f  i n fo rm ati o n  th at  th e y wi l l  b e  
pu b l i s h i n g  o r p o s ti n g  o n  an  M SM  Channel.  

To pi cs  al l o w a s i n g l e  ch an n e l  to  h an d l e  a co l l ecti o n  o f  d i ffere n t  t yp es  o f  d ata,  ye t  s ti l l  pro vi d e  a  
m eth o d  f o r th e  rece i ver o f  th e  d ata to  l i m i t  th e  t yp es  o f  d ata th a t  i t  i s  req u i red  to  h an d l e.  

Th e  s am e to pi c  m ay b e  u s ed  acro s s  m u l ti p l e  c h an n e l s .   

E xam pl e  1  Th e re  m ay b e  a  ProductionSchedule  to pi c  d e fi n e d  fo r  CheckPoint an d  Changes  ch an n e l s  wi th  a  s i te  
ch an n e l  s co p e ,  an d  a  ProductionSchedule  to pi c  u s e d  fo r  Checkpoint an d  Changes  ch a n n e l s  fo r an  a re a  
ch an n e l  s co p e .  

E xam pl e  2  Th e re  m ay b e  a  QualificationTest to pi c  u s e d  fo r  a  Request ch an n e l  at  th e  e n te rp ri s e  c h a n n e l  s co pe ,  an d  a  
QualificationTest to pi c  u s e d  fo r  a  Request c h a n n e l  at  t h e  co u n try ch a n n e l  s co p e .  

5.4  Publ ication  expi ration  

E x pi re d  p u b l i cati o n s  s h al l  n o t  b e  avai l ab l e  to  s u b s cri bi n g  co n s u m er ap p l i cati o n s  n o r acces s i b l e  
to  th e  pro vi d er ap p l i cati o n .  I f  an  al re ad y read  m es s ag e  s u bs eq u e n tl y ex p i res ,  i t  i s  s t i l l  avai l abl e  
to  th e  c o n s u m er to  e n s u re  a R em o ve  P u b l i c ati o n  cal l  rem o ves  th e  co rrec t  m es s ag e .  

A p u bl i c ati o n  can  b e  f l ag g e d  as  ex p i red  b y a p ro vi d er ap p l i c ati o n  vi a th e  E x pi re  P u b l i cati o n  
s ervi ce  o r th ro u g h  an  ex p i rat i o n  t i m e  d efi n ed  wh e n  th e  p u bl i cati o n  i s  p o s te d .   
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W i th  th e  t i m e - bas e d  ex p i rat i o n ,  th e  ex p i rat i o n  t i m e  i s  cal c u l ate d  b as ed  o n  th e  completion  of 
invocation o f  th e  P o s t  P u b l i c ati o n  s ervi ce  p l u s  th e  s peci f i e d  d u rati o n .   

An y pu b l i cati o n  m es s ag e  m ay b e  ex pi re d  th ro u g h  th e  E x p i re  P u b l i c ati o n  s e rvi c e.  

5.5  Topics  

 Topic  defin i tion  5.5.1

To pi cs  s h al l  b e  u s e d  i n  app l i c ati o n  s ervi ces  to  l i m i t  o r  f i l ter  th e  t yp e  o f  i n fo rm ati o n  th at  i s  
o b tai n ed  fro m  re ad  an d  n o ti f y req u es ts  fo r  P ro vi d e r Ap p l i cati o n s  an d  C o n s u m er App l i cati o n s .   

To pi cs  s h al l  be  u s e d  b y P ro vi d er Ap pl i cati o n s  to  s peci f y th e  t yp e  o f  i n fo rm ati o n  th at  th e y wi l l  b e  
pu b l i s h i n g  o r p o s ti n g  o n  an  M S M  Channel.   

To pi cs  al l o w a s i n g l e  ch an n e l  to  h an d l e  a co l l ecti o n  o f  d i ffere n t  d ata,  ye t  s ti l l  pro vi d e  a m eth o d  
fo r th e  rec ei ver  o f  th e  d ata to  l i m i t  th e  t yp es  o f  d ata th at  i t  i s  re q u i re d  to  h an d l e .   

 Standard  topics  5.5.2

To  s u p po rt  i n tero pe rab i l i ty,  th e  topics  s h o u l d  c o rres p o n d  to  th e  tran s ac ti o n  m es s ag e  verbs  an d  
n o u n s ,  as  d ef i n e d  i n  th e  I S A - 9 5 . 0 5  an d  B 2 M M L o r  o th er s tan d ard s .   

E xam pl e  1  C l as s e s  o f  n o u n s  fro m  th e  I S A - 9 5 . 0 2  a n d  I S A- 9 5 . 0 4  s tan d ard s  

E q u i p m e n t  C l as s  E q u i pm e n t  C ap ab i l i ty  Te s t  

P e rs o n n e l  C l as s  P e rs o n  Q u al i f i cati o n  Te s t  

M at e ri al  C l as s  M at e ri al  D e fi n i t i o n  M at e ri al  Lo t  

M at e ri al  S u bl o t  M at e ri al  Te s t    

O pe rati o n s  C a pab i l i ty  O pe rati o n s  D e fi n i t i o n  O pe rati o n s  P e rfo rm an ce  

O pe rati o n s  S ch e d u l e  P ro ce s s  S e g m e n t  P ro d u cti o n  C ap abi l i t y  

P ro d u ct  D e fi n i t i o n  P ro d u ct i o n  S ch e d u l e  P ro d u cti o n  P e rfo rm an ce  

R e s o u rce  R e l at i o n s h i p  N e t wo rk  Tran s ac ti o n  P ro fi l e  W o rk Al e rt  

W o rk C apabi l i t y  W o rk D e fi n i t i o n  W o rk P e rfo rm an ce  

W o rk S ch e d u l e  W o rkfl o w S pe ci f i cati o n  

Th e to pi c  n am es  s h o u l d  co n tai n  th e  as s o ci ate d  s tan d ard  an d  vers i o n  n u m ber o f  th e  as s o c i ate d  
s tan d ard  o r  n o u n .   

E xam pl e  2  O n e  t o pi c  m ay b e  d e fi n e d  fo r m e s s ag e s  u s i n g  B 2 M M L - V0 4 0 2 - M at e ri al Lo t  d e fi n i t i o n s ,  an o th e r f o r  B 2 M M L -
V0 5 0 1 - M at e ri al L o t  d e fi n i t i o n s  an d  a  t h i rd  t o p i c  fo r m e s s ag e s  u s i n g  B 2 M M L - V 0 6 0 0 - M at e ri al Lo t  d e fi n i t i o n s .   

Th e s am e to pi c  m ay b e  d efi n e d  o n  m u l t i p l e  ch an n e l s .   

E xam pl e  3  Th e re  m ay b e  a  ProductionSchedule  to pi c  d e fi n e d  fo r  CheckPoint an d  Changes  ch an n e l s  wi th  a  s i te  
ch an n e l  s co p e ,  an d  a  ProductionSchedule  to pi c  d e fi n e d  f o r  Checkpoint an d  Changes  ch an n e l s  fo r  a n  are a  
ch an n e l  s co p e .   

E xam pl e  4  Th e re  m ay be  a  QualificationTest to p i c  d e fi n e d  f o r  a  Request ch an n e l  at  t h e  e n t e rp ri s e  ch an n e l  s co p e ,  
an d  a  QualificationTest t o pi c  d e fi n e d  fo r  a  Request ch an n e l  at  th e  co u n t ry ch an n e l  s co pe .   

5.6  MSM  sessions  

C o m m u n i cati o n  to  ch an n e l s  s h al l  b e  th ro u g h  M S M  s es s i o n s .  M S M  s es s i o n s  are  cre ate d  th ro u g h  
o p e n  s es s i o n  s ervi c es ,  wh i ch  re tu rn  a s es s i o n  I D .   

S es s i o n  I D s  s h al l  b e  pers i s te n t  an d  s h al l  n o t  be  t i ed  to  th e  ex ec u ti o n  i n s tan ce  o f  th e  re q u es ti n g  
pro g ram .  A s es s i o n  I D  rem a i n s  val i d  e ve n  i f  th e  cal l i n g  pro g ram  s to ps  an d  res tarts ,  as  l o n g  as  
th e  cal l i n g  pro g ram  m ai n tai n s  th e  s es s i o n  I D  ( i n  s to rag e)  an d  c an  read  i t  o n  res tart,  th e n  th e  
M S M  s es s i o n  i s  s t i l l  avai l ab l e.   
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5.7  Securi ty  

 Secure message exchanges  5.7.1

S ecu ri t y i n  m es s ag e  ex ch an g es  s h al l  be  d ef i n ed  as  au th en ti cated  ac ces s  to  M S M  ch an n e l  
s ervi ces .   

N O TE :  S e cu ri t y  i n  th e  M S M  s e rvi ce s  i s  o f  p a ram o u n t  i m p o rta n ce .  I n  t h e  M S M  S e rvi ce  m o d e l  th e  c o m m u n i cat i o n  
ap pl i cati o n s  h ave  n o  kn o wl e d g e  o f  t h e i r  co m m u n i c ati o n  pa rtn e rs ,  an d  d o  n o t  kn o w i f  th e re  are  n o n e  ( fo r a  
pu bl i s h e r wi th  n o  s u bs cri p ti o n s ) ,  o n e ,  o r  m an y .  Th e re f o re ,  s e cu ri t y  can n o t  be  d e fi n e d  as  co m m u n i cat i o n  
wi t h  t ru s te d  p artn e rs ,  b u t  as  co m m u n i cat i o n  th ro u g h  s e cu re  ch an n e l s .   

 Securi ty tokens on  channels  5.7.2

C h an n e l  acc es s  s ecu ri t y s h al l  b e  m an ag ed  th ro u g h  s ec u ri t y to ken s .   

S ecu ri t y to ke n s  are  as s i g n e d  to  c h an n el s .   

S ecu ri t y to ken s  o n  ch an n e l s  m a y be  o pti o n al l y ad d ed  to  c h an n e l s  b y th e  u s ers  o f  th e  M S M  
s ervi ces .   

N O TE  W h i l e  th e  M S M  s e rvi ce  pro vi d e r i s  re q u i re d  to  p ro vi d e  s e c u ri t y,  th e  f i n al  u s e rs  o f  t h e  M S M  s e rvi c e s  m ay 
d e ci d e  n o t  to  as s i g n  a n y s e cu ri ty  to ke n s  to  o n e  o r m o re  c h an n e l s ,  i n  wh i c h  cas e  th e  ch an n e l s  m ay be  
acc e s s e d  wi th o u t  an y a u th e n ti c ati o n  co n t ro l .   

S ecu ri t y to ke n s  s h al l  be  u s e d  b y ap p l i cati o n s  wh en  o p e n i n g  o r s u bs cri bi n g  t o  a ch an n el .  I f  th e  
ap p l i cati o n  pro vi d e d  S ec u ri t y To ken  d o es  n o t  m atch  a S ecu ri t y To ke n  as s i g n e d  to  th e  ch an n e l ,  
th e n  n o  c h an n e l  i n fo rm ati o n  i s  retu rn ed .   

S ecu ri t y to ken s  are  exc h an g e d  i n  an  o u t - o f- ban d  c o m m u n i cati o n  c h an n e l ,  s u c h  as  m an u al  
exch an g e  o f  to ke n s ,  o r  e l ectro n i c  exch an g e  th ro u g h  a s ecu re  po i n t - to - p o i n t  ch an n e l .   

 

Figure 9  –  Securi ty of  channels  

 Securi ty token  format  5.7.3

Th e S ec u ri t y To ken  fo rm at s h al l  be  d efi n ed  i n  th e  M S M  i m pl em en tati o n  s pec i f i cati o n .  D i ffere n t  
i m pl em en tati o n s  m a y h ave  d i ffere n t  m eth o d s  an d  fo rm ats  fo r  th e  s ecu ri t y to ken s .   
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 MSM  service provider implementations  5.7.4

1 .  Al l  MSM Service Providers  s h al l  i m pl em en t s ecu ri ty to ke n s .  

2 .  MSM Service Providers  m ay l i m i t  th e  ab i l i t y to  u s e  th e  M S M  C h an n e l  M an ag em en t  
s ervi ces  to  ap pro ve d  ap p l i cati o n s ,  s ervers ,  o r  d o m ai n s  i n  o rd er to  i n cre as e  s ecu ri t y.   

3 .  I n  an  i m pl em en tati o n ,  pro vi d ers  an d  co n s u m ers  s h al l  arb i trate  th e  l e ve l  o f  s ecu ri t y to  b e  
u s e d  fo r  a  ch an n e l ,  i f  an y.  W h i l e  th ere  i s  a  re q u i rem en t th at  th e  s ervi ces  pro vi d e  s ecu ri t y  
s ervi ces ,  th ere  i s  n o  re q u i rem e n t  th at  a  s p eci fi c  i m p l em en tati o n  u s e  th e  s ervi ces .   

E xam pl e  1  A s ys t e m  m ay s h are  i n f o rm ati o n  acro s s  co m pan i e s  th ro u g h  o pe n  I n te rn e t  c h an n e l s .  I n  th i s  cas e  an  M S M  
Service Provider i m pl e m e n t ati o n  s h o u l d  p ro vi d e  a  s tro n g  S e cu ri t y  To ke n  s ys te m  t h ro u g h  a  p u bl i c  ke y  
m e c h an i s m  wi t h  s pe ci f i c  S e cu ri ty  To ke n  as s i g n e d  t o  s pe ci f i c  c o m m u n i cati n g  co m pan i e s .  

E xam pl e  2  A s ys t e m  m ay be  e n ti re l y c o n tai n e d  wi th i n  a  s e cu re  e n vi ro n m e n t  be h i n d  b o th  co rpo rate  a n d  o p e rat i o n s  
f i re wal l s .  I n  th i s  c as e  th e  u s e r m ay d e ci d e  t o  n o t  as s i g n  s e cu ri ty  t o ke n s  to  c h an n e l s  an d  re l y  o n  o th e r  
m e as u re s  to  e n s u re  s e cu ri t y .   
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6 MSM service defini tions  

6.1  Type defin i tions  

Tabl e  1  co n tai n s  th e  t yp e  d efi n i t i o n s  th at  are  as s o ci ated  wi th  th e  s ervi c e  d e fi n i t i o n s .   

Table  1  -  MSM  type defin i tions  

Type  Defin i tion  

C h an n e l  D es cri p ti o n  Text  u s e d  i n  bro ws i n g  ch an n e l s  an d  to  pro vi d e  as s i s tan c e  i n  
m ai n te n an ce  o f  an  M S M  i m pl em en tati o n .  

C h an n e l  T yp e  I n d i cates  wh e th er th e  ch an n e l  i s  fo r  pu b l i cat i o n s ,  req u es ts  o r  
res p o n s es .  Th e  M S M  i m p l em en tati o n  m ay u s e  th e  ch an n e l  t yp e  to  
en s u re  th e  co rrect  s es s i o n  cre ati o n  s e rvi c e  i s  c al l e d  fo r  a  c h an n e l .   

D  f    d  Ch       T  p        “Publ ication ”    d  “Request” .  

C h an n e l  U R I  Th e  pri m ary i d e n ti f i er  fo r  a  c h an n el .   

Th e  C h an n e l  U R I  s h o u l d  be  a wi d e  s tri n g  al l o wi n g  c h an n el  n am es  
wi th  i n tern ati o n al  ch aracter s ets .   

S ee  5 . 2  fo r  d e tai l s  o n  th e  fo rm at.   

Fi l ter  E xpres s i o n  An  o pti o n al  f i l teri n g  e l em en t th at  m a y b e  ap p l i e d  to  m es s ag es  o n  a  
ch an n e l .   Th e  fo rm at o f  th e  f i l ter ex pres s i o n  i s  n o t  d ef i n e d  i n  th i s  
s tan d ard ,  b u t  wo u l d  be  d efi n e d  i n  a n  M S M  i m p l em e n tati o n  
s pec i f i cati o n .   

S es s i o n  I D  An  i d en ti f i er  g e n erate d  b y th e  M S M  u p o n  an  ap pl i cati o n  cre ati n g  a  
s es s i o n  o n  a ch an n e l  an d  pro vi d ed  to  th e  a pp l i c ati o n  fo r  u s e  i n  th e  
M S M  s ervi ces .  

Li s ten er  I d e n ti f i cati o n  An  i m pl em en tati o n  d efi n ed  el em en t th at  i s  u s e d  to  i n d i c ate  to  an  
ap p l i cati o n  wh e n  a  n e w m es s ag e  h as  arri ve d .  

E xam p l e   A  U R I  e n d p o i n t,  re ach a b l e  b y t h e  M S M  S e rvi ce  P ro vi d e r,  th at  h o s ts  an  
M S M  N o ti f i c ati o n  S e rvi ce  

M es s ag e  I D  An  i d e n ti f i er  g e n erated  b y th e  M SM  u po n  po s ti n g  o f  a  m es s ag e  to  a  
ch an n e l  i n  a  s es s i o n .  

M es s ag e  C o n te n t  Th e  m es s ag e  c o n ten t.  

M es s ag e  E x pi r y  Th e  d u rati o n  u n ti l  th e  exp i rati o n  o f  a  pu b l i cati o n  m es s ag e  o n  a  
pu b l i cati o n  ch an n e l .  

S ecu ri t y to ke n  Th e  s ecu ri t y to ken s  as s i g n e d  to  th e  ch an n el .  

S es s i o n  I D  A u n i q u e  i d e n ti f i cati o n  o f  th e  co m m u n i c ati o n  s es s i o n  u s e d  i n  u s i n g  
an  M SM  ch an n e l .  

To pi c  An  i d e n ti f i cati o n  o f  th e  to p i c  o f  a  m es s ag e ,  s e e  5. 5 .  
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6.2  MSM  service retu rns and  fau l ts   

Tabl e  2  co n tai n s  th e  s ervi c e  re tu rn s  an d  fau l ts  fo r th e  M S M  s ervi ce  d ef i n i t i o n s .  

Fau l ts  s h o u l d  co n tai n  a h u m an  re ad ab l e  ex p l an ati o n .   

Table  2  -  MSM  service  retu rns  and  fau l t  defin i t ions  

Type  Defin i tion  

C h an n e l  Fau l t  E rro r retu rn ed  wh e n  a  C h an n e l  U R I  i s  i n val i d  o r  th e  ap p l i cati o n  d o es  
n o t  h ave  th e  appro pri ate  S ecu ri t y To ken  to  acc es s  th e  ch an n e l .  

Li s ten er  I d e n ti f i cati o n  An  i d e n ti f i cati o n  o f  a  l i s ten er f u n cti o n ,  d ef i n e d  b y th e  
i m pl em en tati o n  tech n o l o g y.   

M es s ag e  I D  A u n i q u e  i d e n ti f i cati o n  o f  a  m es s ag e.  

Op erati o n  Fau l t  E rro r retu rn e d  wh e n  an  i l l e g al  o p erati o n  fo r th e  ch an n e l  t yp e  i s  
attem pte d .  

P aram eter  Fau l t  E rro r i n d i c ati n g  a m i s s i n g  o r  i n val i d  param eter p as s ed  to  a  s ervi c e.   

P u b l i cati o n  M es s ag e  A m es s ag e  wh i c h  s h o u l d  b e  i n  th e  fo rm at d ef i n e d  b y I S A - 9 5  P art  5  
S YN C  m es s ag es .   

R e q u es t  M es s ag e  A m es s ag e  wh i c h  s h o u l d  b e  i n  th e  fo rm at d ef i n e d  b y I S A - 9 5  P art  5  
G E T,  P R OC E S S ,  C H AN G E ,  an d  C AN C E L m es s ag es .   

R e q u es t  M es s ag e  I D  Th e  M es s ag e  I D  o f  a  re q u es t  m es s ag e.  

R es p o n s e  M es s ag e  A m es s ag e  wh i c h  s h o u l d  b e  i n  th e  fo rm at d ef i n e d  b y I S A - 9 5  P art  5  
SH OW ,  AC KN OW LE D G E ,  R E S P O N D ,  an d  C ON F I R M  m es s ag es .  

S ecu ri t y To ken  F au l t  E rro r re tu rn ed  wh en  an  i n val i d  S ec u ri t y To ke n  i s  u s e d .  

S es s i o n  Fau l t  E rro r re tu rn ed  wh en  an  i n val i d  S es s i o n  I D  i s  u s ed  i n  a  s e rvi ce  
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6.3  MSM  channel  management  services  

 Create  channel  6.3.1

Th e create  ch an n e l  s ervi ce  s h al l  h ave  th e  fu n c ti o n ,  i n pu t  param eters  an d  re tu rn s  d efi n e d  i n  
Tabl e  3 .  

Table  3  -  Create channel  

Name C re ate  ch an n e l  

Function  C re ates  an  M S M  ch an n e l  o f  th e  s p eci f i ed  C h an n e l  T yp e .   

I f  th e  ch an n e l  al re ad y ex i s ts ,  th e n  a  Channel Fault i s  retu rn e d .   

An y s peci f i e d  s ec u ri t y to ken s  are  ad d ed  to  th e  ch an n e l .   

Input  
Parameters  

  C h an n e l  U R I  

  C h an n e l  T yp e  ( P u b l i c ati o n  o r R eq u es t)  

  Opti o n al  D es cri p ti o n  o f  th e  ch an n el  

  Opti o n al  l i s t  o f  S ecu ri t y To ken s  

Returns  
  S u cces s  o r erro r cri teri a  

 Add  securi ty tokens  6.3.2

Th e ad d  S ecu ri t y To ke n  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n pu t  p aram eters  an d  re tu rn s  d ef i n e d  i n  
Tabl e  4 .  

Table  4  –  Add  securi ty token  

Name Ad d  s ec u ri t y to ke n s  

Function  Ad d s  s ecu ri t y to ke n s  to  a  ch an n e l .   

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  o r  i f  th e  s p eci f i e d  ch an n e l  i s  as s i g n e d  s ecu ri t y 
to ke n s  an d  th e  S ecu ri t y To ken  d o es  n o t  m atch  a to ken  al read y as s i g n ed  to  th e  
s pec i f i e d  c h an n e l ,  th e n  a  Channel Fault i s  re tu rn e d .  

I f  a  n e w S ecu ri t y To ken  h as  al re ad y b ee n  as s i g n ed  to  th e  ch an n e l ,  th en  n o  acti o n  
i s  taken .   

Input  
Parameters  

  C h an n e l  U R I  

  Opti o n a l  S ecu ri t y T o ken  

  L i s t  o f  S ecu ri t y To ke n s  to  ad d  

Returns  
  S u cces s  o r erro r cri teri a  

 

 

 

 

 

 

 

 



 –  3 3  –  AN S I /I S A- 9 5 . 0 0 . 0 6- 2 0 1 4  

 

 Remove securi ty tokens  6.3.3

Th e rem o ve S ecu ri t y To ken  s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram ete rs  an d  re tu rn s  d ef i n e d  
i n  Tabl e  5 .  

Table  5  –  Remove securi ty token  

Name R em o ve  S ec u ri t y To ken s  

Function  R em o ves  s e cu ri t y to ke n s  fro m  a ch an n el .  

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  th e n  a  Channel Fault i s  re tu rn ed .  

I f  th e  s p eci fi e d  ch an n e l  i s  as s i g n e d  s ecu ri t y to ken s  an d  th e  S ec u ri t y To ken  d o es  
n o t  m atc h  a to ken  as s i g n e d  to  th e  s pec i f i e d  ch an n e l ,  th e n  a Channel Fault i s  
retu rn e d .  

I f  an y S ec u ri t y To ken  to  be  rem o ve d  i s  n o t  as s i g n ed  to  th e  ch an n el ,  th e n  a  Security 
Token Fault i s  retu rn ed  an d  n o  to ke n s  are  rem o ved  fro m  th e  ch an n e l ,  e ve n  i f  th e y 
are  val i d .  

Input  
Parameters  

  C h an n e l  U R I  

  S ecu ri t y  To ken  

  L i s t  o f  S ecu ri t y To ke n s  to  rem o ve  

Returns  
  S u cces s  o r erro r cri teri a  

 

 Delete  channel  6.3.4

Th e d e l e te  ch an n e l  s ervi ce  s h al l  h ave  th e  fu n c ti o n ,  i n p u t  param eters  an d  retu rn s  d ef i n e d  i n  
Tabl e  6 .  

Table  6  –  Delete  channel  

Name D e l ete  C h an n e l  

Function  D e l etes  an  M S M  C h an n e l .   

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  th e n  a  Channel Fault i s  re tu rn ed .  

I f  th e  s p eci fi e d  ch an n e l  i s  as s i g n e d  s ecu ri t y to ken s  an d  th e  S ec u ri t y To ken  d o es  
n o t  m atc h  a to ken  as s i g n e d  to  th e  s pec i f i e d  ch an n e l ,  th e n  a Channel Fault i s  
retu rn e d .  

Th e  ch an n e l  al o n g  wi th  as s o c i ate d  s es s i o n s  an d  m es s ag es  are  n o  l o n g er avai l ab l e.  
N o  n o ti f i cati o n  i s  pro vi d e d  to  an y ap p l i cati o n s  wi th  acti ve  s es s i o n s .  

Input  
Parameters  

  C h an n e l  U R I  

  Opti o n al  S ecu ri t y  T o ken  

Returns  
  S u cces s  o r erro r cri teri a  
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 Get  channel  6.3.5

Th e g e t  c h an n e l  s ervi ce  s h al l  h ave  th e  fu n c ti o n ,  i n p u t  param eters  an d  retu rn s  d efi n e d  i n  Tab l e  7.  

Table  7  –  Get  channel  

Name G et  C h an n e l  

Function  G ets  i n f o rm ati o n  abo u t  a  ch an n e l .   

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  th e n  a  Channel Fault i s  re tu rn ed .  

I f  th e  s p eci fi e d  ch an n e l  i s  as s i g n e d  s ecu ri t y to ken s  an d  th e  S ec u ri t y To ken  d o es  
n o t  m atc h  a to ken  as s i g n e d  to  th e  s pec i f i e d  c h an n e l ,  th e n  a Channel Fault i s  
retu rn e d .  

Input  

Parameters  

  C h an n e l  U R I  

  Opti o n al  S ecu ri t y T o ken  

Returns  
  S u cces s  o r erro r cri teri a  

  C h an n e l  U R I   

  C h an n e l  T yp e   

  C h an n e l  D es cri p ti o n   

 Get  channels  6.3.6

Th e g et  ch an n e l s  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n p u t  param eters  an d  retu rn s  d ef i n e d  i n  Tab l e  
8.  

Table  8  –  Get  channels  

Name G et  C h an n e l s  

Function  G ets  i n fo rm ati o n  abo u t  al l  ch an n e l s  wh ere  th e  S e cu ri t y To ken  m atc h es  o n e  o f  th e  
ch an n   ’     cu      T  k    .   

I f  th ere  i s  n o  m atch ,  th e n  an  e m pt y l i s t  o f  ch an n e l  U R I s  i s  re tu rn ed .   

Input  

Parameters  

  Opti o n al  S ecu ri t y T o ken  

Returns  
  C h an n e l  U R I s   

  C h an n e l  T yp es   

  C h an n e l  D es cri p ti o n s   
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6.4  Noti fy l i stener service  

 Noti fy l istener  6.4.1

Th e n o ti fy l i s te n er s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram eters  an d  re tu rn s  d efi n ed  i n  Tabl e  
9 .  

Table  9  –  Noti fy l istener  

Name N o ti fy Li s te n er  

Function  R ec e i ves  a n o ti f i c ati o n  o f  a  n e w m es s ag e  o n  a ch an n e l ,  u s i n g  th e  Li s ten er  
I d e n ti f i cati o n  s peci f i e d  wh e n  a  s es s i o n  i s  o pe n e d .   

Th i s  i s  a  cal l - b ack fu n c ti o n  pro vi d e d  b y th e  P ro vi d er  o r  C o n s u m e r app l i cati o n  wh e n  
s u bs cri b i n g  to  a  ch an n e l .  

Th e  i n terfac e  i s  d ef i n e d  s o  th at  th e  app l i c ati o n s  can  d efi n e  th e i r  l o c al  cal l - b ack 
fu n cti o n s  wi th  th e  c o rrect  i n terfac e .   

Input  
Parameters  

I n p u t  p aram eters  are  d efi n e d  b y th e  s peci f i c  M S M  tec h n o l o g y i m p l em en tati o n   

Returns  R e tu rn s  are  d efi n ed  b y th e  s p eci f i c  M S M  tec h n o l o g y i m pl em en tati o n  

 

N O TE  N o ti fy  l i s te n e r  s e rvi ce s  wi l l  g e n e ral l y  re t u rn  a  S e s s i o n I D ,  M e s s ag e I D ,  To pi c,  an d  o pt i o n al  
R e q u e s t M e s s ag e I D .   

6.5  MSM  provider publ ication  services  

 Open  publ ication  session  6.5.1

Th e o pe n  p u b l i cati o n  s es s i o n  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram eters  an d  re tu rn s  
d ef i n e d  i n  Tab l e  1 0 .  

Table  1 0  –  Open  publ ication  session  

Name Op en  P u b l i cati o n  S es s i o n  

Function  Op en s  a  pu b l i cati o n  s es s i o n  fo r a  ch an n e l  an d  retu rn s  an  I D  fo r th e  s es s i o n .   

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  th e n  a  Channel Fault i s  re tu rn ed .  

I f  th e  s p eci fi e d  ch an n e l  i s  as s i g n e d  s ecu ri t y to ken s  an d  th e  S ec u ri t y To ken  d o es  
n o t  m atc h  a to ken  as s i g n e d  to  th e  s pec i f i e d  ch an n e l ,  th e n  a Channel Fault i s  
retu rn e d .  

I f  th e  ch an n e l  t yp e  i s  n o t  a  P u b l i c ati o n  t yp e,  th en  an  Operation Fault i s  re tu rn e d .  

Input  
Parameters  

  C h an n e l  U R I   

  Opti o n al  S ecu ri t y T o ken   

Returns  
  S u cces s  o r erro r cri teri a  

  S es s i o n  I D  

 

 

 

 

 



AN S I /I S A- 9 5 . 0 0 . 0 6- 2 0 1 4  –  3 6  –  

 

 Post  publ ication  6.5.2

Th e p o s t  p u b l i cati o n  s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n pu t  param eters  an d  re tu rn s  d efi n e d  i n  
Tabl e  1 1 .  

Table  1 1  –  Post  publ ication  

Name P o s t  P u b l i cati o n  

Function  P o s ts  a pu b l i cati o n  m es s ag e  to  a ch an n e l  an d  cre ates  a m es s ag e  wi th  th e  
M es s ag e  C o n te n t  an d  a M es s ag e  I D  th at  u n i q u el y i d e n ti f i e s  m es s ag e ,  an d  m akes  i t  
avai l ab l e  f o r s u bs cr i b ers .  

I f  th e  S es s i o n  I D  d o e s  n o t  ex i s t  o r d o es  n o t  c o rres p o n d  to  a  p u bl i cati o n  s es s i o n ,  
th e n  a Session Fault i s  retu rn e d .   

I f  a  To p i c  i s  bl an k,  th en  a  Parameter Fault i s  retu rn e d .  

Input  
Parameters  

  S es s i o n  I D  

  P u b l i cati o n  M es s ag e  

  L i s t  o f  to p i cs  

  Opti o n al  E x p i rati o n  D u rati o n  fo r th e  p u b l i cati o n  

Returns  
  S u cces s  o r erro r cri teri a  

  M es s ag e  I D  o f  po s ted  m es s ag e  

 

 Expi re publ ication  6.5.3

Th e exp i re  p u b l i cati o n  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n pu t  p aram eters  an d  re tu rn s  d efi n e d  i n  
Tabl e  1 2 .  

Table  1 2  –  Expi re publ ication  

Name E x pi re  P u b l i cati o n  

Function  Th e p u b l i c ati o n  i s  n o  l o n g er avai l ab l e  to  s u bs cri b ers .  I f  an  al read y re ad  m es s ag e  
s u bs e q u e n tl y ex p i res ,  i t  i s  s t i l l  avai l ab l e  to  th e  co n s u m er to  e n s u re  a  
R em o ve P u bl i c at i o n  c al l  rem o ves  th e  co rrec t  m es s ag e  

I f  th e  S es s i o n  I D  d o e s  n o t  ex i s t  o r d o es  n o t  c o rres p o n d  to  a  p u bl i cati o n  s es s i o n ,  
th e n  a Session Fault i s  retu rn e d .  

I f  th e  M es s ag e  I D  d o es  n o t  co rres p o n d  wi th  th e  S es s i o n  I D  o r th e  co rres po n d i n g  
m es s ag e  h as  al re ad y ex p i re d ,  th e n  n o  ac ti o n  i s  taken .  Th e  m es s ag e  i s  e xp i re d  fo r 
al l  to p i cs  as s o ci ate d  wi th  th e  m es s ag e .  

Input  
Parameters  

  S es s i o n  I D  

  M es s ag e  I D  

Returns  
  S u cces s  o r erro r cri teri a  
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 Close publ ication  session  6.5.4

Th e cl o s e  pu b l i cati o n  s es s i o n  s ervi c e  s h al l  h ave  th e  fu n c ti o n ,  i n p u t  param eters  an d  re tu rn s  
d ef i n e d  i n  Tab l e  1 3 .  

Table  1 3  –  Close  publ ication  session  

Name C l o s e  P u bl i c ati o n  S es s i o n  

Function  C l o s es  a p u b l i cati o n  s es s i o n .    

Al l  u n ex p i re d  m es s ag es  th at  h ave  b e e n  po s ted  d u ri n g  th e  s es s i o n  wi l l  be  e xp i re d .  

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t  ( n o n - ex i s te n t  o r  al read y cl o s ed ) ,  th e n  a Session 
Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  co rres p o n d  to  a P u bl i c ati o n  ch an n e l  t yp e ,  th e n  a Session 
Fault i s  retu rn e d .   

Input  
Parameters  

  S es s i o n  I D  

Returns  
  S u cces s  o r erro r cri teri a  

 

6.6  MSM  consumer publ ication  services  

 Open  subscripti on  session  6.6.1

Th e o p e n  s u bs cri p t i o n  s es s i o n  s ervi c e  s h al l  h ave  th e  fu n c ti o n ,  i n p u t  p aram eters  an d  re tu rn s  
d ef i n e d  i n  Tab l e  1 4 .  

Table  1 4  –  Open  subscription  session  

Name Op en  Su bs cri pti o n  S es s i o n  

Function  Op en  a  s u bs cri pti o n  s es s i o n  fo r a  ch an n e l .  

A s u bs cri p ti o n  s es s i o n  wi l l  n o t  p i ck u p  m es s ag es  po s ted  pri o r to  th e  s u bs cri pti o n  
s es s i o n  s tart.   

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  th e n  a  Channel Fault i s  re tu rn ed .  

I f  th e  s pec i f i e d  c h an n e l  i s  as s i g n e d  s ec u ri t y to ken s  an d  th e  s p eci fi ed  S ecu ri t y 
To ken  d o es  n o t  m atch  a  to ke n  as s i g n e d  to  th e  s pec i f i e d  c h an n e l ,  th en  a Channel 
Fault i s  re tu rn e d .  

I f  th e  ch an n e l  t yp e  i s  n o t  a  P u b l i cati o n  t yp e ,  th en  an  Invalid Operation Fault i s  
retu rn e d .   

I f  a  To p i c  i s  bl an k,  th en  an  I n val i d  Parameter Fault i s  retu rn e d .  

Input  
Parameters  

  C h an n e l  U R I  

  L i s t  o f  To p i cs  ( s u bs cri b e d  to )  

  Opti o n al  S ecu ri t y to ken  

  Opti o n al  Li s te n er I d e n ti f i cati o n  

  Opti o n al  F i l ter E x pres s i o n  

Returns  
  S u cces s  o r erro r cri teri a  

  S es s i o n  I D  
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 Read  publ ication  6.6.2

Th e re ad  p u b l i cati o n  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram eters  an d  retu rn s  d ef i n e d  i n  
Tabl e  1 5.  

Table  1 5  –  Read  publ ication  

Name R e ad  P u b l i cati o n  

Function  R e tu rn s  th e  f i rs t  n o n - ex p i red  pu b l i cati o n  m es s ag e  ( i f  an y)  th at  s ati s f i es  th e  s es s i o n  
m es s ag e  f i l ters .   

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  c o rres p o n d  to  a p u b l i c ati o n  s es s i o n ,  th en  a  Session 
Fault i s  re tu rn e d .   

I f  th ere  are  n o  p u b l i cati o n  m es s ag es ,  th e n  a  n u l l  pu b l i cati o n  m es s ag e  i s  retu rn e d   

Input  
Parameters  

  S es s i o n  I D  

Returns  
  S u cces s  o r erro r cri teri a  

  P u b l i cati o n  M es s ag e  

  M es s ag e  I D  

  L i s t  o f  to p i cs  f o r th e  P u b l i c ati o n  M es s ag e  

 Remove publ ication  6.6.3

Th e rem o ve  p u b l i c ati o n  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n p u t  param eters  an d  re tu rn s  d efi n ed  i n  
Tabl e  1 6.  

Table  1 6  –  Remove publ ication  

Name R em o ve  P u b l i cati o n  

Function  R em o ves  th e  f i rs t  p u bl i c ati o n  m es s ag e  i n  th e  s u bs cri pt i o n  q u e u e .  

I f  th ere  i s  n o  p u b l i cati o n  m es s ag e  th e n  n o  acti o n  i s  taken .   

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o e s  n o t  co rres p o n d  to  a p u b l i c ati o n  s es s i o n ,  th en  a  Session 
Fault i s  re tu rn e d .   

Input  
Parameters  

  S es s i o n  I D  

 

Returns  
  S u cces s  o r erro r cri teri a  
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 Close subscript ion  session  6.6.4

Th e c l o s e  s u bs cri pti o n  s es s i o n  s ervi ce  s h al l  h ave  th e  fu n c ti o n ,  i n p u t  p aram eters  an d  retu rn s  
d ef i n e d  i n  Tab l e  1 7 .  

Table  1 7  –  C lose  subscription  session  

Name C l o s e  S u bs cri p ti o n  S es s i o n  

Function  C l o s e  th e  s u bs cri p ti o n  s es s i o n .  I f  n o ti f i c ati o n  h as  be e n  d efi n ed ,  th en  th e re  wi l l  b e  
n o  m o re  n o ti f i cati o n s .   

An y u n re ad  pu b l i c ati o n s  fo r th e  s es s i o n  are  n o  l o n g er  avai l ab l e.   

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  c o rres p o n d  to  a p u b l i cati o n  s es s i o n ,  th en  a  Session 
Fault i s  re tu rn e d .   

Input  
Parameters  

  S es s i o n  I D  

Returns  
  S u cces s  o r erro r cri teri a  

 

 

6.7  MSM  provider request  services  

 Open  provider request  session  6.7.1

Th e o p en  pro vi d er req u e s t  s es s i o n  s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram eters  an d  retu rn s  
d ef i n e d  i n  Tab l e  1 8 .  

Table  1 8  –  Open  provider request  session  

Name Op en  P ro vi d er R e q u es t  S es s i o n  

Function  Op en s  a  pro vi d er re q u es t  s es s i o n  fo r  re ad i n g  re q u es ts  an d  p o s ti n g  res p o n s es .  

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  th e n  a  Channel Fault i s  re tu rn ed .  

I f  th e  s peci f i e d  ch an n e l  i s  as s i g n e d  s ec u ri t y to ken s  an d  th e  s p eci fi ed  S ecu ri t y 
To ken  d o es  n o t  m atch  a  to ke n  as s i g n e d  to  th e  s pec i f i e d  c h an n e l ,  th en  a Channel 
Fault i s  retu rn e d .  

I f  th e  C h an n e l  T yp e  i s  n o t  a  Request t yp e ,  th en  an  Invalid Operation Fault i s  
retu rn e d .   

I f  a  To p i c  i s  bl an k,  th en  an  I n val i d  Parameter Fault i s  retu rn e d .  

Input  
Parameters  

  C h an n e l  U R I  

  L i s t  o f  To p i cs  

  Opti o n al  S ecu ri t y to ken  

  Opti o n al  Li s te n er I d e n ti f i cati o n  

  Opti o n al  F i l ter E x pres s i o n  

Returns  
  S u cces s  o r erro r cri teri a  

  S es s i o n  I D  
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 Read  request  6.7.2

Th e  re ad  re q u es t  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram eters  an d  retu rn s  d efi n e d  i n  Tab l e  
1 9 .  

Table  1 9  –  Read  request  

Name R e ad  R e q u es t  

Function  R e tu rn s  th e  f i rs t  re q u es t  m es s ag e  i n  th e  m es s ag e  q u eu e  f o r th e  s es s i o n .  

Th i s  s ervi c e  d o es  n o t  re m o ve  th e  m es s ag e  fro m  th e  m es s ag e  q u e u e   

Th e  retu rn e d  To p i c  wi l l  c o rres p o n d  to  th e  to pi c  th at  m atch e d  th e  p o s te d  re q u es t.  

I f  th e  S es s i o n  I D  d o es  n o t  c o rres p o n d  to  a p ro vi d er re q u es t  s es s i o n ,  th e n  a 
Session Fault i s  retu rn e d .   

Input  
Parameters  

  S es s i o n  I D  

Returns  
  S u cces s  o r erro r cri teri a  

  R e tu rn e d  M es s ag e  

  R e tu rn e d  M es s ag e  I D  

  To pi c  o f  th e  retu rn e d  m e s s ag e  

 

 Remove request  6.7.3

Th e rem o ve req u es t  s ervi ce  s h al l  h ave  th e  fu n cti o n ,  i n p u t  param e ters  an d  retu rn s  d efi n ed  i n  
Tabl e  2 0 .  

Table  20  –  Remove request  

Name R em o ve  R e q u es t  

Function  R em o ves  th e  f i rs t  re q u es t  m es s ag e  fro m  th e  req u es t  s es s i o n  

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  c o rres p o n d  to  a p ro vi d er  R eq u es t  s es s i o n ,  th e n  a 
Session Fault i s  retu rn e d .   

Input  
Parameters  

  S es s i o n  I D   

Returns  
  S u cces s  o r erro r cri teri a  
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 Post  response  6.7.4

Th e p o s t  res p o n s e  s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n p u t  param eters  an d  re tu rn s  d e fi n e d  i n  Tabl e  
2 1 .  

Table  21  –  Post  response  

Name P o s t  R es p o n s e  

Function  P o s ts  a  res p o n s e  m es s ag e  to  a  re q u es t  m es s ag e.  

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  c o rres p o n d  to  a p ro vi d er  R eq u es t  s es s i o n ,  th e n  a 
Session Fault i s  retu rn e d .   

I f  an y p aram eter  i s  m al fo rm ed  o r  bl an k,  th en  an  Invalid Operation Fault i s  retu rn e d .  

I f  th ere  i s  n o  req u es t  m es s ag e  th at  can  b e  m atch ed  to  R eq u es t  M es s ag e  I D ,  th e n  
n o  act i o n  i s  take n .  

Input  
Parameters  

  S es s i o n  I D  

  R e q u es t  M es s ag e  I D  

  R es p o n s e  M es s ag e  

Returns  
  S u cces s  o r erro r cri teri a  

  R es p o n s e  M es s ag e  I D  

 

 

 Close provider request  session  6.7.5

Th e cl o s e  pro vi d er re q u e s t  s es s i o n  s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram eters  an d  retu rn s  
d ef i n e d  i n  Tab l e  2 2 .  

Table  22  –  C lose  provider request  session  

Name C l o s e  P ro vi d er  R e q u es t  S es s i o n  

Function  C l o s es  a pro vi d er  re q u e s t  s es s i o n .  

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  c o rres p o n d  to  a p ro vi d er re q u es t  s es s i o n ,  th e n  a 
Session Fault i s  retu rn e d .   

Input  
Parameters  

  S es s i o n  I D  

Returns  
  S u cces s  o r erro r cri teri a  
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6.8  MSM  consumer request  services  

 Open  consumer request  session  6.8.1

Th e o pe n  co n s u m er re q u es t  s es s i o n  s ervi c e  s h al l  h ave  th e  fu n c ti o n ,  i n p u t  param eters  an d  
retu rn s  d efi n e d  i n  Tab l e  2 3 .  

Table  23  –  Open  consumer request  session  

Name Op en  C o n s u m er R e q u es t  S es s i o n  

Function  Op en  a  c o n s u m er req u es t  s es s i o n  f o r po s ti n g  re q u es ts  an d  re ad i n g  res p o n s es .   

I f  th e  C h an n e l  U R I  d o es  n o t  ex i s t,  th e n  a  Channel Fault i s  re tu rn ed .  

I f  th e  s pec i f i e d  c h an n e l  i s  as s i g n e d  s ec u ri t y to ken s  an d  th e  s p eci fi ed  S ecu ri t y 
To ken  d o es  n o t  m atch  a  to ke n  as s i g n e d  to  th e  s pec i f i e d  ch an n e l ,  th en  a Channel 
Fault i s  re tu rn e d .  

I f  th e  c h an n e l  t yp e  i s  n o t  a  Request t yp e,  th en  an  Invalid Operation Fault i s  
retu rn e d .   

Input  
Parameters  

  C h an n e l  U R I  

  Opti o n al  S ecu ri t y to ken  

  Opti o n al  Li s te n er I d e n ti f i cati o n  

Returns  
  S u cces s  o r erro r cri teri a  

  S es s i o n  I D  

 

 Post  request  6.8.2

Th e p o s t  re q u es t  s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n p u t  param eters  an d  retu rn s  d ef i n e d  i n  Tab l e  
2 4 .  

Table  24  –  Post  request  

Name P o s t  R eq u es t  

Function  P o s t a  re q u e s t  m es s ag e  o n  th e  req u es t - res po n s e  ch an n e l  an d  re tu rn  th e  I D  o f  th e  
m es s ag e .   

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  an  Invalid Operation Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  co rres p o n d  to  a co n s u m er req u es t  s es s i o n ,  th e n  a 
Session Fault i s  retu rn e d .   

I f  a  To p i c  i s  bl an k,  th en  an  I n val i d  Parameter Fault i s  retu rn e d .  

Input  
Parameters  

  S es s i o n  I D  

  R e q u es t  M es s ag e  

  To pi c  o f  th e  req u es t  

  Opti o n al  R eq u es t  Ti m eo u t  

Returns  
  S u cces s  o r erro r cri teri a  

  R e q u es t  M es s ag e  I D  

  Opti o n al  E x p i rati o n  D u rati o n  fo r th e  re q u es t  
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N O TE  To p i c s  m u s t  b e  co o rd i n at e d  as  p art  o f  th e  s ys t e m  i n s t al l at i o n .   I f  an y s ys te m  i s  po s t i n g  re q u e s ts  th at  h ave  
n o  p ro vi d e rs ,  t h e n  th e  m e s s ag e s  wi l l  n o t  be  an s we re d .   I m pl e m e n t ati o n s  m ay co n s i d e r a d d i n g  t i m e o u t s  
an d  re tu rn  e rro rs  i f  a  pro vi d e r d o e s  n o t  pi c k u p  a  re q u e s t  wi th i n  a  re as o n ab l e  t i m e .   

 

 Read  response  6.8.3

Th e re ad  res p o n s e  s ervi c e  s h al l  h ave  th e  fu n cti o n ,  i n p u t  p aram eters  an d  re tu rn s  d efi n ed  i n  Tabl e  
2 5 .  

Table  25  –  Read  response  

Name R e ad  R es p o n s e  

Function  R e ad  th e  res p o n s e  m es s ag e  fro m  a p o s ted  req u e s t.  

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  co rres p o n d  to  a co n s u m er re q u es t  s es s i o n ,  th e n  an  
Invalid Operation Fault i s  re tu rn e d .   

I f  th e  R e q u es t  M es s ag e  I D  d o es  n o t  co rres po n d  to  a m es s ag e  i n  th e  m es s ag e  
q u e u e ,  th e n  n o  m es s ag e  i s  re tu rn ed .  

Input  
Parameters  

  S es s i o n  I D  

  R e q u es t  M es s ag e  I D  

Returns  
  S u cces s  o r erro r cri teri a  

  R es p o n s e  M es s ag e  

 

 Remove response  6.8.4

Th e rem o ve res p o n s e  s ervi ce  s h al l  h a ve  th e  fu n cti o n ,  i n pu t  p aram eters  an d  retu rn s  d ef i n e d  i n  
Tabl e  2 6 .  

Table  26  –  Remove response  

Name R em o ve  R es po n s e  

Function  R em o ve  a  res p o n s e  m es s ag e  fro m  th e  re q u es t - re s po n s e  ch an n el .   

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o es  n o t  co rres p o n d  to  a co n s u m er re q u es t  s es s i o n ,  th e n  an  
Invalid Operation Fault i s  re tu rn e d .   

I f  th e  R e q u es t  M es s ag e  I D  d o es  n o t  co rres po n d  to  a m es s ag e  i n  th e  m es s ag e  
q u e u e ,  th e n  n o  act i o n  i s  taken  

Input  
Parameters  

  S es s i o n  I D  

  R e q u es t  M es s ag e  I D  

Returns  
  S u cces s  o r erro r cri teri a  
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 Close consumer request  session  6.8.5

Th e cl o s e  co n s u m er re q u es t  s es s i o n  s ervi ce  s h al l  h ave  th e  fu n c ti o n ,  i n p u t  param eters  an d  
retu rn s  d efi n e d  i n  Tab l e  2 7 .  

Table  27  –  Close  consumer request  session  

Name C l o s e  C o n s u m er R e q u es t  S es s i o n  

Function  C l o s e  a co n s u m er re q u e s t  s es s i o n .  

I f  th e  S es s i o n  I D  d o es  n o t  ex i s t ,  th e n  a Session Fault i s  retu rn e d .  

I f  th e  S es s i o n  I D  d o e s  n o t  co rres p o n d  to  a co n s u m er req u es t  s es s i o n ,  th e n  a 
Session Fault i s  retu rn e d .   

Input  
Parameters  

  S es s i o n  I D  

Returns  
  S u cces s  o r erro r cri teri a  
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7 Scenarios   

7.1  Publ ish-subscribe  scenarios  

 Simple  publ ish-subscribe scenario  7.1 .1

A s i m p l e  p u b l i s h /s u bs cri be  s c e n ari o  wi th  a s i n g l e  pro vi d er app l i c ati o n  an d  a  s i n g l e  c o n s u m er 
ap p l i cati o n  u s i n g  th e  n o ti f i cati o n  s ervi c es ,  i s  s h o w n  i n  F i g u re  1 0 .   

N O TE  1  Th e re  wi l l  u s u al l y  b e  m u l t i pl e  co n s u m e r ap p l i c ati o n s  re ce i vi n g  p u b l i c ati o n s ,  b u t  o n l y  o n e  i s  s h o wn  i n  th i s  
e xam pl e .   

N O TE  2  I t  i s  as s u m e d  th at  th e  a pp ro p ri ate  ch an n e l s  an d  t o p i cs  h ave  b e e n  cre ate d  p ri o r t o  t h e  s ce n ari o .  

I n  th i s  s ce n ari o  th e  p ro vi d er app l i c ati o n  o p e n s  an  M S M  pu b l i cati o n  ch an n e l  wi th  a ch an n e l  U R I  
an d  s ec u ri t y to ke n .  W h e n  th e  pro vi d er  ap p l i cati o n  h as  d e te rm i n ed  th at  d ata s h o u l d  b e  p u bl i s h ed ,  
i t  po s ts  p u b l i cati o n s  ( u s i n g  S YN C  m es s ag es )  wi th  a m es s ag e  to p i c.   

A co n s u m er app l i c ati o n  s u bs cri b es  to  th e  M S M  pu b l i c ati o n  ch an n e l  u s i n g  a  ch an n e l  U R I ,  s ecu ri t y 
to ke n ,  an d  l i s t  o f  to p i c s .  Th e  s es s i o n  I D  i s  s ave d  i n  c as e  th e  co n s u m er app l i cati o n  s to ps  
u n ex pected l y.    

W h en  a n e w m es s ag e  wi th  th e  ri g h t  to pi c  i s  p o s ted ,  th e  c o n s u m er app l i cati o n  i s  n o ti f i e d  o f  th e  
po s ti n g  an d  th e n  re ad s  th e  n e w p u b l i c ati o n  m es s ag e  fro m  th e  M S M  c h an n e l .   

W h en  th e  co n s u m e r ap p l i c ati o n  n o  l o n g er n e e d s  d ata,  i t  u n s u bs cri b es  fro m  th e  s u bs cri p ti o n  
s es s i o n  an d  c l e ars  th e  s es s i o n  I D  i n  p ers i s ten t  s to rag e  s o  th at  i t  wi l l  o p e n  a n e w s es s i o n  wh e n  
res tarte d .   

 

Figure 1 0  –  Publ ication  scenario  wi th  noti ficat ion  

 Publ ish-subscribe  scenario  wi th  mul t iple  messages  7.1 .2

A s i m pl e  p u bl i s h /s u bscri be  s ce n ari o  wi th  a s i n g l e  pro vi d er ap p l i cati o n ,  n o t i f i cati o n  s ervi ces  
avai l ab l e,  an d  c o n s u m er ap p l i cati o n s  u s i n g  th e  n o ti f i c ati o n  s ervi c es ,  fo r  m u l ti p l e  m es s ag es  i s  
s h o w i n  Fi g u re  1 1 .   

N O TE  S e e  t h e  s e ct i o n s  o n  M e t h o d s  o f  O p e rat i o n  fo r  a  re co m m e n d at i o n  o f  th e  s t ru ctu re  o f  c h an n e l s  fo r  a  m o re  
ro b u s t  ac tu al  i m pl e m e n tat i o n .   
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Figure 1 1  –  Publ ication  scenario  wi th  mu l tiple  messages  

I n  th i s  s ce n ari o ,  th e  pro vi d er app l i c ati o n  o p en s  an  M S M  p u bl i cati o n  s es s i o n  fo r a  g i ve n  ch an n e l .  
W h en  th e  pro vi d er app l i c ati o n  h as  d eterm i n e d  th at  d ata s h o u l d  b e  pu b l i s h e d ,  i t  po s ts  p u b l i cati o n  
[a]  wi th  a m es s ag e  to p i c  an d  n o  m es s ag e  ex p i r y.  

A co n s u m er app l i c at i o n  o pe n s  a  s es s i o n  to  th e  M S M  p u b l i cati o n  ch an n e l  u s i n g  th e  s am e ch an n e l  
an d  l i s t  o f  to pi cs .  Th e  s e s s i o n  I D  i s  s to re d  f o r l ate r u s e  wh e n  th e  co n s u m er app l i cati o n  s to ps  an d  
res tarts .    

W h en  a n o t i f i cati o n  i s  rece i ve d ,  th e  co n s u m er ap p l i cati o n  read s  an d  re m o ves  al l  p u b l i c ati o n s  
u n ti l  a  n u l l  i s  retu rn e d  fro m  th e  R ead  P u b l i cati o n .   

W h en  th e  co n s u m er ap p l i cati o n  s to ps  an d  r es tarts  i t  re tri e ves  th e  s aved  s es s i o n  I D .   B e cau s e  
th e  co n s u m er ap p l i c ati o n  was  n o t  acti ve ,  th ere  m ay h ave  b ee n  a m i s s ed  n o ti f i c ati o n  s o  th e  
ap p l i cati o n  re ad s  an d  rem o ves  al l  n e w pu b l i cati o n s  u n ti l  a  n u l l  i s  re tu rn e d  fro m  th e  R ead  
P u b l i cati o n .   

W h en  th e  c o n s u m er ap p l i cati o n  h as  f i n i s h ed  al l  pro ces s i n g  an d  n o  l o n g er  wan ts  to  rec e i ve  
s u bs cri pti o n s  i t  c l o s es  th e  s u bs cri p ti o n  s es s i o n  an d  cl ears  t h e  s aved  s es s i o n  I D .  

 Publ i sh-subscribe  scenario  wi thout  noti fication  7.1 .3

A p u b l i s h /s u bs cri be  s ce n ari o  wi th  a s i n g l e  pro vi d er app l i cati o n ,  wh ere  n o ti f i cati o n  s ervi ces  are  
n o t  avai l abl e  o r  th e  co n s u m er ap pl i c ati o n  i s  n o t  abl e  to  u s e  n o ti f i cati o n  s ervi ces ,  i s  s h o wn  i n  
Fi g u re  1 2 .  I n  th i s  s c en ari o  th ere  i s  n o  ch an g e  fo r  th e  acti o n s  o f  th e  pro vi d er app l i c ati o n  fro m  th e  
s cen ari o  i n  7. 1 . 1 .   
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I n  th i s  s ce n ari o ,  th e  c o n s u m er app l i cati o n  wo u l d  po l l  th e  M S M  ch an n e l  fo r  p u b l i cati o n s  e i th er  
peri o d i cal l y o r  b as e d  o n  s o m e l o cal  e ve n t.  Th e  re tu rn ed  i n fo rm ati o n  fro m  th e  re ad  i n d i c ates  i f  a  
n e w p u b l i c ati o n  was  re tu rn e d .   

Th e  n ext  Read Publication  cal l  retu rn s  e i th er th e  n ex t  p u b l i c ati o n  fro m  th e  s u bs cri pt i o n  q u e u e  o r  
n u l l  i f  th ere  a re  n o  m o re  pu b l i cati o n s  avai l ab l e .    

 

Figure 1 2  –  Publ ication  scenario  wi thout  noti fication  
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 Mu l tiple  publ ishers scenario  7.1 .4

M o re  th an  o n e  pro vi d er ap p l i cati o n  m ay u s e  th e  s am e pu b l i cati o n  ch an n e l .  Th e  s ce n ari o  s h o wn  
i n  F i g u re  1 3  h as  two  pro vi d er app l i c ati o n s .  F o r e xam pl e,  o n e  app l i c ati o n  co u l d  pu b l i s h  c h an g es  
wi th  to pi cs  fo r M ateri al  D efi n i t i o n s  wh i l e  an o th er  m ay pu b l i s h  c h an g es  wi th  to p i cs  fo r  M ateri al  
Lo ts .   

 

Figure 1 3  –  Publ ication  scenario  wi th  mu l tiple  provider 
appl ications  

 Publ i sh-subscribe  scenario  wi th  publ ication  expiration  7.1 .5

M es s ag e ex p i rati o n  can  be  u s ed  b y pro vi d er app l i cati o n s  to  rem o ve m es s ag es  fro m  a co n s u m er 
 pp   c      ’   v    b      .  Th    c  u  d  b   du         u  b     f         ,  i n cl u d i n g  ch an g i n g  re l e van c y o f  
th e  m es s ag e  o r i n acc u rac i es  i n  th e  m es s ag e.  Th e  s c en ari o  i n  F i g u re  1 4  h i g h l i g h ts  ex p i rati o n  
be h avi o u r  i n  two  cas es :   

 wh ere  a re ad  m es s ag e  h as  ex pi re d ,  an d   

 wh ere  an  u n re ad  m es s ag e  h as  exp i re d .   

On  th e  s eco n d  Read Publication  cal l  b y th e  co n s u m er ap p l i c ati o n  th e  M SM  S ervi ce  P ro vi d er  
retu rn s  th e  n ex t  m es s ag e  i n  th e  s u bs cri pti o n  q u e u e  –  a l th o u g h  i n  th i s  c as e,  th ere  i s  n o  m es s ag e.  
Th e  th i rd  Read Publication  re tu rn s  th e  n ext  u n exp i re d  pu b l i cati o n  i n  th e  s u bs cri pt i o n  q u e u e ,  
m es s ag e  [c] .  
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Figure 1 4  –  Publ ication  scenario  wi th  expi red  publ ications  
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7.2  Request  channel  scenarios  

 Request-response  scenario  wi th  noti ficat ion  7.2.1

Fi g u re  1 5  i l l u s trates  a s cen ari o  fo r a  G E T/S H OW  tran s acti o n  wi th  th e  pro vi d er ap pl i c ati o n ,  
co n s u m er ap p l i cati o n ,  an d  a c h an n e l  s u p p o rti n g  n o t i f i cati o n .   

 

Figure 1 5  –  GET/SHOW request  service scenario  

I n  F i g u re  1 5  a p ro vi d e r ap p l i cati o n  o p en s  a pro vi d er  req u es t  s es s i o n .  A co n s u m er app l i cati o n  
o p e n s  a co n s u m er req u es t  s es s i o n  an d  po s ts  a req u es t  [ a] .  Th e  pro vi d er  i s  n o ti f i e d  an d  re ad s  
th e  re q u es t  [a] .  Th e  pro vi d er  ap p l i cati o n  pe rfo rm s  i ts  ap pro pri ate  f u n cti o n  ( i n  th i s  c as e  to  g et  
d ata)  an d  s e n d s  th e  res po n s e  m es s ag e  [ b]  ( i n  th i s  cas e  a S H OW  m es s ag e)  an d  th en  rem o ves  
th e  re q u es t  [ a] .  Th e  co n s u m er ap p l i cati o n  i s  n o t i f i e d  o f  th e  p o s ti n g  an d  read s  th e  res po n s e  [b ]  
an d  th e n  rem o ves  th e  re s po n s e  [b ] .   

 Request-response  scenario  wi thout  noti fication  7.2.2

I f  th e  ap p l i ca ti o n s  o r  M S M  s ervi c es  d o  n o t  s u pp o rt  n o ti f i c ati o n ,  th e n  th e  p ro vi d er  m ay p o l l  fo r  a  
req u es t  an d  co n s u m er ap p l i cati o n s  m ay p o l l  fo r  a  res p o n s e .  F i g u re  1 6  i l l u s trates  a  s ce n ari o  
u s i n g  a C H AN G E - R E S P ON S E  tran s ac ti o n  wh ere  th e  co n s u m ers  an d  pro vi d ers  m u s t  p o l l  fo r  a  
res p o n s e.   
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Figure 1 6  –  CHANGE /  RESPONSE request  service scenario  

Th e G E T/S H OW ,  P R OC E S S /AC KN OW LE D G E ,  C H AN G E /R E S P O N S E ,  an d  C AN C E L 
tran s acti o n s  are  al l  h an d l ed  u s i n g  re q u es t  c h an n e l s .   

 Mu l tiple  providers  7.2.3

Fi g u re  1 7  i l l u s trates  a s cen ari o  wi th  m u l t i pl e  pro vi d er ap pl i c ati o n s .  I n  th i s  cas e  two  pro vi d er  
ap p l i cati o n s  h ave  s u bs cri be d  to  re q u es ts  o n  th e  s am e M S M  ch an n e l .   

Th e  co n s u m er app l i cati o n  p o s ts  a C H AN G E  req u es t  wi th  a s p eci f i c  to p i c  ( s u c h  as  P ers o n n e l  
I n fo rm ati o n ) .   

App l i cati o n  1  i s  n o ti f i e d  o f  a  re q u es t  th at  m atch es  a to p i c  th at  i t  s u bs cri be d  to .  Ap p l i c ati o n  1  g ets  
th e  C H AN G E  m es s ag e  [a]  an d  g e n erates  th e  R E S P O N S E  m es s ag e  [b ] .  Ap p l i c ati o n  2  i s  n o t  
n o ti f i ed  o f  th e  req u es t,  b ecau s e  th e  to p i c  d o es  n o t  m atch  a s u bs cri b e d  to p i c.   
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Figure 1 7  –  Mu l tiple  providers  CHANGE/RESPONSE scenario  

N O TE   A fu l l  s ys te m  s h o u l d  n o t  h a ve  m u l t i pl e  p ro vi d e rs  fo r  t h e  s am e  to pi cs  o n  th e  s am e  re q u e s t  c h an n e l .  I f  t h i s  
o cc u rs  th e n  t h e re  i s  a  p o s s i b i l i ty  t h at  an  i n d e t e rm i n ate  n u m be r o f  re s p o n s e  m e s s ag e s  wo u l d  be  re t u rn e d  
to  th e  co n s u m e r  ap pl i cati o n .  Th i s  co n s i d e rat i o n  re q u i re s  c are f u l  d e s i g n  o f  a  s ys te m  o f  ap pl i cati o n s  t o  
re m o ve  d u a l  re s p o n s i b i l i ty  f o r  re q u e s t  to p i c  pro vi d e r a ppl i cati o n s .   
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8 Compl iance  

Al th o u g h  th i s  s tan d ard  d o es  n o t  co n tai n  a  s tatem en t o f  co m pl i an ce ,  an y as s e s s m en t o f  
co m pl i an ce  s h o u l d  ad d res s  th e  fo l l o wi n g  pro vi s i o n s  i n  a  s e p arate  co n fo rm i t y as s es s m en t  
s pec i f i cati o n :  

a)  Th e  u s e  o f  th e  term i n o l o g y d efi n e d  i n  th i s  s tan d ard  

b)  Fo r e ach  s ervi ce  s u p p o rted  

i )  Th e  s u p p o rt  fo r  n o t i f i cati o n  s ervi ce s  as  d ef i n e d  i n  4 . 6  

i i )  D ecl arati o n  o f  l e vel  o f  s u pp o rt  fo r  F i l ter  E x pres s i o n s  

i i i )  A s tatem en t o f  th e  to tal  co m pl i an ce  c o n cern i n g  d efi n i t i o n s ,  s ervi c es ,  an d  o p ti o n al  
e l em en ts  o r,  i n  c as e  o f  p arti al  co m pl i an ce ,  a  s tatem en t i d e n ti f yi n g  exp l i ci t l y th e  areas  o f  
n o n co m pl i an ce.   
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Annex A  
(I n fo rm ati ve )  

MSM service provider considerations  

A. 1  S ervi ce  p ro vi d e r co n si d e rati o n s  

Th e fo l l o wi n g  s ec ti o n s  d e fi n e  E S B t yp e  s ervi ces  th at  can  be  pro vi d e d  b y M S M  S ervi c e  P ro vi d ers .  
Th e  s ervi ces  are  n o t  p art  o f  th e  M S M  s p ec i fi cati o n ,  b u t  pro vi d e  s o m e o f  th e  are as  i n  wh i ch  
ven d o rs  an d  o th ers  c an  p ro vi d e  d i ffere n ti ate d  s ervi ce.   

A.2  N o ti f i cati o n  

MSM Service Providers  are  n o t  req u i red  to  i m pl em en t  n o t i f i cati o n  c apab i l i t y.  Th i s  al l o ws  l i g h t  
we i g h t  MSM Service Provider i m pl em en tati o n s  wh ere  po l l i n g  i s  an  accep tab l e  m eth o d  fo r 
s yn ch ro n i z ati o n  o f  app l i cati o n s .   

A.3  S ecu ri ty co n si d e rati o n s  

An  M S M  Service Provider s h o u l d  take  th e  fo l l o wi n g  c o n cern s  an d  i s s u es  i n to  acco u n t:  

1 .  Th e  MSM Service Provider m ay s to re  m es s ag es  i n  a  p ers i s te n t  d ata s to re .  I f  th i s  i s  th e  
cas e  an d  th ere  i s  s ec u ri ty o n  th e  c h an n e l ,  th e n  th e  s to re d  m es s ag es  m a y n e e d  to  be  
en cryp te d  to  pre ve n t  u n au th o ri ze d  acces s  to  th e  s to re d  m e s s ag es .  

2 .  R e q u es ts  fo r  acces s  wi th  i n val i d  s ec u ri t y to ken s  s h o u l d  be  l o g g e d .  Th e y e i th er i n d i c ate  a  
pro b l em  wi th  c o n fi g u rati o n  i n fo rm ati o n  o r  a  po s s i b l e  attack o f  th e  s ys tem .   

3 .  R e q u es ts  fo r acces s  to  i n val i d  ch an n e l  U R I s  s h o u l d  be  l o g g e d .  Th e y e i th er i n d i cate  a 
pro b l em  wi th  c o n fi g u rati o n  i n fo rm ati o n  o r  a  po s s i b l e  attack o f  th e  s ys tem .  

4.  M es s ag e s  exch an g ed  wi th i n  th e  M S M  S ervi c e  i m p l em en tati o n  m a y req u i re  e n cr yp ti o n  o r  
co n n ecti o n  th ro u g h  s ec u re  ch an n e l s .  Th e  m eth o d  u s ed  m a y be  d ep en d en t  o n  th e  
tran s po rt  s ervi ces  u s ed  an d  i s  n o t  d efi n ed  i n  th e  M S M  i n terfac e.   

5 .  M SM  s es s i o n  I D s  s h o u l d  be  g l o b al l y u n i q u e  an d  u s e  res tri c ted  to  a s p ec i fi c  pro vi d er o r  
co n s u m er i n  o rd er  to  pre ven t  acc es s  to  a ch an n e l  wi th o u t  g o i n g  th ro u g h  to ken  s ecu ri t y.   

 

A.4  M S M  app l i cati o n  i m pl em en tati o n  co n si d e rati o n s  

An y M S M  ap p l i cati o n  i m p l em en tati o n  s h o u l d  take  th e  fo l l o wi n g  co n cern s  an d  i s s u es  i n to  acco u n t:  

1 .  S ecu ri t y to ken s  wi l l  u s u al l y be  s to re d  i n  th e  pro vi d er  an d  co n s u m er ap p l i cati o n s  s o  th e y 
can  b e  u s ed  o n  s tart u p o r res tart  o f  th e  ap pl i cati o n .  Th e  to ken s  s h o u l d  be  s aved  i n  a  
s ecu re  m an n er  to  pre ve n t  u n au th o ri ze d  d i s c o ver y o f  th e  to ke n s .   

2 .  I n  h i g h  s ecu ri t y en vi ro n m en ts  th e re  m a y b e  a u n i q u e  Sec u ri t y To ke n  as s i g n e d  fo r eac h  
po s s i b l e  c o m m u n i cati o n  path  an d  s ecu ri t y to ken s  m ay b e  ch an g ed  o n  a re g u l ar b as i s ,  s o  
m ech an i s m s  s h o u l d  b e  i n  p l ace  to  exc h an g e  to ke n s  o n  a  re g u l ar  b as i s .   

3 .  Th e  M S M  s ervi ces  wi l l  n o t  i n cl u d e  val i d ati o n  o f  m es s ag es .  Th e  rece i vi n g  ap p l i c ati o n s  
s h o u l d  val i d ate  an y rece i ve d  m es s ag es  ag ai n s t  th e  ag re e d  to  s c h em a s ets ,  s u ch  as  
B 2 M M L.   

A.5  M S M  ch an n e l  se cu ri ty co n s i d e rati o n s  

S o m e i m p l em en tati o n s  m ay req u i re  ad d i ti o n al  l e ve l s  o f  s ecu ri t y th an  d ef i n e d  i n  5. 2 . 6 .  F o r 
exam p l e  an  i m pl em en tati o n  m ay re q u i re  s e p arate  s ecu ri t y fo r G E T/S H O W  m es s ag es  th an  fo r  
P R OC E S S,  C H AN G E ,  C AN C E L m es s ag es .  Se p arate  re q u es t  ch an n el s  m ay be  s etu p fo r th e  
q u er y ( G E T/S H OW )  an d  pro c es s  ( P R O C E S S ,  C H AN G E ,  C AN C E L)  m es s ag es .   

A.6  M S M  sess i o n  I D  co n si d erati o n s  

C o n s i d er  m aki n g  M S M  s es s i o n  I D s  very l o n g  n u m be rs  o r s tri n g s ,  n o n - o b vi o u s ,  n o t  e as i l y  
g u es s ab l e ,  an d  u n i q u e  fo r e ach  ap pl i cati o n  an d  c h an n e l .  Th i s  s h o u l d  be  d o n e  i n  o rd er  to  pre ve n t  
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acces s  to  a s es s i o n  wi th o u t  g o i n g  th ro u g h  to ke n  co n tro l l e d  s e cu ri t y.  S e ve ral  s e rvi ces  re l y o n  th e  
M S M  s es s i o n  I D  fo r s e cu ri t y.  B ecau s e  M S M  s es s i o n  I D s  are  p ers i s te n t,  i f  an  ap pl i c ati o n  s to res  i t ,  
th e n  th e  s to rag e  m e ch an i s m  s h o u l d  h ave  s ecu ri ty m e as u re s  i n  p l ac e  to  e n s u re  th at  o n l y th e  
s to ri n g  ap p l i cati o n  can  re tri e ve  th e  M S M  s es s i o n  I D  an d  u s e  i t  fo r  co m m u n i cati o n .   

A.7  D ata fo rm at val i d ati o n  

MSM Service Providers  co u l d  pro vi d e  d ata fo rm at ch ecki n g  s ervi c es  fo r m es s ag es .  I f  a  m es s ag e  
i s  s u pp o s e d  to  fo l l o w a pre d efi n ed  an d  wel l  s peci fi e d  fo rm at,  s u ch  as  B 2 M M L o r B atc h M L,  th e n  
th e  s ervi c e  pro vi d er c o u l d  pro vi d e  a  s ervi ce  to  ch eck th e  s yn tax  co rrect n es s  o f  p o s te d  
m es s ag es .   

Th i s  wo u l d  pro vi d e  a g o vern an c e  ch eck o n  m es s ag es .  

I n  th i s  s i tu ati o n  th e  M S M  S ervi ce  P ro vi d er c o u l d  m ai n tai n  a m ap be twee n  to p i cs  an d  XM L  
s ch em a f i l e s .  Th e  s ervi ce  pro vi d er wo u l d  u s e  th at  m ap to  c h eck co rrectn es s  o n  p o s te d  
s u bs cri pt i o n s ,  re q u es ts ,  an d  res p o n s es .   

A.8  Al l o wed  appl i cati o n  ch e cki n g  

MSM Service Providers  co u l d  pro vi d e  g o vern an c e  ch ecks  th at  ap p l i cati o n s  cre ati n g  an d  
s u bs cri b i n g  to  ch an n e l s  are  al l o we d  ap p l i cati o n s .  Th i s  ch eck wo u l d  pro vi d e  an  ad d i t i o n al  l e ve l  o f  
s ecu ri t y,  wh i ch  m ay b e  i m po rtan t  i f  th e  M S M  S ervi ces  g o  o u ts i d e  th e  co m pan y.   

A.9  D ata e xch an g e  l o g g i n g  

MSM Service Providers  co u l d  pro vi d e  s ervi ces  to  l o g  al l  o r  s el ec te d  m es s ag es  fo r p u rp o s es  o f  
g o vern an c e,  co m pl i an ce,  an d  au d i t i n g .  B ecau s e  al l  m es s ag es  are  i n  an  XM L fo rm at,  an d  th e  
po s ti n g  ap p l i cati o n  i s  kn o w n ,  th i s  co u l d  pro vi d e  an  au d i t  o r  erro r traci n g  l o g  th at  c ap tu res  al l  i n -
ban d  c o m m u n i cati o n s .   

A. 1 0  Co m m o n  erro r h an d l i n g  

MSM Service Providers  co u l d  pro vi d e  s ervi ces  fo r a  c o n s i s ten t  m eth o d  fo r  h an d l i n g  erro rs  
d e tecte d  b y pro vi d er an d  c o n s u m er ap p l i cati o n s .  An  erro r h an d l i n g  s ervi ce ,  p ro vi d e d  as  a  
d e d i cated  ch an n e l ,  co u l d  be  u s e d  to  d eterm i n e  th e  res p o n s e  to  th e  erro r.  D e pe n d i n g  o n  th e  
erro r,  s u ch  as  i n val i d  m es s ag e  rec e i ved ,  l o s t  m es s ag e,  i n co rrect  d ata i n  m es s ag e ,  o r  fai l u re  i n  
M S M  s ervi c es ,  th e  erro r h an d l i n g  s ervi c e  co u l d  n o ti f y th e  appro pri ate  pers o n  o r en ti t y wi th  
res p o n s i b i l i t y.   

A. 1 1  D ata tran sfo rm ati o n  servi ce s  

MSM Service Providers  c o u l d  pro vi d e  tran s fo rm ati o n  s ervi ces  fo r m es s ag e s .  T yp i cal l y th i s  wo u l d  
be  fro m  a p ro vi d e r o r  co n s u m er app l i c ati o n  s pe ci fi c  fo rm at i n to  a c o m m o n  fo rm at ( s u ch  as  
B 2 M M L o r  B atch M L) ,  an d  fro m  a s tan d ard  fo rm at to  an  ap p l i cati o n  s p eci fi c  fo rm at.   

Th ere  i s  n o  re q u i rem en t  th at  an  MSM Service Provider p ro vi d e  tran s fo rm ati o n  s ervi c es .   

A rec o m m e n d e d  m eth o d  to  h an d l e  th e  tran s fo rm ati o n  i n te rfaces  i s  th ro u g h  to p i cs .  To p i cs  m ay be  
d ef i n e d  th at  m atch  th e  app l i c ati o n  s peci f i c  fo rm at fo r th e  m es s ag es .  Th e  MSM Service Provider 
co u l d  pro vi d e  a m eth o d  fo r as s o c i at i n g  a  to pi c  to  a  tran s fo rm ati o n  m app i n g .  W h en  a  m es s ag e  i s  
rece i ve d  wi th  a  tran s fo rm ati o n  to p i c,  th en  th e  MSM Service Provider wo u l d  tran s fo rm  th e  
m es s ag e  to  a s tan d ard  f o rm at.  W h en  a  re ad  req u es t  i s  rec e i ve d  wi th  a tran s fo rm ati o n  to p i c,  th en  
th e  MSM Service Provider wo u l d  tran s fo rm  th e  s tan d ard  f o rm at i n to  th e  app l i c ati o n  s p ec i fi c  to p i c  
fo rm at.   

Th e  MSM Service Provider wo u l d  m ai n tai n  th e  re l at i o n s h i p  be twe en  th e  ap p l i c ati o n  s p eci f i c  
  p  c  ,   h        f           u              d   d ,    d    “     d   d”    p  c  d  f        .   
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Figure 1 8  –  Transformation  services wi th  the MSM  service 
provider  

A. 1 2  Cro s s  co m pan y b ri d g e s   

MSM Service Providers  c o u l d  pro vi d e  cro s s  c o m pan y co m m u n i cati o n  an d  au th e n ti c ati o n  s ervi c es  
fo r m es s ag es .   

Th ere  i s  n o  re q u i rem en t  th at  an  MSM Service Provider p ro vi d e  cro s s  co m pan y s ervi ces .   

A m eth o d  to  pro vi d e  ch ai n  o f  cu s to d y fo r p u b l i s h e d  m es s ag es  i s  s h o wn  i n  Fi g u re  1 9 .  I n  th i s  
s cen ari o  a p ro x y ap p l i cati o n  ( o r part  o f  th e  M S M )  i n  C o m pan y A' s  e n vi ro n m en t wo u l d  l i s te n  fo r 
pu b l i cati o n s  fro m  th e  M S M .  Th e  pro x y wo u l d  f o rward  th e  pu b l i c ati o n s  u s i n g  an  au th e n ti c ate d  o r  
s ecu re  m eth o d  to  a pro x y ap p l i cati o n  i n  C o m pan y B ' s  e n vi ro n m en t.  Th e  rece i vi n g  pro x y wo u l d  
pu b l i s h  th e  m es s ag e  i n  C o m pan y B ' s  M S M  e n vi ro n m en t.  Th e  bri d g e  m ay al s o  c o n vert  C h an n e l  
an d  To p i cs  fro m  C o m pan y A' s  n am es pac e to  C o m pan y B ' s  n am es pace .   

N O TE  Th e  s p e ci f i c ati o n  o f  s e cu re  o r  au th e n ti cat e d  co m m u n i cat i o n  ch a n n e l s  i s  o u t s i d e  th e  s co p e  o f  t h i s  
s pe ci f i cati o n .  
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Figure 1 9  –  Cross  company bridge between  mu l tiple  MSMs 
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A. 1 3  M essag e m ai n ten an ce  

MSM Service Providers  co u l d  pro vi d e  s ervi ces  fo r m an ag i n g  m es s ag es  o n  c h an n e l s ,  s u c h  as :  

-  th e  ab i l i t y to  d e l ete  o rp h an  m es s ag es  th at  h ave  n o t  be e n  d el e te d  b ecau s e  o f  a  fai l u re  o n  

a re q u es t  o r  res po n s e  tran s ac ti o n  

-  th e  ab i l i t y to  m o n i to r  th e  l en g th  o f  m es s ag e  q u e u e s  an d  n o ti fy ap pro pri ate  pe o p l e  i f  th e  

m es s ag e  q u e u es  be co m e to o  l o n g  

-  th e  ab i l i t y to  m o n i to r  th e  h o l d  t i m e  o f  m es s ag es  an d  n o ti fy ap pro pri ate  p eo p l e  i f  th e  

m es s ag e  d e l i very d e l a ys  beco m e to o  l o n g  
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Annex B   
(I n fo rm ati ve )  

Enterprise Service Buses  

Th e t yp i c al  I T  en vi ro n m en t i s  a  fed e rati o n  o f  s ys tem s .  Th        “f  d        ”      h    T  w    d     
ap p l i e d  to  co l l ec ti o n s  o f  ap pl i cati o n s  fro m  m u l ti p l e  ve n d o rs  th at  wo rk to g eth e r to  s u p p o rt  
bu s i n es s  pro c es s es .  A fed erati o n  m ay i n c l u d e  s ep arate  app l i cati o n s  fo r m ateri al  m an ag em en t,  
o rd er pro ces s i n g ,  s u pp l y c h ai n  m an ag em en t,  cu s to m er re l ati o n s ,  an d  pro d u cti o n  s ch e d u l i n g .  
E ven  wh e n  a co m p an y h as  s e l ecte d  a pri m ary E R P  ( E n terpri s e  R es o u rce  P l an n i n g )  ve n d o r,  
th ere  i s  o fte n  a fe d erati o n  o f  l eg ac y s ys tem s  s u p po rti n g  u n i q u e  bu s i n es s  pro c es s es .  Fe d erated  
s ys tem s  are  ex p en s i ve  an d  i n te g rati o n  effo rts  are  o fte n  a m aj o r p o rti o n  o f  I T  bu d g ets .  An  
i n cre as i n g l y co m m o n  m eth o d  to  re d u c e  i n te g rati o n  co s ts  i s  an  E n terpri s e  S ervi ce  Bu s  ( E S B )  
s o m eti m es  cal l e d  an  E n terpri s e  I n te g rati o n  B u s  ( E I B ) .  Th es e  are  n o t  e l e ctro n i c  bu s s es  i n  th e  
s en s e  o f  an  e l ectri c al  b ackpl an e  bu s .  I n s te ad  th e y are  s p e ci al i ze d  ap p l i cati o n s  th at  ru n  o n  
red u n d an t  s ervers  an d  act  as  co n ce n trato rs  a n d  d i s tri bu to rs  o f  d ata .  M an u factu ri n g  s ys tem s  th at  
 u     xch      d     w   h  bu                w     p   b  b       d     c     c       h   c   p    ’   E  B.   

E n terpri s e  S ervi ce  B u s e s  are  an  arc h i te ctu ral  co n ce p t  th at  i n c l u d es  o p e n  s tan d ard s ,  m es s ag e  
bas e d  co m m u n i cati o n s ,  m es s ag e  ro u ti n g  c apab i l i t i es ,  an d  s ervi ce  d i s co ve ry m ec h an i s m s .  Th ere  
i s  n o  s i n g l e  d efi n i t i o n  o f  an  E S B  pro d u ct,  b u t  a  wo rki n g  ru l e  i s  th at  i t  i s  a  s ys tem  th at  pro vi d es :  

o  a  s i n g l e  s o u rc e  o f  s h are d  i n fo rm ati o n ,   

o  a  s i n g l e  l o c ati o n  fo r  d i s co veri n g  app l i c at i o n  s e rvi c es ,  an d  

o  a  s i n g l e  d es ti n ati o n  fo r u s i n g  s ervi ces .   

S e veral  ve n d o rs  are  pro vi d i n g  E S B,  b u t  a  fe w m an u factu ri n g  co m pan i es  h ave  al s o  b u i l t  th e i r  o wn  
E S B s ys tem s  bas ed  o n  o p e n  s tan d ard s  an d  fo cu s ed  o n  th ei r  u n i q u e  i n teg rati o n  pro b l em s .  On ce  
a co m pan y h as  s e l ecte d  an  E S B  s ys tem ,  th en  th e  I T  d ep artm e n t wi l l  u s u al l y attem pt  to  h ave  al l  
ap p l i cati o n s  th at  exch an g e  d ata ( i n cl u d i n g  m an u factu ri n g  ap pl i cati o n s )  u s e  th e  E S B  i n s tead  o f  
i m pl em en ti n g  p o i n t - to - p o i n t  co n n ecti o n s .  U n fo rtu n atel y,  th ere  i s  l i tt l e  i n tero p erab i l i t y b etwe e n  
d i ffere n t  E S B  s ys tem s ,  s o  e ach  ap p l i c ati o n  i n terface  m u s t  b e  c u s to m i ze d  fo r th e  ch o s en  E S B .   

Th ere  are  f i ve  m ai n  e l em en ts  o f  E S B s  th at  are  i m po rtan t  i n  co n n ecti n g  app l i cati o n s  to  an  E S B:   

1 .  a  d ata tran s fer  e l em en t,   

2 .  a  s ervi ce  d i s co very e l e m en t,   

3 .  a  d ata tran s fo rm  e l em en t,   

4.  a  tran s acti o n  pro to co l  e l e m en t,  an d   

5 .  a  p a yl o ad  el em en t .   

Al l  o f  th e  e l em en ts  are  b as e d  o n  XM L tech n o l o g i es  an d  n e we r E S B s  are  bas e d  o n  web s ervi ces .  
Th e  d ata tran s fer e l em en t  h an d l es  tran s p o rti n g  XM L m es s ag es  fro m  o n e  app l i c ati o n  to  an o th er  
th ro u g h  th e  c o m m o n  s erver .  Th i s  e l i m i n ate s  p o i n t - to - po i n t  i n terfac es  an d  pro vi d es  a c e n tral i ze d  
m ech an i s m  to  m an ag e  an d  vi e w i n ter - ap p l i cati o n  co m m u n i c ati o n .  H TTP  ( H yp ertext  Tran s m i s s i o n  
P ro to c o l )  m es s ag es  an d  J M S  ( J ava M es s ag e  S ervi ces )  are  co m m o n  o p e n - s o u rc e  
i m pl em en tati o n s  d ata tran s fer e l em en t l a yer  i m p l em en tati o n s .  O P C - U A ( www. o pcfo u n d ati o n . o rg )  
m ay beco m e th e  s tan d ard  d ata tran s fer  m ech an i s m  fo r m an u factu ri n g  s ys tem  i n teg rati o n .   

Th e  s ervi c e  d i s co very e l em en t al l o ws  ap p l i c ati o n s  to  d i s co ver th e  s e rvi ce s  an d  d ata pro vi d e d  b y 
th e  E S B .  Th i s  i s  t yp i c al l y h an d l e d  b y U D D I  s ervi ces  ( www. u d d i . o rg )  i n  th e  I T  en vi ro n m en t  an d ,  
fo r  exam pl e ,  i s  i n cl u d e d  as  p art  o f  OP C - U A s ervi ces .  Th e  M S M  i m pl em en tati o n  s h o u l d  d ef i n e  th e  
s ervi ce  d i s c o ver y m ech an i s m .   

Th   d          f             p   v  d       h  d    h    c   v     d     f      h      d   ’   f           h   
  c   v   ’   f        h   u  h         f   pp  c        p  c  f  c       f      u    .  Th i s  i s  o ften  p erfo rm e d  
u s i n g  s o m e fo rm  o f  XM L tran s fo rm ati o n ,  s u ch  as  XS LT s cri pts .  Th i s  c o u l d  b e  h an d l e d  b y th e  
MSM Service Provider.   
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Th e  tran s acti o n  pro to c o l  e l em en t i m p l em en ts  th e  fo rm al  d efi n i t i o n  o f  al l o wab l e  m es s ag e  
tran s acti o n s  an d  i s  o fte n  b as e d  o n  s tan d ard s  s u ch  as  I E C  62 2 6 4 - 5 ,  O AG I S  
( www. o p e n ap p l i cati o n s . o rg ) ,  o r  R o s ettaN et  ( www. ro s e ttan e t. o rg )  s tan d ard s .   

Th e  pa yl o ad  el em e n t d efi n es  th e  d ata th at  m akes  u p  th e  bo d y o f  th e  m es s ag e .  I n  th e  
m an u factu ri n g  area,  th e  s tan d ard s  bo d i es  wh i ch  co m po s e  th e  O p en O &M  I n i t i ati ve  ( I S A,  W B F,  
M I M O S A,  an d  O P C )  d efi n e  th e  XM L i n fo rm ati o n  p a yl o ad s .  

Th e  b as i c  M S M  co n c ep t  i s  to  pro vi d e  a co m m o n  i n terfac e  to  an y E S B  o r o th er m es s ag e  
exch an g e  s ys tem ,  as  i l l u s trate d  i n  F i g u re  2 0 .  

 

 

Figure 20  –  Standard  in terface  to  ESBs and  other message 
exchange systems  

 

 

 

 

Provider

Application

Consumer

Appl ication

MSM Provider

Interface

MSM Consumer

Interface

ESBs:

Vendor A

Vendor B

Vendor C

Vendor D

Vendor E

Vendor F

OPC-UA

Other:

RSS

FTP

MSM Channel

Management

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services

MSM Channel

Services



 –  6 3  –  AN S I /I S A- 9 5 . 0 0 . 0 6- 2 0 1 4  

 

Annex C   
(I n fo rm ati ve )  
B ibl iography 

[1 ]   W BF B 2 M M L S c h em as ,  www. wbf. o rg ,  V0 4 0 0  an d  l ater  s ch em as   

[2 ]   M I M O S A O SA- E AI  C o m m o n  C o n c e ptu al  O bj ec t  M o d e l  ( C C O M ) ,  www. m i m o s a. o rg  

[3 ]   [X5 0 9 ]  X. 50 9  P u b l i c  Ke y C erti f i c ate  I n fras tru ctu re,  h ttps : //www. i etf. o rg /rfc/rfc2 4 5 9        

[4 ]   [ I S  G l o s s ar y]  I n tern e t  S e cu ri t y G l o s s ary,  h ttp : //www. i etf. o rg /rfc/rfc2 8 2 8 . tx t   

[5 ]   [N I S T 8 0 0 - 1 2 ]  I n tro d u c ti o n  to  C o m pu ter  Sec u ri t y,  
h ttp : //cs rc. n i s t. g o v/p u b l i c ati o n s /n i s tpu bs /8 0 0 - 1 2 /  

[6 ]   I E C  6 2 5 4 1 ,  O P C  U n i fi e d  Arch i tectu re,  P arts  1 - 1 2  

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Th i s  p ag e  i n te n ti o n al l y l e ft  b l an k.  

 



 

 

 



 

 

 

 

 

 

 

 

D e ve l o p i n g  an d  pro m u l g ati n g  s o u n d  c o n s e n s u s  s tan d ard s ,  rec o m m en d e d  p racti ces ,  an d  
  ch   c      p              f    A’   p             .   T    ch   v    h          h       d   d     d     c   c    
D e p artm en t  re l i es  o n  th e  tech n i cal  ex p erti s e  an d  effo rts  o f  vo l u n teer  co m m i tte e  m em bers ,  
ch ai rm en  an d  re vi e wers .  

I S A i s  an  Am eri can  N ati o n al  Stan d ard s  I n s ti tu te  ( AN S I )  accre d i ted  o rg an i z ati o n .   I S A ad m i n i s ters  
U n i te d  S tates  Tec h n i cal  Ad vi s o ry G ro u ps  ( U S TAG s )  an d  pro vi d es  s ecr e tari at  s u p p o rt  fo r  
I n tern ati o n al  E l ectro tech n i c al  C o m m i s s i o n  ( I E C )  an d  I n tern ati o n al  Org an i zati o n  fo r  
S tan d ard i z ati o n  ( I SO )  co m m i tte es  th at  d e ve l o p pro ces s  m eas u rem en t an d  co n tro l  s tan d ard s .   To  
 b       dd           f              h     c     ’       d   d   p   g ram ,  p l e as e  wri te :  

 I S A 
 Attn :  S tan d ard s  D e p artm en t  
 67  Al ex an d er  D ri ve  
 P . O.  B o x  1 2 2 7 7  
 R es e arch  Tri an g l e  P ark,  N C  2 7 70 9  
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