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Preface 

CERTAINLY NO ONE WISHES FOR AN AIRCRAFT DISASTER, but when one occurs, everyone 
wants to know why. In the analysis of aircraft disasters, among the pr imary investi- 
gative tools used by the FAA and NTSB are the continuing data recorders on the air- 
craft itself. Those data recorders, the cockpit voice recorder (CVR) and the digital flight 
data recorder (DFDR) shown in Fig. P1, are colloquially known as black boxes and are 
often the focus of intensive searches at the crash site because of the valuable infor- 
mation they may contain about conditions before and during the last moments  of 
aircraft operation. The CVRs and DFDRs save their data in media that survive most  
crashes, and their information and operational parameters 1 can help identify human 
error, equipment malfunction, or unexpected weather anomalies. But, not all situations 
can be predicted. For example, in the Oct. 25, 1999 Learjet crash that killed golfer 
Payne Stewart and five others, investigators did not find any CVR voice information 
because it operated as a 30 minute tape loop. Unfortunately, the likely decompression 
incident happened in the first 30 minutes of flight, hours before the crash-caused loss 
of power stopped the tape loop. By that time, all persons were unconscious, the val- 
uable cockpit conversation(s) were overwritten, and the only data on the CVR were 
cabin pressure and stall warnings as the plane ran out of fuel (Moss 1999; Lunsford 
1999; Hembree 1999; NTSB Advisory 1999; NTSB Investigation undated). 

Technology advances within the past ten years have allowed increasingly sophisti- 
cated nonvolatile electronic data storage capabilities on automobiles and trucks. 
Among the first were electronic odometers, which saved the vehicle cumulative mile- 
age, even if the battery was disconnected. Application of nonvolatile electronic data 
storage was then incorporated to assist with the diagnosis and repair of intermittent 
electronic faults that would otherwise be difficult or impossible to diagnose. Systems 
having the capability to incorporate nonvolatile electronic data storage include engine 
fuel management  (EFI), antilock braking (ABS), automatic traction control (ATC), 
cruise control (CC), air bags (SRS), and seat belt tensioners (ETR). Figure P2 shows 
a simple example of ECU controllers for the ABS and SRS. 

One byproduct of the incorporation of nonvolatile electronic data storage for diag- 
nosis and repair is the utility of this electronically saved data to assist land vehicle 
investigators in determining vehicle conditions before and during an accident in a way 
unavailable by previous post accident mechanical analysis techniques. However, be~ 
cause the original intent of this electronically saved data capability was to assist repair, 
and not necessarily to assist accident investigation, these data are often distributed 
among several different units, which save data in their own formats and for their own 
diagnostic purposes (EFI, ABS, ATC, CC, SRS, ETR, etc.). 

In each system that incorporates computer control, the assembly containing the 
integrated circuit microprocessor unit (MPU) is called the electronic control unit 
(ECU). Within the ECU, the desired nonvolatile information is saved in EEPROM. 2 
This information usually includes diagnostic trouble codes (DTCs), 3 and optional par- 

1DFDRs on commercial airlines save over 50 mandatory and 30 optional parameters. A refer- 
ence showing a complete list of DFDR parameters, including a comparison to known automotive 
parameters, is shown in Appendix E: "A Comparison of Recorded Data Parameters, Aircraft versus 
Automotive Black Boxes." 

2EEPROM--Electrically Erasable Programmable Read Only Memory. EEPROM is fabricated 
using a special semiconductor construction that allows it to retain previously stored data even 
when the battery is disconnected. A similarly functioning technology, Flash Memory, is also used 
for this purpose. 

3 Often called error codes. 
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xiv BLACK BOX DATA IN AUTOMOBILES 

FIG. Rl~Aircraft data recorders. 

FIG. P.2~ABS and SRS ECUs. 

amet r i c  data.  Because  EEPROM is nonvolat i le ,  it  re ta ins  its da ta  even when  the ba t te ry  
is d isconnected.  EEPROM da ta  are  downloaded  f rom a vehicle ECU using a scanner  4 
o r  via a mic rop roces so r  interface,  in  m u c h  the same  way  as a credi t  ca rd  t e rmina l  is 
used  to query a centra l  da t a  bank  to au thor ize  a credi t  purchase .  This concept  is shown 
in Fig, P3. There  are  two levels of  s to red  data:  repair- level  DTCs and  engineering-level  

4Scanner--Small hand-held microprocessor capable of sending serial data commands to a ve- 
hicle ECU and then receiving and selectively recording/interpreting ECU serial response data. 
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P R E F A C E  x v  

FIG. P.3---ABS and SRS ECUs with dedicated scanners. 

parametric crash data. Generally, repair-level scanners cannot access engineering-level 
data, whereas engineering-level scanners can access all data. 

As we have discussed above, certain crash-related data may be stored in the EE- 
PROMs of several vehicle ECUs, requiring the use of several scanners, one dedicated 
to each type of system ECU, to acquire a complete set of crash data. This is shown 
schematically in Fig. P3. Newer vehicle models 5 utilize advanced scanners that often 
incorporate multi-system interrogation functions in a single unit. 

Thus, the concept of vehicle black box data is actually an umbrella term, which 
implies using data components that are obtained by interrogating several different 
system units that can be assembled to provide a set of electronically saved data useful 
to the accident investigator. 

In addition to scanners, a laboratory computer interface can be used to accomplish 
the EEPROM download process for both repair and engineering-level data. Some- 
times, this method provides more detail than field scanners can provide. An illustration 
of a laboratory download of air bag ECU EEPROM data is shown in Fig. P4. 

Engineering-level data can incorporate additional parameters such as time, ignition 
cycles, velocity change, pre-event velocity, acceleration profile, seat belt status, and 
other crash event data. 

When a set of data is saved only after a certain condition or event, that data is often 
called a freeze frame, and the triggering condition is called the event trigger. An air bag 
ECU data event trigger is a crash deployment command, and the saved freeze frame 
data can identify crash timing, crash velocity changes, seat belt usage, etc. An ABS 
ECU event trigger can be any DTC, for example, a front wheel sensor malfunction DTC 
as caused by a crash. The saved freeze frame data can identify wheel speeds, brake 
apply status, ignition cycles, etc., at the time the DTC was set. 

If a crash event has triggered both of the above freeze frame examples, one can see 
how the combined set of saved data can present an extended overview of vehicle con- 
ditions at a critical moment, such as the instant of the crash. 

The balance of this book identifies where and how to find various data parameters, 
as saved in various freeze frames, which have multiple formats, and shows how to 
interpret and combine them so their sum can present a vehicle condition overview 
that can provide significant additional information when compared to traditional post 
accident mechanical analysis techniques. As we continue this investigation, we will 

SModels starting with the 1996 model year are mandated to have OBD-II compliant scanners, 
many of which incorporate multi-communication protocols and multi-system functions in a sin- 
gle integrated scanner unit. 
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xvi BLACK BOX DATA IN AUTOMOBILES 

FIG. R4---Laboratory download of an SRS ECU. 

also cover some mathematical  structures, basic Newtonian physics, and basic elec- 
tronic circuits. These concepts are then integrated into several case studies. 

Also included are several appendices with information useful to investigators in this 
field: 

Appendix 

A 
B 
C 
D 
E 

Title 

Glossary of Terms and Conversion Factors Used in Vehicle Data Systems 
Scan Tools, Scanners, Bus Interfaces, and Manufacturer Contacts 
Government  Standards and Regulations (CARB, DOT/NHTSA, EPA) 
Industry Standards and Specifications (SAE, ASTM, ISO, etc.) 
Comparison of Recorded Data Parameters, Aircraft versus Automotive 
Black Boxes 

In conclusion, the reader should be aware that, just as with aircraft CVR and DFDR 
data, the inexorable progress of t ime and technology will serve to make the set of 
available crash event data increasingly more complete and more useful. These ad- 
vances will almost certainly incorporate increasingly more complex data formats and 
sources, so the methods and formats discussed herein will probably be considered only 
a pr imer for future investigators probing electronically saved data. 
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Background and Evolution of 
On-board Vehicle Data, 
Diagnostics, and 
Communications Capabilities 

MONO4-EB/Jun. 2001 

1.1 I N T R O D U C T I O N  TO V E H I C L E  
E L E C T R O N I C  F E E D B A C K  C O N T R O L  

TECHNOLOGY ADVANCES WITHIN THE PAST 15 YEARS have al- 
lowed increasingly sophisticated nonvolatile electronic data 
storage capabilities on automobiles and trucks. This sophis- 
tication has come about because of a combination of gov- 
ernmental regulations requiring more precise control of 
emissions and safety systems, and the cost benefits and in- 
herent precision available with the use of embedded micro- 
computer  (integrated circuit) feedback systems to control 
formerly all-mechanical vehicle systems. For four decades 
before that era)  all-mechanical systems were reasonably 
constant in concept and components. However, electronic 
feedback systems had the advantage of being self-calibrating 
and self-aligning over the same period of usage in which 
purely mechanical systems often wandered far out of ac- 
ceptable tolerances 2 and needed frequent tune-ups. In this 
new era, self-calibration was essential because federal emis- 
sion standards mandated that the emissions portion of ve- 
hicle drive trains stay in calibration for 50 000 miles or more, 
and, if a miscalibration was detected, provide a warning in- 
dication (lamp) to the operator. The electronic systems made 
it easy to do that without frequent tune-ups, as well as hav- 
ing the inherent ability to incorporate programmable  warn- 
ing and alarm limits, depending on vehicle platform and reg- 
ulation year. 3 Early electronic systems required battery 
power to save continuing data such as hard and intermittent 
diagnostic trouble codes (DTCs) and running calibration 
data. 4 Yet, if battery power was lost, all prior saved DTCs 
and calibration data were lost. When that happened, any 
DTCs generated by an intermittent problem would not be 
detected until the vehicle was again run and the problem 
reoccurred. Additionally, for every battery power loss, engine 
systems had to "recalibrate themselves" and radio station set- 
tings had to be reprogrammed. Starting in the mid-1980s, a 
new technology was introduced into vehicle systems, Elec- 

1A good part of the cost benefits of large scale integrated circuits 
came about because of their accelerated introduction and wide- 
spread usage in military and personal computing systems in this 
same era. Recall that the dawn of commercial  use integrated circuits 
came with the Intel 4004, 8008, and 8080, the 1977 TRSS0, the 1979 
Apple II, the 1981 IBM PC both running VisiCalc, and dBase II. 

ZOne notably durable and self-aligning mechanical system was the 
IBM Selectric | typewriter, wherein the type ball retained alignment 
using cast positioning teeth which forced a correct alignment on the 
transport carriage, even as its steel control bands stretched. 

3This was done by using small "calibrator" modules tailored to the 
particular vehicle on which a generic electronic controller was ap- 
plied. 

4The memory (RAM) that depended on vehicle battery power to 
save data was called Keep Alive Memory (KAM). 

trically Erasable Programmable Read Only Memory (EE- 
PROM) (Kendall 1987). EEPROM, developed in the 1970s as 
an adjunct to microcomputer  semiconductor memory  devel- 
opment, is nonvolatile, which means that after data are writ- 
ten to it, the data are retained even when its power source 
is disconnected. This technology avoided engine recalibra- 
tion cycles and lost radio station settings when a battery was 
changed. The first on-board automotive applications of EE- 
PROM were in electronic odometers, which saved the vehicle 
cumulative mileage, even if the battery was disconnected. 
However, even though the cumulative mileage was saved, it 
could only be read with battery power applied, since the 
odometer readout was also electronic. In the 1990s, a prod- 
uct with similar nonvolatile storage characteristics, Flash 
Memory, s was introduced into vehicle systems (Intel 1996; 
See and Thurlo 1995). Flash memory  uses an inherently sim- 
pler IC device structure for data storage than EEPROM, but, 
generally, it is only manipulated in multi-byte block sections, 
whereas EEPROM can be single-byte or block alterable. 

1.2 E X A M P L E S  OF O N - B O A R D  V E H I C L E  
S Y S T E M S  W I T H  DATA M E M O R Y  

The first widespread use of vehicle embedded microcom- 
puter feedback systems, as used to control formerly me- 
chanical vehicle systems, occurred with engine fuel manage- 
ment  and idle speed systems. These took the form of hybrid 
controls, where carburetor fuel/air mixtures were controlled 
using pulsed solenoids whose duty cycle was determined by 
an electronic control unit (ECU) that monitored sensors, in- 
cluding the exhaust gas oxygen content and engine temper- 
ature. Later systems substituted an electrical fuel valve for 
the classic venturi orifice, and the fuel-charging element was 
then called a throttle body. Even later systems distributed 
the fuel injection valves at each cylinder, and these were de- 
scribed as port fuel injected engines. Lumped under the term 
electronic fuel injection (EFI), and also introduced in hybrid 
form in some European vehicles, electrical fuel mixture con- 
trol was introduced on U.S. domestic vehicles in the early 
1980s. By 1990, EFI engine management  was considered by 
the U.S. domestic buying public to be the min imum stan- 
dard state-of-the-art, and venturi carburetors were practi- 
cally obsolete. A schematic of such a feedback system is 
shown in Fig. 1.1, where the controlled parameter  is fuel 
quantity injected into the engine, the feedback parameters  
are throttle position and exhaust gas oxygen content, and the 
engine controller is an ECU, variously called an electronic 

Slntroduced by Intel as ETOX TM flash memory in 1988. 
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V E H I C L E  DATA, DIAGNOSTICS ,  A N D  C O M M U N I C A T I O N  3 

control module (ECM), powertrain control module (PCM), 
etc. The vehicle fuel system needed to be in calibration for 
an extended service life, or provide a malfunction warning, 
and needed the inherent ability to incorporate programma- 
ble function limits, depending on vehicle platform and reg- 
ulation y e a r .  6 Quickly following the domestic introduction of 
EFI, electronic integrated circuit feedback controllers were 
introduced in stand-alone cruise control systems. A sche- 
matic of such a feedback system is shown in Fig. 1.2, where 
the controller is an ECU, the controlled parameter  is throttle 
position (via vacuum or electromotor servos), and the feed- 
back element is an electronic vehicle speed signal (VSS). The 
VSS is typically generated via a magnetic pulse generator 
sensing rotating gear teeth on the transmission output shaft. 
By the late 1980s, electromechanical feedback cruise control 
transducers (seen in production vehicles until 1983) were 
substantially obsolete. The next major area to be changed 
with electronic integrated circuit feedback controllers was 
braking systems. It was shown that, for poor road conditions 
(sand, ice, snow, water, etc.), a system that prevented wheel 
lockup and gave significantly increased directional control, 
in exchange for a small loss of absolute stopping distance, 
provided a major  benefit to overall vehicle performance. This 
was accomplished by using an ECU to sense individual 
wheel speeds, and then isolate and reduce brake fluid pres- 
sure to the wheel or wheels that were locking up. A sche- 
matic of such a feedback system is shown in Fig. 1.3, where 
the controller is an ECU, the controlled parameter  is wheel 
cylinder pressure (via electrical solenoid valves), and the 
feedback elements are individual electronic wheel speed sig- 
nals (WSS). The WSS are typically generated via a pickup 
coil mounted adjacent to a toothed ring at each controlled 
wheel, where the pickup coil senses the magnetic flux 
changes as the teeth pass by. 

Generally, starting with the 1990s era, 7 another new vehi- 
cle system needed to be in calibration for its service life, or 
provide a malfunction warning, and needed the inherent 
ability to incorporate programmable  function limits, de- 
pending on vehicle platform. Passive restraints, specifically 
air bags and automatic seat belt tensioners, needed the ca- 
pabilities inherent in ECU control. A schematic of a first gen- 
eration air bag system is shown in Fig. 1.4, where an ECU 
serves as a diagnostic controller, and external inertia 
switches 8 at the front of the vehicle are used to sense the 
crash pulse and electrically deploy the air bag(s). Thi s type 
of system inherently responds to a mechanical property (ac- 
celeration) to generate an electrical current to actuate a py- 
rotechnic device (electrically fired squib/gas generator 
which inflates a folded air cushion). Additionally, when a cir- 

6This was done by using small "calibrator" modules tailored to the 
particular vehicle on which a generic electronic controller was ap- 
plied. 

7In actuality, GM equipped a small test portion of its fleet vehicles 
with air bags in the mid-1970s, and, in the mid- and late1980s, Ford 
and Mercedes-Benz had air bags in production vehicles. 

SAn inertia switch responds to change the state of its electrical 
contacts when it is subjected to an acceleration (crash) pulse to 
above its threshold. In SRS systems, when a crash-level pulse is de- 
tected, the contacts close. Other versions of inertia switches are used 
to open electric fuel pump circuits when an above-threshold accel- 
eration (crash) pulse is detected (First Inertia 1992). 

cuit problem is detected, the diagnostic controller (ECU) ac- 
tuates a warning lamp to provide visual indication of a sys- 
tem malfunction to the operator. 

Since this type of system was very complex and directly 
related to occupant safety, the ability to identify intermittent 
malfunctions was desired. Each malfunction is indicated by 
a numeric DTC (diagnostic trouble code). DTC storage was 
accomplished with special internal nonvolatile memory, 
which could record and store such past DTCs until a tech- 
nician later read them. The readout process was accom- 
plished via blink codes, where the SRS lamp was used as a 
blink counter to indicate the identification number  of a 
stored DTC. Later, DTCs were also read out with special in- 
terrogating testers called scan tools, or more commonly, 
scanners. The scanner was itself another computer, which 
could access the nonvolatile memory in the air bag ECU. 
Additionally, the scanner could read DTCs and other stored 
information that could not be identified with blink codes. 

A schematic of the scanner interrogation of an early- 
architecture air bag ECU is shown in Fig. 1.5. In this case, 
the scanner performs much like a palmtop computer  which, 
when connected to a host computer, can read e-marl and 
stock prices. In this case, the scanner is plugged into a ve- 
hicle data port to read air bag ECU saved DTCs and saved 
parametric data. Modern scanners usually have their own 
EEPROMs, which save setup data on the last car serviced, 
thus giving the technician a shortcut to re-enter that vehicle's 
scanner operations. 

Air bag ECUs perform a critical safety function, but they 
are hardly unique in architecture and construction. Thus, in 
a similar manner, ABS ECUs, powertrain ECUs, CC ECUs, 
etc., having similar architectures with internal EEPROM, 
could also be scanned for their DTCs and prior saved para- 
metric data. Now that we have introduced the general func- 
tions of various vehicle system ECUs, it would be helpful to 
review the internal architecture of a generic ECU. 

1.3 THE ARCHITECTURE OF AN ECU 

In order to keep the text flowing smoothly, it is necessary to 
use many common industry acronyms in this section. These 
are fully defined in Appendix A. Readers unfamiliar with com- 
puter architecture and component jargon are encouraged to 
scan those sources before continuing. 

The generic on-vehicle system ECU has many elements 
common to most other computer  control units (desktop 
word processors, laptops, hotel accounting systems, micro- 
wave oven controllers, etc.). These common elements give it 
the inherent function to operate on a stored program and 
branch to alternate operations dependent on intermediate 
calculated results. 

The core of an ECU is a common internal data path (data 
bus) that allows various data processing and data storage 
elements to exchange data efficiently. The internal data proc- 
essing and data storage elements can include a CPU, RAM, 
PROM, EPROM, EEPROM, etc. 

Additionally, outside of the data bus, there are usually in- 
terface circuits that condition or convert incoming signals, 
interface circuits that condition or convert signals from in- 
ternal components, circuits that provide high power drive for 
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8 BLACK BOX DATA IN AUTOMOBILES 

external actuators, and communication circuits that allow 
the ECU to pass data to other data devices (modems, net- 
works, diagnostic scanners, etc.). 

Figure 1.6 shows a composite tutorial ECU schematic con- 
taining illustrative elements that can be found in various 
SRS and ABS ECUs. The internal functions (RAM, CPU, 
PROM, etc.) could be implemented from separate integrated 
circuit devices and combined on a printed circuit board 
(PCB) to accomplish the ECU function, and many earlier 
devices were constructed that way. However, current tech- 
nology permits a high degree of functional block integration, 
allowing the function of many of the memory  and condi- 
tioning circuits to be incorporated in one device. One ex- 
ample of such a device is the Thomson TS 68HC811E2, 9 
whose block diagram is shown in Fig. 1.7. Notice that 512 
bytes of EEPROM are incorporated within the single con- 
troller version shown) ~ Such an integrated device is called 
a microprocessor unit (MPU), and using such an MPU inside 
an ECU greatly simplifies its design. However, this same 
MPU IC chip is sold in two package versions. Thus, if we are 
not privy to the design data for this MPU (which contains 
the EEPROM in our ECU), we may have to use the MPU 
packaging definition to queue our research for the particular 
specification that may define just how many bytes of EE- 
PROM data are stored in the MPU device, and hence in the 
ECU. For the TS 68HC811E2 MPU, the packaging options 
are shown in Fig. 1.8. This concept will be important  to re- 
member  later, when we attempt to characterize an unknown 
ECU by finding out what the nonvolatile data capacity ac- 
tually is, and how it may be accessed. 

1.4 VEHICLE ENVIRONMENTS WITH 
MULTIPLE SYSTEM ECUS 

As discussed above, contemporary passenger vehicles typi- 
cally incorporate ECUs as the control element in systems 
including engine fuel management  (EFI), antilock braking 
(ABS), automatic traction control (ATC), cruise control (CC), 
air bags (SRS), seat belt tensioners (ETR), suspension con- 
trol (RSS), and occupant options (seat adjustment, steer 
wheel adjustment, etc.). 

In the earliest generations of these systems, individual 
functions were usually independent of other systems, with 
separate sensors and separate actuators. Shortly thereafter, 
the first steps in system integration incorporated common 
sensors for similar functional inputs (VSS for vehicle speed, 
ignition-primary for tachometer, stoplamp circuit for brake 
apply, etc.). The next steps involved cross system communi-  
cation and control functions to achieve more sophisticated 
vehicle control than stand alone systems could achieve. An 
example of this communicat ion link, shown in Fig. 1.9, is a 
coupling of antilock brake control and engine power man- 
agement to achieve an automatic traction control (ATC) 
function for opt imum vehicle acceleration and tracking. 

Once more than two ECUs became involved in a com- 
munication link, it became immediately obvious that a more 
cohesive system of communications was required. This co- 

9Derived from the Motorola 68HC11 family. 
1~ 2K bytes of EEPROM are available in other versions. 

hesive system has evolved as a network of ECUs with an 
extensive set of layered protocols, message formats, and 
physical interconnections defined by an umbrella of stan- 
dards. This network of ECUs is formally called a controller 
area network (CAN) and is also defined as an SAE J1850 
network (Bosch 1991; SAE 1998). These networks are char- 
acterized by an open system architecture (OSI) 11 and a well- 
documented set of defirdtions and specifications, 12 which 
makes their application universal. Many of these vehicle sys- 
tems standards are listed in Appendix D, which includes en- 
tries from the International Standards Organization (ISO) 
and the Society of Automotive Engineers (SAE). Regulations 
to which these standards respond are listed in Appendix C, 
which includes entries from the California Air Resources 
Board (CARB) and the Environmental Protection Agency 
(EPA). 

A conceptual schematic of the physical circuit of such a 
vehicle controller network is shown in Fig. 1.10. In this fig- 
ure, the vehicle network is seen as a common serial com- 
munications circuit, connecting all communicating ECUs. 
Inter-ECU communications are sent as serial data on this 
common path, with an established system of protocols, iden- 
tifies, and formats. The common electrical circuit is known 
as the physical/electrical network, and this is specified in 
Layer 3 of the ISO CAN specification structure. These three 
layers are defined in Table 1.4. One very complete ISO CAN 
specification, obtainable via the internet, is Bosch CAN Spec- 
ification 2.0 (see Appendix D). 

The SAE implementation of CAN concepts is embodied in 
an umbrella of specifications dealing with the SAE J1850 
Class B Data Communications Network Interface (see Ap- 
pendix D). Figure 1 of SAE J1850, presents a convenient map  
relating ISO CAN versus SAE J1850 nomenclature and func- 
tion by protocol layer and is reproduced here as Fig. 1.11.11 
Using the layered message disciplines and protocols, CAN/ 
SAE J1850 supports distributed (separate) real t ime ECU 
systems controllers with a high degree of data integrity. 

One principal advantage of vehicle networks is that they 
efficiently multiplex inter-ECU communications over a few 
wires at high bit rates. They also allow different systems to 
share sensors, thus saving weight, space, and vehicle diag- 
nostic complexity. Besides saving the weight and complexity 
of system stand-alone vehicle wiring harnesses, networking 
methodology simplifies and standardizes advanced system 
integration functions. Aside from the ATC example discussed 
above, networking methodology is used to implement ad- 
vanced inter-ECU functions such as speed-sensitive door 
locks, advanced insmtment  panel data, smart  air bags, smart  
electric windows, collision sensing, smart  seat belts, etc. 

In general, any ECU has equal access to the vehicle bus. 
Additionally, units can be connected or unconnected at will, 
without affecting the bus or message integrity. Extending 

110~I is defined as a publicly available interface definition, which 
allows independent designers and manufacturers to share a com- 
mon interface format. 

12Examples of open protocols and interconnections standards are 
found in standard computer systems parallel/printer peripheral 
ports. Recall that just about every manufacturer's printer, new and 
old, uses the "Centrordcs" port definition and a standard "Centron- 
ics" printer cable (updated to IEEE1284 for bidirectional commu- 
nications). 

13Used with permission of the SAE. 
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10 B L A C K  B O X  DATA I N  A U T O M O B I L E S  
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FIG. 1.7--Thomson TS 68HC811E2 MPU. (Courtesy of Thompson-CSF Semiconduc- 
teurs Specifiques.) 

that concept, one can see how a diagnostic scanner can con- 
nect to the bus, and, with proper protocols, query one or 
more vehicle ECU for the data it contains. This implemen- 
tation of a diagnostic tool (ECU) in a networked environ- 
ment  is shown in Fig. 1.12, which adds a diagnostic ECU to 
the network of Fig. 1.10. TM 

1.5 ON-BOARD DIAGNOSTICS--II  (OBD-II) 

The connection of a diagnostic ECU to an on-vehicle net- 
work is a routine operation in today's vehicle service envi- 
ronment.  With a CAN/SAE J1850 approach, a diagnostic 
tool can be considered as just another ECU added to the 
network. Since those diagnostic ECUs are generally portable 

14This is also very clearly explained in SAE J 1939-81, Section 
3.3.2. 

and have the capability to poll (scan) various on-vehicle 
ECUs for DTCs and parametric data, they are called scan 
tools, or more commonly, scanners. 

As explained above, on-board diagnostic communications 
access has evolved dramatically in the 1990s from its begin- 
nings in the late 1950s and early 1960s. At this time, the 
atmospheric smog problem in the Los Angeles basin was be- 
coming legendary and intolerable. To combat  this smog 
problem, the state of California started requiring emission 
control systems on 1966 model cars. The federal government 
extended these controls to nationwide application in 1968. 
In 1970, Congress passed the Clean Air Act and established 
the Environmental Protection Agency. The EPA initiated a 
series of graduated emission standards and requirements for 
maintenance of vehicles. These were to become more strin- 
gent with passing years (EPA 1998). Many of these are listed 
in Appendix C. 

It was unclear that all-mechanical systems, without feed- 
back, could meet the durability requirement of these increas- 
ingly stringent standards without costly maintenance (e.g., 
frequent tune-ups). So, manufacturers turned to electroni- 
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VEHICLE DATA, DIAGNOSTICS, AND COMMUNICATION 11 

FIG. 1.8--Packing options for Thomson TS 68HC811E2 MPU. 
(Courtesy of Thompson-CSF Semiconducteurs Specifiques.) 

cally controlled fuel feed and ignition systems with feedback 
regulation. Sensors were used to measure engine perform- 
ance, and their readings were used as feedback to automat-  
ically adjust engine control systems to provide min imum 
pollution and opt imum performance. These systems indi- 
cated any malfunctions by illuminating a lamp visible to the 
operator (malfunction indicator lamp, MIL). Various mal- 
function codes were also accessed electrically (using MIL 
blink codes) to provide diagnostic assistance. 

In the beginning, manufacturers had their own systems, 
data formats, and diagnostic codes. Starting in the late 
1980s, the Society of Automotive Engineers (SAE) began de- 
veloping standards for diagnostic connectors and diagnostic 
test signals. The EPA adapted many facets of the SAE stan- 
dards (see Appendix D), and OBD-II is the current, expanded 
set of standards and practices developed by SAE and 
adopted by the EPA and CARB. OBD-II implementation be- 
came mandatory on U.S. domestic vehicles by January 1, 
1996. Thus, today's scanners universally connect to the CAN/ 
SAE J1850 OBD-II on-vehicle network port. 

There are four basic OBD-II communication protocols in 
use, each with minor variations on the communication pat- 
tern between the on-board diagnostic computer. These are 
generally grouped as follows: 

�9 ISO 9141-2/ISODIS (K Line = 10.4 Kbps bi-directional, L 
Line = 5 bps, Scanner-to-ECU Communication) 

�9 SAE J1850 VPW (10.4 Kbps variable pulse width modu- 
lation) 

�9 SAE J1850 PWM (41.6 Kbps pulse width modulation) 
�9 SAE J2284 (500 Kbps high speed CAN-HSC) 

While there are several OBD-II compliant electrical com- 
munication protocols, the mandatory field data formats and 

structures are fixed according to SAE J1979 and SAE J2178, 
and any new vehicle system (and hence new scanners) must  
be compatible with these formats and structures. 

Additional to message formats, structures, and priorities, 
the physical interconnection to the on-vehicle network is 
designated to be a standard "OBD-II" connector. The physi- 
cal SAE J1962 OBD-II connector layout is shown in Fig. 
1.13. This connector is seen in all compliant vehicles starting 
in 1996. 

There is no limit on design variations of scanners (Diag- 
nostic ECUs) that can comply with the ISO9141/SAE J1850/ 
SAE J1979 / SAE J2178 specifications, but they must  all phys- 
ically connect to the same SAE J1962 connector, must  report 
the same standard (mandatory field) data, and must  all au- 
tomatically determine which communication protocol is be- 
ing used. The concept of multiple scanner types connecting 
to a common SAE J1962 OBD-II network interface port is 
shown in Fig. 1.14. 

OBD-II data consists of two parts, both acquired from the 
vehicle network by a serial access protocol. The first part  is 
legislated, and it is often referred to simply as OBD-II (On- 
board Diagnostics, Version II). The OBD-II functions are 
made available to all service technicians, and allow scanners 
to interrogate any ECU on the network for defined infor- 
mation accessible by service technicians. All ISO9141/SAE 
J1850/SAE J1979/SAE J2178 compliant OBD-II equipped 
vehicles, 1996 and later, including all European, Asian, and 
domestic products built for North America and Japan, have 
the following basic ODB-II diagnostic modes (SAE 1997): 

Mode 1: Request Current Powertrain Diagnostic Data 
This mode allows access to real t ime emission- 
related da ta  values, including analog inputs/ 
outputs, digital inputs/outputs,  calculated val- 
ues, and system status. The formats of the par- 
ameters included here are defined by SAE 
J2178. 

Mode 2: 

Mode 3: 

Request Powertrain Freeze Frame Data 
This mode allows access to emission-related 
data values, including analog inputs/outputs,  
digital inputs/outputs,  and system status that 
were stored during the freeze frame required 
by OBD regulations. The formats of the para- 
meters included are defined by SAE J2178. 

Request Emission-Related Powertrain Diagnos- 
tic Trouble Codes (DTCs) 
This mode allows the diagnostic test unit (scan 
tool or scanner) to access stored emission- 
related DTCs. This is a two-step process. Step 
1 consists of a Mode 1 request to all ECUs to 
get the number  of emission-related codes 
stored by the respective ECUs. Step 2 consists 
of the actual request for emission-related DTCs 
from the respective ECUs. The scanner reads 
the DTCs directly from the target ECU mem- 
ory and displays a short description of each 
code. The DTC coding is defined by SAE J2012. 
When no DTCs are found, the scanner screen 
displays No Fault(s) Stored. 
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14 BLACK BOX DATA IN AUTOMOBILES 

TABLE 1.4---ISO Controller Area Network (CAN), layer 
hierarchy specification. 

Layer Title and Description 
1 Application~Object Layer--specifies standard message 

codes, standard parameters, message filtering, status 
and routing. 

Data Link~Transfer Layer--specifies message timing, syn- 
chronization, framing, priority-arbitration, and error 
detection. 

Physical & Electrical Inter-ECU Communication--specifies 
wiring type, connectors, and transmission characteris- 
tics. 

Mode 4: 

Mode 5: 

Mode 6: 

Mode 7: 

Mode 8: 

Clear~Reset Emission-Related Diagnostic Infor- 
mation 
This mode allows the diagnostic test unit (scan 
tool or scanner) to clear all emission related 
diagnostic information. This includes clearing 
or resetting the following information: Num- 
ber of DTCs (Mode 1, PID 01); DTCs (Mode 3); 
DTC freeze frame data (Mode 1, PID 02); 
Freeze frame data (Mode 2); Oxygen sensor 
test data (Mode 5); System monitoring test 
status (Mode 1, PID 01); Other manufacturer- 
specific data. 

Request Oxygen Sensor Monitoring Test Results 
This mode allows the diagnostic test unit (scan 
tool or scanner) to access on-board oxygen sen- 
sor test results. There are many ways to com- 
ply with this requirement, and use of this mode 
may be opt ional  depending on manufacturer  
compliance approach. 

Request On-board Monitoring Test Results for 
Noncontinuously Monitored Systems 
This mode allows the diagnostic test unit (scan 
tool or scanner) to access on-board test results 
for systems and components that are not con- 
tinuously monitored, such as catalytic con- 
verters and evaporative canisters. 

Request On-board Monitoring Test Results for 
Continuously Monitored Systems 
This mode allows the diagnostic test unit (scan 
tool or scanner) to access on-board test results 
for systems and components that are contin- 
uously monitored. This mode is useful when 
the repair technician wishes to ascertain mal- 
functions occurring immediately after clearing 
all DTCs and before a next DTC is set (where 
they would be reported in Mode 3). 

Request Control of On-board System, Test, or 
Component 
This mode allows the diagnostic test unit (scan 
tool or scanner) to control the operation of an 
on-board system test or component. Such con- 
trol can include: Turn device off, Turn device 
on, and Cycle device for x number  of seconds. 
This mode can then be used to determine spe- 
cific system/component  response to individu- 
alized tests. 

Mode 9: Request Vehicle Information 
This mode allows the diagnostic test unit (scan 
tool or scanner) to request vehicle-specific in- 
formation such as VIN, Calibration IDs, ECU 
Ids, and control software levels. 

Table 1.5.1 identifies the mandated and optional signal 
connections in the OBD-II connector by which the vehicle 
network is accessed. More detail of the specific bit rates, in- 
terface logic and conversion circuits can be found in SAE 
J2201, Interface for OBD-II Scan, June 93. 

The second part  of OBD-II accessible information is des- 
ignated as special data that is generally proprietary to the 
vehicle manufacturer. These special data include functions 
such as reprogramming EEPROM or flash memory, reading 
and clearing advanced diagnostic codes, and accessing cer- 
tain parametric and history information. Interrogation of 
this special data often requires different scanners, is and in- 
terpretation of this data often requires a knowledge of the 
data formats used in the proprietary data section in the tar- 
get ECU EEPROM or flash memory. These proprietary data 
often contain information to assist with engineering analysis 
of the performance of current on-board systems and infor- 
mation to aid in the development of future systems. It  is 
generally this special data, containing performance records 
in on-board EFI, ABS, ATC, CC, SRS, and ETR systems, col- 
loquially identified as vehicle black box data, that is useful 
in crash analysis. Table 1.5.2 shows examples of manufac- 
turer-variations in signals ported to the standard OBD-II 
connector. 

1.6 F R E E Z E  F R A M E  DATA THAT IS 
U S E F U L  F O R  CRASH ANALYSIS 

SAE J1978 and SAE J1979 specify freeze frame data capa- 
bilities required in the OBD-II environment. Freeze frame 
data are saved when a specific (SAE J2012 coded) DTC is 
detected and saved. 

Table 1.6.1 shows the SAE J2012 DTC assignments and 
associated common system identifications. Each DTC con- 
sists of an alpha-numeric designator followed by three digits. 
In cases where the information is unclear, the binary upper- 
nibble identifier is used as a specific identifier. A more mne- 
monic view of DTC identification is shown in Fig. 1.15. How- 
ever, since the principal objective of the diagnostic 
requirements was control of polluting emissions (and main- 
tenance of drivetrain systems), most of these DTCs are not 
designed to provide crash data related information. A small 
subset of DTCs, mostly outside the emissions DTCs, can be 
useful in crash investigations. 

Examples of vehicle information and DTC freeze frame 
parameters  that can be useful in crash investigations are 
shown in Table 1.6.2. These, and other event-triggered par- 
ameters, will be further discussed in Chapters 5, 6, and 7. It  
may also be instructive to review Appendix E. After review- 
ing Tables 1.6.1, 1.6.2, and Appendix E, the advanced reader 

lSOr a different scanner program PROM which can contain a spe- 
cial serial protocol. 
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FIG. 1.11--Map of vehicle CAN protocol layers, ISO OSI vs. SAEJ1850. (Reprinted 
with permission from SAE document J1850, | March 1998, Society of Automotive 
Engineers, Inc.) 

can skip to Chapters 5, 6, and 7 to plunge directly into the 
heart of finding and using on-vehicle stored crash-related 
parameters for crash scenario analysis. However, for those 
not familiar with this field, and as a refresher for those who 
are, several foundational chapters are included before Chap- 
ter 5: 

�9 Chapter 2: Geometric Conventions, The Physical Laws of 
Motion, Acceleration Models and Numbering Systems 

�9 Chapter 3: A Review of Air Bag System Architecture, Com- 
ponents, and Stored Data 

�9 Chapter 4: A Review of Antilock Braking System Architec- 
ture, Components, and Stored Data 
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OBD-H INTERFACE CONNECrOR~ 
EHICLE MATING END VIEW 

1 2 3 4 5 6 7 8 /  

111213141514 
FIG. 1.13--In-vehicle mating end face of OBD-II connector showing pin number 
assignments. 

FIG. 1.14~Common scanner connection, different scanner design. 
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18 BLACK BOX DATA IN AUTOMOBILES 

TABLE 1.5. l--Mandated and optional signal connections in the 
OBD-II Connector. 

Pin # OBD-I] Connector  Funct ion 

1 

OBD-H ]INTERFACE CONNECTOR~ 
1CLE MATING END VIEW 

) 
2 3 4 5 6 7 8 /  

10 11 12 13 14 151L 4 

/ 

Manufacturer Discretionary 
2 SAE J1850, (10.4 Kbps VPW Single Line or 41.6 Kbps 

PWM Bus +) 
3 Manufacturer Discretionary 
4 Chassis Ground 
5 Signal Ground 
6 SAE J2284, 500 Kbps High Speed CAN - HSC, CAN_High 
7 ISO 9141-2/ISO-DIS 14230-4, K Line (10.4 Kbps 

bidirectional) 
8 Manufacturer Discretionary 
9 Manufacturer Discretionary 

10 SAE J1850, 41.6 Kbps PWM (Bus-) 
11 Manufacturer Discretionary 
12 Manufacturer Discretionary 
13 Manufacturer Discretionary 
14 SAE J2284, 500 Kbps High Speed CAN - HSC, CAN_Low 
15 ISO 9141-2/ISODIS 14230-4, L Line (5 bps, Scanner to 

ECU communication, Initial phase only) 
16 Unswitched Vehicle Battery+ (4A max) 
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20 BLACK BOX DATA IN AUTOMOBILES 

TABLE 1.6.1--SAE J2012 PID assignments and associated common system identifications. 

System ECU Association, 
Upper Nibble Alpha ID Vehicle Systems Designation Identification/Acronym 

0000 P0 Powertrain Codes, SAE Controlled PCM, ECM, ECA 
0001 P1 Powertrain Codes, Manufacturer Controlled 
0010 P2 Powertrain Codes, Reserved 
0011 P3 Powertrain Codes, Reserved 
0100 CO Chassis Codes, SAE Controlled 
0101 C1 Chassis Codes, Manufacturer Controlled 
0110 C2 Chassis Codes, Manufacturer Controlled 
0111 C3 Chassis Codes, Reserved 
1000 B0 Body Codes, SAE Controlled 
1001 B1 Body Codes, Manufacturer Controlled 
1010 B2 Body Codes, Manufacturer Controlled 
1011 B3 Body Codes, Reserved 
1100 UO Network Communication Codes, SAE Controlled 
1101 U1 Network Communication Codes, Manufacturer Controlled 
1110 U2 Network Communication Codes, Manufacturer Controlled 
1111 U3 Network Communication Codes, Reserved 

ABS, TCS, ATC 
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P0107 

System Group 

B: Body 
C: Chassis 
P: Powertrain 
U: Network 

Control Sub-System 

0: SAE Controlled 
1: Manufacturer Controlled 
2: Manufacturer/Reserved 
3: Reserved 

1: Fuel and Air Metering 
2: Fuel and Air Metering (injector circuit) 
3: Ignition Systems or Misfire 
4: Auxiliary Emissions Controls 
5: Vehicle Speed, Idle Control, Auxiliary Inputs 
6: Computer & Auxiliary Outputs 
7: Transmission 
8: Transmission 
9: Reserved 
0: Reserved 

Fault # 

0 0  - 9 9  

The example shown is P0107, MAP Sensor Circuit  Low, an Emissions-Related DTC from 
a 1996 Oldsmobile 98. This DTC is a Type B code, which is emissions related, sets and 
saves freeze frame da ta  at the first occurrence,  and illuminates the MIL on the second 
occurrence (usually in a second drive cycle). 

DTC types are defined as follows: 

A. 

B .  

C~ 

D. 

Type A codes are emissions related, set and save freeze frame data on the first 
occurrence,  and il luminate the MIL immediately. 
Type B codes are emissions related, set and save freeze frame data on the first 
occurrence,  and il luminate the MIL only on the second occurrence (usually in a 
second drive cycle). 
Type C codes are not  emissions related, set on the first occurrence,  and il luminate 
the MIL. They may or may not save freeze frame data. 
Type D codes are emissions related, set on the first occurrence,  and do not  
i l luminate the MIL. They may or may not  save freeze frame data. 

FIG. 1.15---Breakdown of a typical DTC (Diagnostic Trouble Code). 
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generation 3+ systems, 125 
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diagnosis using scanner, 7 
distributed sensor switches, 50-54 
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Anthropomorphic Test Device, 44 
Antilock braking systems, 72, 74 

freeze frame data, 97, 99 
Antilock braking/traction control 

systems, 74-76 
common components, 75, 77 
ECUs, 77 
format and scaling of freeze frame 

data, 77-79 
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motors, 77 
wheel sensors, 77 

Antilocking braking ECU, xi-xiii 
individual wheel speed sensor 

feedback, 3,5 
parameters, 155 

Arming sensor, 51 
determining closure timing, 84, 88 

B 

Barrier approach velocity, 37 
Barrier equivalent velocity, 43-44 
Barrier test-crash, 34, 38 

C 

Code of Federal Regulations, 148 
Collision avoidance sensing, 125 
Collision pulses, 42-43 
Controller area network, 8, 13 

with diagnostic scanner attached, 10, 
16 

ISO specification, 8, 14 
OBD-II, 10-11, 14, 17-19 
protocol layers, ISO OSI vs. SAE 

J1850, 8, 15 
Crash data 

case-specific analysis, 91-122 
complex crash where cumulative 

Delta V over fixed time period is 
recorded, 113-118 

crash pulse and associated freeze 
frame data, 91-94 
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base duration are recorded, 99, 
101-102 

crash where switch-sensor time 
intervals are recorded, 95-97 

crash where time period 
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pre-event vehicle status and 
cumulative Delta V before and 
after impact, 116, 118-122 

reconstruction analysis, 97-98 
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Delta V over fixed time period is 
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deriving from raw hex data, 64-65 
deriving restraint system timing 

response, 83 
determining air bag deployment 

timing, 83-85, 87-89 
determining restraint system timing 

response, first pass analysis, 87- 
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from ECUs affected by crash and fire 
damage, 80, 82-84 

format and scaling of freeze frame 
data, ABS/TCS DTCs, 77-79 
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interrogation codes, 82, 86-87 
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bag deployment, 91, 95-96 

on-vehicle diagnostic ports or 
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parameters associated with SRS 
deployment events, 65 

pre-crash data, 61, 69 
retrieving, 60-61, 63-71 
sensitivity analysis and sensor 

tolerances effect on first pass 
timing calculation, 89-90 

Crash data retrieval system, 61, 63-66 
Crash pulse data, 91-94 
Crash pulse model, defining and testing, 

35-37, 40 
Crash sensors, 51 
Cruise control system, 3-4 
Cryptoanalysis, 82 

D 

Dealer-diagnostic work stations, 60 
Delta V, 30 

cumulative, s e e  also Crash data 
crash pulses, 36 
SRS system, 85 

Diagnostic trouble codes, 1 
Discriminating sensors, 51 

electromechanical, 54, 56, 58-59 
solid-state, 56, 59-61 

Distributed sensor switches 
air bag system, 50-54 
determining air bag deployment 

timing, 83-85, 87-89 
with intra-ECU transistor fire control, 

53, 55 
DTC 

assignments, 14, 20 
breakdown of, 14, 21 
crash time line and potential event- 

triggered DTCs, 92 
data useful in crash investigations, 14, 

29 
deriving from raw hex data, 64-65 
format and scaling of freeze frame 

data, ABS/TCS, 77-79 
numbering systems, 45 
retrieving, 60-61, 63-71 
storage, 3 

E 

ECU, 1 
affect by crash and fire damage, 

obtaining data, 80, 82-84 
antilock braking/traction control 

systems, 77 
architecture, 3, 8-10 
composite tutorial architecture, 8-9 
data in EEPROM or flash memory, 

80-82, 85 
electronic data, see Crash data 
future, 123 
inter-ECU communication, 8, 12 
multiple system, 8, 10-16 

EEPROM, 1, 80-81 
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