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1 Introduction 
'To look is one thing, to see what you are looking at is something else, to understand 
what you see is another, to learn from what you understand is another, but to act on what you learn is 
all that really matter!' 
 
Winston Churchill 
 
Risk-based Inspection (RBI) is fast becoming the oil and gas industry standard mechanism for risk 
management of equipment integrity issues. API RP 580 is one of the first National / International 
standards to have been published on this topic, and is intended to provide guidance on developing an 
RBI programme for fixed equipment and piping in the hydrocarbon and chemical process industries. 
 
RP 580 is intended to supplement API 510 Pressure Vessel Inspection Code, API 570 Piping 
Inspection Code, and API 653 Tank Inspection, Repair, Alteration and Reconstruction. These API 
inspection codes and standards allow an owner/user latitude to plan an inspection strategy and to 
increase or decrease the code designated inspection frequencies based on the results of a RBI 
assessment. The assessment must systematically evaluate both the probability and the associated 
consequences of a failure. The probability of failure assessment must be based on all forms of 
deterioration that could reasonably be expected to affect the piece of equipment in the particular 
service. 
 
The practices described in RP 580 are not intended to supplant other practices that have proven to be 
satisfactory, nor are they intended to discourage innovation and originality in the inspection of 
hydrocarbon and chemical facilities. Users are reminded that no book or manual is a substitute for the 
judgement of a responsible, qualified inspector or engineer! 
 
The purpose of a RBI programme is to: 
 
• Screen operating units within a plant to identify areas of high risk 
• Estimate a risk value associated with the operation of each equipment item, based on consistent 

methodology 
• Prioritise the equipment based on the identified risk 
• Design an appropriate inspection programme 
• Systematically manage the risk of equipment failures 
 
The expected outcome from the application of the RBI process should be the linkage of risks with 
appropriate inspection or other risk mitigation activities to manage the risks. The RBI process should 
generate a ranking by risk of all equipment evaluated, and a detailed description of the inspection plan 
to be employed for each equipment item, including: 
 
• Inspection method(s) that should be used (eg UT, RT, WFMT) 
• Extent of application of the inspection method(s) (eg % of total area examined or specific locations) 
• Timing of inspections / examinations 
• Risk management achieved through implementation of the inspection plan 
 
The outcome should also include a description of any other risk mitigation activities (such as repairs, 
replacements or safety equipment upgrades), and the expected risk levels of all equipment after the 
inspection plan and other risk mitigation activities have been implemented. 
 
Key elements that should exist in any RBI programme are: 
 
• Management systems for maintaining documentation, personnel qualifications, data requirements 

and analysis updates 
• Documented method for probability of failure determination 
• Documented method for consequence of failure determination 
• Documented methodology for managing risk through inspection and other mitigation activities 
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The primary outputs from a RBI assessment, are plans that address ways to manage risks on an 
equipment level. These equipment plans highlight risks from a safety / health / environment 
perspective, and from an economic perspective. Effective implementation of the plans should provide 
an overall reduction in risk for the facilities and equipment assessed, and an understanding of the 
current risk. 
 
The RBI plans also identify equipment that may not require inspection or some other form of mitigation, 
because of the acceptably low level of risk associated with the current operation. In this way, inspection 
and maintenance activities can be focussed and more cost effective. This often results in a significant 
reduction in the amount of inspection activities required, and may result in cost reductions. 
 
Although RBI is based on sound, proven risk assessment and management principles, it will not 
compensate for: 
 
• Inaccurate or missing information 
• Inadequate designs or faulty equipment installation 
• Operating outside the acceptable design envelope 
• Not effectively executing the plans 
• Lack of qualified personnel or teamwork 
• Lack of sound engineering or operational judgement 
 
The RBI process is focussed on maintaining the mechanical integrity of the pressure envelope and 
minimising the risk of loss of containment due to deterioration. Utilisation of RBI provides a vehicle for 
continuously improving the inspection of facilities and systematically reducing the risk associated with 
pressure boundary failures. As new data (such as inspection results) becomes available or when 
changes occur, the RBI programme should be reassessed to provide a refreshed view of the risks, and 
to adjust the management plan accordingly. 
 
Although the risk management principles and concepts that RBI is built on are universally applicable, 
API RP 580 is specifically targeted at the application of RBI in the hydrocarbon and chemical process 
industry. Many types of RBI methods exist and are currently being applied throughout industry. API 580 
is not intended to single out any one specific approach as the recommended method for conducting an 
RBI study, but is intended to clarify the elements required of a thorough RBI analysis. 
 
The types of pressurised equipment and associated components / internals covered by API RP 580 
include:  
 
• Pressure vessels – all pressure containing components 
• Process piping – pipe and piping components 
• Storage tanks – atmospheric and pressurised 
• Rotating equipment – pressure containing components 
• Boilers and heaters – pressurised components 
• Heat exchangers (shells, heads, channels and bundles) 
• Pressure relief devices 
 
The following non-pressurized equipment is not covered by the document: 
 
• Instrument and control systems 
• Electrical systems 
• Structural systems 
• Machinery components (except pump and compressor casings). 
 
The primary target audience for RP 580 is inspection and engineering personnel who are responsible 
for the mechanical integrity and operability of the above equipment. However, RBI is not exclusively an 
inspection activity, and requires the involvement of various segments of the organisation such as 
engineering, maintenance and operations departments. It must be stressed that RBI requires the 
commitment and co-operation of the total organisation! 
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2 Basic Concepts 
2.1 What is Risk? 

Risk is something that we as individuals live with on a day-to-day basis. Statistics show us that: 
 
• 1 in 1.1M die from gas poisoning / explosion per year 
• 1 in 1M deaths from vaccination 
• 1 in 25 000 deaths associated with anaesthesia 
• 1 in 13 000 deaths associated with pregnancy 
• 1 in 10 200 people die in road accidents each year 
• 1 in 990 people die in oil and gas accidents each year 
• 1 in 750 deep sea fishermen die each year 
 
Knowingly or unknowingly, people are constantly making decisions based on risk. Simple decisions 
such as driving to work or walking across a busy street involve risk. More important decisions such as 
buying a house, investing money and getting married all imply an acceptance of risk. Life is not risk-free 
and even the most cautious, risk-averse individuals inherently take risks. 
 
For example, in driving a car, people accept the probability that they could be killed or seriously injured. 
The reason this risk is accepted is that people consider the probability of being killed or seriously 
injured to be sufficiently low as to make the risk acceptable. Influencing the decision are the type of car, 
the safety features installed, traffic volume and speed, and other factors such as the availability, risks 
and affordability of other alternatives. 
 
Risk is the combination of the probability of some event occurring during a time period of interest, and 
the consequences associated with the event. In mathematical terms, risk can be expressed by the 
equation: 
 

Risk = Probability x Consequence 
 

2.2 Risk Management 

It may seem that risk management and risk reduction are synonymous, however, risk reduction is only 
part of risk management. Risk reduction is the act of mitigating a known risk to a lower level of risk. Risk 
management is a process to assess risks, to determine if risk reduction is required and to develop a 
plan to maintain risks at an acceptable level. By using risk management, some risks may be identified 
as acceptable so that no risk reduction (mitigation) is required. 
 
The complexity of risk calculations is a function of the number of factors that can affect the risk. 
Calculating absolute risk can be very time and cost consuming and often, due to having too many 
uncertainties, is impossible. RBI is focused on a systematic determination of relative risks. In this way, 
facilities, units, systems, equipment or components can be ranked based on relative risk. This serves to 
focus the risk management efforts on the higher ranked risks. 

 
2.3 The Evolution of Inspection Intervals 

In process plants, inspection and testing programmes are established to detect and evaluate 
deterioration due to in-service operation. The effectiveness of inspection programmes varies widely, 
ranging from reactive programmes, which concentrate on known areas of concern, to broad proactive 
programmes covering a variety of equipment. One extreme of this would be the 'don’t fix it unless it’s 
broken' approach. The other extreme would be complete inspection of all equipment items on a 
frequent basis. 
 
Setting the intervals between inspections has evolved over time. With the need to periodically verify 
equipment integrity, organisations initially resorted to time-based or 'calendar-based' intervals. 
Advances in inspection approaches and better understanding of the type and rate of deterioration, led 
to inspection intervals becoming more dependent on equipment condition rather than an arbitrary 
calendar date. 
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Codes and standards such as API 510, 570 and 653 evolved to an inspection philosophy with elements 
such as: 
 
• Inspection intervals based on some percentage of equipment life (such as half life) 
• On-stream inspection in lieu of internal inspection based on low deterioration rates 
• Internal inspection requirements for deterioration mechanisms related to environment induced 

cracking 
• Consequence based inspection intervals 
 
RBI represents the next generation of inspection approaches and interval setting, recognising that the 
ultimate goal of inspection is the safety and reliability of operating facilities. RBI, as a risk-based 
approach, focuses attention specifically on the equipment and associated deterioration mechanisms 
representing the most risk to the facility. In focussing on risks and their mitigation, RBI provides a better 
linkage between the mechanisms that lead to equipment failure and the inspection approaches that will 
effectively reduce the associated risks. 
 
2.4 Inspection Optimisation 

Figure 1 presents stylised curves showing the reduction in risk that can be expected when the degree 
and frequency of inspection are increased. The upper curve in Fig. 1 represents a typical inspection 
programme. Where there is no inspection, there may be a higher level of risk, as indicated on the 
y-axis. As inspection is increased, risk is significantly reduced, until a point is reached where additional 
inspection activity begins to show a diminishing return. If excessive inspection is applied, the level of 
risk may even go up (represented by the dotted line at the end of the upper curve). This is because 
invasive inspections in certain cases may cause additional deterioration, eg moisture ingress in 
equipment with polythionic acid; inspection damage to protective linings. 
 
The key to developing an optimised inspection procedure is the ability to assess the risk associated 
with each item of equipment, and then to determine the most appropriate inspection techniques for that 
piece of equipment. This is illustrated by the lower curve in Fig. 1, indicating that with the application of 
an effective RBI programme, lower risks can be achieved with the same level of inspection activity. This 
is because, through RBI, inspection activities are focussed on higher risk items and away from lower 
risk items. 
 
As shown in Figure 1, risk cannot be reduced to zero solely by inspection efforts. The residual risk 
factors for loss of containment include, but are not limited to, the following: 
 
• Human error 
• Natural disasters 
• External events (eg collisions or falling objects) 
• Secondary effects from nearby units 
• Consequential effects from associated equipment in the same unit 
• Deliberate acts (eg sabotage) 
• Fundamental limitations of inspection method 
• Design errors 
• Unknown mechanisms of deterioration 
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Figure 1 Management of Risk using RBI. 
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3 Introduction to Risk-Based Inspection 
3.1 Consequence and Probability for Risk-Based Inspection 

The objective of RBI is to determine what incident could occur (consequence) in the event of an 
equipment failure, and how likely (probability) is it that the incident could happen. Combining the 
probability of an event with its consequences will determine the risk to the operation. Some failures may 
occur relatively frequently without significant adverse safety, environmental or economic impacts. 
Similarly, some failures have potentially serious consequences, but if the probability of the incident is 
low, then the risk may not warrant immediate action. However, if the probability and consequence 
combination (risk) is high enough to be unacceptable, then a mitigation action to predict or prevent the 
event is recommended. 
 
Some of the possible consequences are: 
 
• Form a vapour cloud that could ignite causing injury and equipment damage 
• Release of a toxic chemical that could cause health problems 
• Result in a spill and cause environmental deterioration 
• Force a unit shutdown and have an adverse economic impact 
• Have minimal safety, health, environmental and/or economic impact 
 
Traditionally, organisations have focussed solely on the consequences of failure or on the probability 
without systematic efforts tying the two together. Only by considering both factors can effective 
risk-based decision making take place. 
 
3.2 Types of RBI Assessment 

Various types of RBI assessment may be conducted at several levels. The RBI procedure can be 
applied qualitatively, quantitatively or by using aspects of both (ie semi-quantitatively). Use of expert 
opinion will typically be included in most risk assessments regardless of type or level. 
 
The choice of approach is dependent on multiple variables such as: 
 
• Objective of the study 
• Number of facilities and equipment items to study 
• Available resources 
• Study time frame 
• Complexity of facilities and processes 
• Nature and quality of available data 
 
3.2.1 Qualitative Approach 

This approach requires data inputs based on descriptive information using engineering judgement and 
experience as the basis for the analysis of probability and consequence of failure. Results are typically 
given in qualitative terms such as high, medium and low, although numerical values may be associated 
with these categories. The value of this type of analysis is that it enables completion of a risk 
assessment in the absence of detailed quantitative data. The accuracy of the results from a qualitative 
analysis is dependent on the background and expertise of the analysts. 
 
3.2.2 Quantitative Approach 

Quantitative risk analysis uses logic models depicting combinations of events that could result in severe 
accidents, and physical models depicting the progression of accidents and the transport of a hazardous 
material to the environment. The models are evaluated probabilistically to provide both qualitative and 
quantitative insights about the level of risk, and to identify the design, site, or operational characteristics 
that are the most important to risk. Quantitative risk analysis is distinguished from the qualitative 
approach by the depth of analysis and the integration of detailed assessments. Results using this 
approach are typically presented as risk numbers (eg cost per year). 
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3.2.3 Semi-quantitative Approach 

Semi-quantitative is a term that describes any approach that has aspects derived from both the 
qualitative and quantitative approaches. It has the advantage of securing the major benefits of the 
previous two approaches (eg speed of the qualitative and rigour of the quantitative). Typically, most of 
the data used in a quantitative approach is needed for this approach but in less detail. The results are 
usually given in consequence and probability categories rather than as risk numbers, but numerical 
values may be associated with each category to permit the calculation of risk and the application of 
appropriate risk acceptance criteria. 
 
3.2.4 Continuum of Approaches 

In practice, a RBI study typically uses aspects qualitative, quantitative and semi-quantitative 
approaches. These RBI approaches are not considered as competing but rather as complementary. For 
example, a high level qualitative approach could be used at a unit level to find the unit within a facility 
that constitutes the highest risk. Systems and equipment within the unit may then be screened using a 
qualitative approach, with a more quantitative approach used for the higher risk items.  
 
The three approaches are considered to be a continuum with qualitative and quantitative approaches 
being the extremes of the continuum and everything in between being a semi-quantitative approach, as 
illustrated in Figure 2. 
 

 
 
Figure 2 Continuum of RBI approaches 
 
3.2.5 Quantitative Risk Assessment (QRA) 

Quantitative Risk Assessment (QRA) is a traditional type of risk analysis that has been applied at many 
different types of industrial facilities. The QRA is generally comprised of five tasks: 
 
• Systems identification 
• Hazards identification 
• Probability assessment  
• Consequence analysis 
• Risk results 
 
A RBI analysis shares many of the techniques and data requirements with a QRA. However, hazard 
identification in a RBI analysis generally focuses on identifiable failure mechanisms in the equipment 
(inspectable causes) but does not explicitly deal with other potential failure scenarios resulting from 
events such as power failures or human errors. A QRA deals with total risk, not just risk associated with 
equipment deterioration. The QRA typically involves a much more detailed evaluation than a RBI 
analysis 
 
3.3 Precision vs. Accuracy 

It should be noted that when risk is presented as a precise numeric value (as in a quantitative analysis) 
it implies a greater level of accuracy when compared to a risk matrix, which may not be true in practice. 
This is because there is an element of uncertainty that is inherent with the assessment of probabilities 
and consequences. The accuracy of the output is a function of the methodology used as well as the 
quantity and quality of the data available. The basis for predicted damage and rates, the level of 
confidence in inspection data and the technique used to perform the inspection are all factors that 
should be considered. In practice, there are often many extraneous factors that will affect the damage 
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rate (probability) as well as the magnitude of failure (consequence) that cannot be fully taken into 
account with a fixed model. 
 
The accuracy of any type of RBI analysis depends on using a sound methodology, quality data and 
knowledgeable personnel. 
 
3.4 Management of Risks 

In performing an RBI assessment, the susceptibility of equipment to deterioration by one or more 
mechanisms (eg corrosion, fatigue and cracking) is established. The susceptibility of each equipment 
item should be clearly defined for the current operating conditions including such factors as: 
 
• Process fluid, contaminants and aggressive components 
• Unit throughput 
• Desired unit run length between scheduled shutdowns 
• Operating conditions, including upset conditions: eg pressures, temperatures, flow rates, pressure 

and/or temperature cycling 
 
The suitability and current condition of the equipment within the current operating envelope will 
determine the probability of failure (POF) of the equipment from one or more deterioration mechanisms. 
This probability, when coupled with the associated consequence of failure (COF) will determine the 
operating risk associated with the equipment item, and therefore the need for mitigation, if any, such as 
inspection, metallurgy change or change in operating conditions.  
 
Inspection influences the uncertainty of the risk associated with pressure equipment primarily by 
improving knowledge of the deterioration state and predictability of the probability of failure. Although 
inspection does not reduce risk directly, it is a risk management activity that may lead to risk reduction. 
 
The primary product from a RBI analysis should be an inspection plan for each item of equipment 
evaluated. The plan should describe the type, scope and timing of the inspection / examination 
recommended, while ranking of the equipment by risk level allows the user to assign priorities to the 
various inspection tasks. 
 
It is recognised that some risks cannot be adequately managed by inspection alone. Examples are: 
 
• Equipment nearing retirement 
• Failure mechanisms (such as brittle fracture, fatigue) where avoidance of failure primarily depends 

on operating within a defined pressure / temperature envelope 
• Consequence-dominated risks 
 
In such cases, non-inspection mitigation actions (such as equipment repair, replacement or upgrade, 
equipment redesign or maintenance of strict controls on operating conditions) may be the only 
appropriate measures that can be taken to reduce risk to acceptable levels. 
 
3.5 Relationship with Jurisdictional Requirements 

Codes and legal requirements vary from one jurisdiction to another. In some cases, jurisdictional 
requirements mandate specific actions such as the type of inspections and intervals between 
inspections. In jurisdictions that permit the application of the API inspection codes and standards, RBI 
should be an acceptable method for setting inspection plans. 
 
It is recommended that all users review their jurisdictional code and legal requirements for 
acceptability of using RBI for inspection and planning purposes. 
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4 Planning the RBI Assessment 
4.1 Getting Started and Establishing Objectives and Goals of a RBI Assessment 

It is helpful if boundary limits are identified up front to determine what is vital to include in the 
assessment. The organising process of aligning priorities, screening risks, and identifying boundaries 
improves the efficiency and effectiveness of conducting the assessment and its end-results in 
managing risk. 
 
A RBI assessment is a team-based process. At the beginning of the exercise it is important to define: 
 
• Why the assessment is being done 
• How the RBI assessment will be carried out 
• What knowledge and skills are required for the assessment 
• Who is on the RBI team 
• What are their roles in the RBI process 
• Who is responsible and accountable for what actions 
• Which facilities, assets, and components will be included 
• What data is to be used in the assessment 
• What codes and standards are applicable 
• When the assessment will be completed  
• How long the assessment will remain in effect and when it will be updated 
• How the results will be used 
 
This should be undertaken with clear objectives and goals that are fully understood by all members of 
the RBI team and by management. 
 
An objective could be to better understand the risks involved in the operation of a plant or process unit, 
and to understand the effects that inspection, maintenance and mitigation actions have on the risks. In 
this way, an inspection programme may be designed that optimises the use of inspection and 
maintenance resources. 
 
Reducing inspection costs is usually not the primary objective of a RBI assessment, but it is frequently 
a side effect of optimisation, leading to the following benefits: 
 
• Ineffective, unnecessary or inappropriate inspection activities may be eliminated 
• Inspection of low risk items may be eliminated or reduced 
• On-line or non-invasive inspection methods may be substituted for invasive methods that require 

equipment shutdown 
• More effective infrequent inspections may be substituted for less effective frequent inspections 
 
The data within the RBI assessment can be useful in determining the optimum economic strategy to 
reduce risk. The strategy may be different at different times in a plant’s lifecycle. For example, it is 
usually more economical to modify the process or change metallurgy when a plant is being designed 
than when it is operating. A RBI assessment made on new equipment or a new project, while in the 
design stage, may yield important information on potential risks. This may allow the risks to be 
minimised by design, prior to actual installation. 
 
Facilities approaching the end of their economic or operating service life are a special case where 
application of RBI can be very useful. The end of life case for plant operation is about gaining the 
maximum remaining economic benefit from an asset without undue personnel, environmental or 
financial risk. Inspection efforts are focussed directly on high-risk areas where the inspections will 
provide a reduction of risk during the remaining life of the plant. End of life inspection RBI strategies 
may be developed in association with a fitness for service assessment of damaged components using 
methods described in API RP 579. 
 
4.2 Initial Screening 

Boundaries for physical assets included in the assessment are established, which are consistent with 
the overall objectives. The screening process is important in centring the focus on the most important 
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physical assets so that time and resources are effectively applied. The scope of a RBI assessment may 
vary between an entire refinery or plant and a single component within a single piece of equipment. 
Typically, RBI is done on multiple pieces of equipment (eg an entire process unit) rather than on a 
single component. 
 
If the scope of the RBI assessment is a multi-unit facility, then the first step in the application of RBI is 
screening of entire process units to rank relative risk. The screening points out areas that are higher in 
priority and suggests which process units to begin with. It also provides insight about the level of 
assessment that may be required for operating systems and equipment items in the various units. 
 
It is often advantageous to group equipment within a process unit into systems or circuits where 
common environmental operating conditions exist based on process chemistry, pressure and 
temperature, metallurgy, equipment design and operating history. By dividing a process unit into 
systems, the equipment can be screened together saving time compared to treating each piece of 
equipment separately.  
 
In most plants, a large percentage of the total unit risk will be concentrated in a relatively small 
percentage of the equipment items. Statistically, this is known as the 'Pareto' or 80/20 principle, where 
roughly 20% of the equipment is generally found to constitute 80% of the risk! These potential high-risk 
items should receive greater attention in the risk assessment. 
 
4.3 Establish Operating Boundaries 

The purpose of establishing operational boundaries is to identify key process parameters that may 
impact on deterioration. The RBI assessment normally includes review of both POF and COF for 
normal operating conditions. However, start-up and shutdown conditions as well as emergency 
conditions should also be reviewed for their potential effect on POF and COF. Process conditions 
during start-up and shutdown can have a significant effect on the risk of a plant especially when they 
are more severe (likely to cause accelerated deterioration) than normal conditions. A good example is 
polythionic acid stress corrosion cracking. 
 
Operating within the boundaries is critical to the validity of the RBI study as well as good operating 
practice. The following data should be provided:  
 
• Operating temperature and pressure including variation ranges 
• Process fluid composition including variation with feed composition ranges 
• Flow rates including variation ranges 
• Presence of moisture or other contaminant species 
 
Systems with cyclic operation such as reactor regeneration systems should consider the complete 
cyclic range of conditions. Cyclic conditions could impact the probability of failure due to some 
deterioration mechanisms (eg fatigue, thermal fatigue, corrosion under insulation). 
 
The essential elements of inspection planning based on risk analysis from the RBI process are depicted 
in the simplified block diagram shown in Figure 3. 
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Figure 3 Risk-based inspection planning process. 
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5 Data and Information Collection for RBI Assessment 
5.1 RBI Data Needs 

A RBI study may use a qualitative, semi-quantitative and/or quantitative approach, the fundamental 
difference being the amount and detail of input, calculations and output. For each RBI approach it is 
important to document all bases for the study and assumptions from the outset, and to apply a 
consistent rationale. Typical data needed for a RBI analysis may include but is not limited to: 
 
• Type of equipment 
• Materials of construction 
• Inspection, repair and replacement records 
• Process fluid compositions 
• Inventory of fluids 
• Operating conditions 
• Safety systems 
• Detection systems 
• Deterioration mechanisms, rates and severity 
• Personnel densities 
• Coating, cladding and insulation data 
• Business interruption costs 
• Equipment replacement costs 
• Environmental remediation costs 
 
For a qualitative approach, it is important to establish a set of rules to assure consistency in 
categorisation or classification. Generally, a qualitative analysis using broad ranges requires a higher 
level of judgement, skill and understanding from the user than a quantitative approach. Therefore, 
despite its simplicity, it is important to have knowledgeable and skilled persons perform the qualitative 
RBI analysis. 
 
Quantitative risk analysis uses logic models which are evaluated probabilistically to identify the design, 
site, or operational characteristics that are the most important to risk. Hence, more detailed information 
and data are needed for quantitative RBI in order to provide input for the models. 
 
The semi-quantitative analysis typically requires the same data as a quantitative analysis but generally 
not as detailed. For example, the fluid volumes may be estimated. Although the precision of the 
analysis may be less, the time required for data gathering and analysis will also be less. 
 
5.2 Data Quality 

The data quality has a direct relation to the relative accuracy of the RBI analysis. It is beneficial to the 
integrity of a RBI analysis to assure that the data are up to date and validated by knowledgeable 
persons. Typical problems encountered during data validation are outdated drawings and 
documentation, inspector error, clerical error, and measurement equipment accuracy. Another potential 
source of error in the analysis is assumptions on equipment history. For example, if baseline 
inspections were not performed or documented, nominal thickness may be used for the original 
thickness. This assumption can significantly impact the calculated corrosion rate early in the 
equipment’s life, and may either mask a high corrosion rate or inflate a low corrosion rate. 
 
This validation step stresses the need for a knowledgeable individual comparing data from the 
inspections to the expected deterioration mechanisms and rates. 
 
5.3 Sources of Site Specific Data and Information 

Specific potential sources of information include but are not limited to: 
 
Design and Construction Records/Drawings 

• P&IDs, PFDs, MFDs, etc. 
• Piping isometric drawings 
• Engineering specification sheets 
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• Materials of construction records 
• Construction QA/QC records 
• Codes & standards used 
• Protective instrument systems 
• Leak detection and monitoring systems 
• Isolation systems 
• Inventory records 
• Emergency depressurising and relief systems 
• Safety systems 
• Fire-proofing and fire fighting systems 
• Layout 
 
Inspection Records 

• Schedules and frequency 
• Amount and types of inspection 
• Repairs and alterations 
• PMI records 
• Inspection results 
 
Process Data 

• Fluid composition analysis including contaminants or trace components 
• Distributed control system data 
• Operating procedures 
• Start-up and shut-down procedures 
• Emergency procedures 
• Operating logs and process records 
 
Management of Change (MOC) Records 
 
Failure Data 

• Generic failure frequency data – industry or in-house 
• Industry specific failure data 
• Plant and equipment specific failure data 
• Reliability and condition monitoring records 
• Leak data 
 
Site Conditions 

• Climate/weather records 
• Seismic activity records 
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6 Identifying Deterioration Mechanisms and Failure Modes 
Identification of the appropriate deterioration mechanisms, susceptibilities and failure modes for all 
equipment included in a RBI study is essential to the quality and the effectiveness of the RBI 
evaluation. The deterioration mechanisms, rates and susceptibilities are the primary inputs into the 
probability of failure evaluation.  
 
The failure mode is a key input in determining the consequence of failure, where failure is defined as 
loss of containment caused by deterioration. The term failure mode is defined as the manner of failure, 
and can range from a small hole to a complete rupture. 
 
6.1 Deterioration Mechanisms 

The term deterioration mechanism is defined as the type of deterioration that could lead to a loss of 
containment. There are four such major mechanisms observed in the hydrocarbon and chemical 
process industry: 
 
• Thinning (includes internal and external) 
• Stress corrosion cracking 
• Metallurgical and environmental 
• Mechanical 
 
Understanding equipment operation and the interaction with the chemical and mechanical environment 
is key to performing deterioration mechanism identification. 
 
Appendix A to RP 580 provides tables describing the individual deterioration mechanisms covered by 
these four categories, the key variables driving deterioration, and typical process industry examples of 
where they may occur. These tables cover most of the common deterioration mechanisms, but a more 
comprehensive and detailed coverage is to be found in API RP 571 Damage Mechanisms Affecting 
Fixed Equipment in the Refining Industry. 
 
6.1.1 Thinning 

Thinning includes general corrosion, localised corrosion, pitting, and other mechanisms that cause loss 
of material from internal or external surfaces. 
 
6.1.2 Stress Corrosion Cracking 

Stress corrosion cracking (SCC) occurs when equipment is exposed to environments conducive to 
certain cracking mechanisms such as caustic cracking, amine cracking, sulphide stress cracking (SSC), 
hydrogen-induced cracking (HIC), stress-oriented hydrogen-induced cracking (SOHIC), carbonate 
cracking, polythionic acid cracking (PTA), and chloride cracking (CISCC). Literature, expert opinion and 
experience are often necessary to establish susceptibility of equipment to stress corrosion cracking. 
 
Susceptibility is often designated as high, medium or low, and evaluation should not only consider 
susceptibility of the equipment / piping to cracking (or probability of initiating a crack), but also the 
probability of a crack resulting in a leak or rupture. 
 
6.1.3 Metallurgical and Environmental Deterioration of Properties 

Causes of metallurgical and environmental failure are varied but typically involve some form of 
mechanical and / or physical property deterioration of the material due to exposure to the process 
environment. One example of this is high-temperature hydrogen attack (HTHA), which occurs in carbon 
and low alloy steels exposed to high partial pressures of hydrogen at elevated temperatures. 
Historically, HTHA resistance or susceptibility has been predicted based on industry experience that 
has been plotted on a series of curves commonly referred to as the Nelson curves. These are updated 
periodically in the light of industry experience, and are published in API RP 941 Steels for Hydrogen 
Service at Elevated Temperatures and Pressures in Petroleum Refineries and Petrochemical Plants. 
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6.1.4 Mechanical 

The most common mechanical deterioration mechanisms are fatigue (mechanical, thermal and 
corrosion), stress / creep rupture, and tensile overload. 
 
6.2 Other Failures 

RBI could be expanded to include failures other than loss of containment, typical examples are: 
 
• Pressure relief device failure – plugging, fouling, non-activation 
• Heat exchanger bundle failure – tube leak, plugging 
• Pump failure – seal failure, motor failure, rotating parts damage 
• Internal linings – hole, disbondment. 
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7 Assessing Probability of Failure 
The probability of failure analysis should address all deterioration mechanisms to which the equipment 
being studied is susceptible. Further, it should address the situation where equipment is susceptible to 
multiple deterioration mechanisms (eg thinning and creep). The analysis should be credible, repeatable 
and well documented. 
 
Probability of failure is typically expressed in terms of frequency, which in turn is expressed as a 
number of events occurring during a specific time frame. For a qualitative analysis, the probability of 
failure may be categorised (eg high, medium and low, or 1 through 5). However, even in this case, it is 
appropriate to associate an event frequency with each probability category to provide guidance to the 
individuals who are responsible for determining the probability, (eg high = 1 failure per year). 
 
7.1 Qualitative Probability of Failure Analysis 

A qualitative method involves identification of the units, systems or equipment, the materials of 
construction and the corrosive components of the processes. On the basis of knowledge of the 
operating history, future inspection and maintenance plans and possible materials deterioration, 
probability of failure can be assessed separately for each unit, system, equipment grouping or individual 
equipment item. Engineering judgement is the basis for this assessment. 
 
7.2 Quantitative Probability of Failure Analysis 

There are several approaches to a quantitative probability analysis. One example is to take a 
probabilistic approach where specific failure data or expert solicitations are used to calculate a 
probability of failure. 
 
7.3 Determination of Probability of Failure 

Regardless of which type of analysis is used, the probability of failure is determined by two main 
considerations: 
 
• Deterioration mechanisms and rates of the material of construction, resulting from its operating 

environment (internal and external). 
• Effectiveness of the inspection programme to identify and monitor the deterioration mechanisms so 

that the equipment can be repaired or replaced prior to the failure. 
 
Analyzing the effect of in-service deterioration and inspection on the probability of failure involves the 
following steps: 
 
• Identify active and credible deterioration mechanisms that are reasonably expected to occur during 

the time period being considered (due to normal and upset conditions). 
• Determine the deterioration susceptibility and deterioration rate. 
• Quantify the effectiveness of the past inspection and maintenance programme and a proposed 

future inspection and maintenance programme. 
• Determine the probability that with the current condition, continued deterioration at the predicted / 

expected rate will exceed the damage tolerance of the equipment and result in a failure. 
 
The failure mode (eg small leak, large leak, equipment rupture) should also be determined based on 
the deterioration mechanism. 
 
7.3.1 Determine the Deterioration Susceptibility and Rate 

Deterioration rate can be expressed in terms of corrosion rate for thinning or susceptibility for 
mechanisms where the deterioration rate is unknown or immeasurable (such as stress corrosion 
cracking). Susceptibility is often designated as high, medium or low based on the environmental 
conditions and material of construction combination. 
 
The deterioration rate in specific process equipment is often not known with certainty. Sources of 
deterioration rate information include: 
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• Published data 
• Laboratory testing 
• In-situ testing and in-service monitoring 
• Experience with similar equipment 
• Previous inspection data 
 
The best information will come from operating experiences where the conditions that led to the 
observed deterioration rate could realistically be expected to occur in the equipment under 
consideration. Other sources of information could include databases of plant experience or reliance on 
expert opinion. 
 
7.3.2 Determine Failure Mode 

Failure mode primarily affects the magnitude of the consequences. It is important to link the 
deterioration mechanism to the most likely resulting failure mode. For example: 
 
• Pitting generally leads to small hole-sized leaks 
• Stress corrosion cracking can develop into small, through wall cracks, or in some cases, 

catastrophic rupture 
• Metallurgical deterioration and mechanical deterioration can lead to failure modes that vary from 

small holes to ruptures 
• General thinning from corrosion often leads to larger leaks or rupture. 
 
7.3.3 Quantify Effectiveness of Past Inspection Programme 

After the likely deterioration mechanisms have been identified, the inspection programme should be 
evaluated to determine the effectiveness in finding the identified mechanisms. Limitations in the 
effectiveness of an inspection programme could be due to: 
 
• Lack of coverage of an area subject to deterioration 
• Inherent limitations on some inspection methods to detect and quantify certain types of 

deterioration 
• Selection of inappropriate inspection methods and tools 
• Application of methods and tools by inadequately trained inspection personnel 
• Inadequate inspection procedures. 
• Deterioration rate under some extremes of conditions is so high that failure can occur within a very 

short time. 
 
7.3.4 Calculate the Probability of Failure by Deterioration Type 

By combining the expected deterioration mechanism, rate or susceptibility, inspection data and 
inspection effectiveness, a probability of failure can now be determined for each deterioration type and 
failure mode. 
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8 Assessing Consequences of Failure 
The consequence analysis in a RBI programme is performed to provide discrimination between 
equipment items on the basis of the significance of a potential failure. The consequence analysis 
should be a repeatable, simplified and credible estimate of what might be expected to happen if a 
failure were to occur in the equipment item being assessed. 
 
The consequence effects for loss of containment can be generally considered to be in the following 
categories: 
 
• Safety and health impact 
• Environmental impact 
• Production losses 
• Maintenance and reconstruction costs 
 
8.1 Qualitative Consequences Analysis 

A qualitative method involves identification of the units, systems or equipment, and the hazards present 
as a result of operating conditions and process fluids. On the basis of expert knowledge and 
experience, the consequences of failure (safety, health, environmental or financial impacts) can be 
estimated, with consequence categories (such as 'A' through 'E' or 'high', 'medium' or 'low') typically 
being assigned to each unit, system or grouping of equipment items. 
 
8.2 Quantitative Consequence Analysis 

A quantitative method involves using a logic model depicting combinations of events to represent the 
effects of failure on people, property, the business and the environment. The calculations are based on: 
 
• Type of process fluid in equipment 
• State of the process fluid inside the equipment (solid, liquid or gas) 
• Key properties of the process fluid (molecular weight, boiling point, autoignition temperature, 

ignition energy, density, etc.) 
• Process operating variables such as temperature and pressure 
• Mass of inventory available for release in the event of a leak 
• Failure mode and resulting leak size 
• State of fluid after release in ambient conditions (solid, gas or liquid) 
 
Results of a quantitative analysis are usually numeric. 
  
8.2.1 Cost as a Measure of Consequence 

Cost is commonly used as an indicator of potential consequences. It is possible, although not always 
credible, to assign costs to almost any type of consequence. Typical consequences that can be 
expressed in 'cost' include: 
 
• Production loss due to rate reduction or downtime 
• Deployment of emergency response equipment and personnel 
• Lost product from a release 
• Degradation of product quality 
• Replacement or repair of damaged equipment 
• Property damage offsite 
• Spill / release cleanup onsite or offsite 
• Business interruption costs (lost profits) 
• Loss of market share 
• Injuries or fatalities 
• Land reclamation 
• Litigation 
• Fines 
• Goodwill  
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8.2.2 Affected Area as a Measure of Consequence 

'Affected area' is also used to describe potential consequences in the field of risk assessment. It 
represents the amount of surface area that experiences an effect (toxic dose, thermal radiation, 
explosion overpressure, etc.) greater than a pre-defined limiting value. Based on the thresholds chosen, 
anything (ie personnel, equipment, environment) within the area will be affected by the consequences 
of the hazard. 
 
8.3 Volume of Fluid Released 

In most consequence evaluations, a key element in determining the magnitude of the consequence is 
the volume of fluid released. This is typically derived from a combination of the following: 
 
• Volume of fluid available for release – Volume of fluid in the piece of equipment and connected 

equipment items. In theory, this is the amount of fluid between isolation valves that can be quickly 
closed 

• Failure mode 
• Leak rate 
• Detection and isolation time 
 
8.4 Consequence Effect Categories 

The failure of the pressure boundary and subsequent release of fluids may cause safety, health, 
environmental, facility and business damage. Regardless of whether a more qualitative or quantitative 
analysis is used, some of the major safety and health factors to consider in evaluating the 
consequences of failure are as follows: 
 
8.4.1 Flammable Events (Fire and Explosion) 

Flammable events occur when both a leak and ignition happen, and can cause damage in two ways: 
thermal radiation and blast overpressure. Most of the damage from thermal effects tends to occur at 
close range, but blast effects can cause damage over a larger distance from the blast centre. The 
following are typical categories of fire and explosion events: 
 
• Vapour cloud explosion 
• Pool fire 
• Jet fire 
• Flash fire 
• Boiling liquid expanding vapour explosion (BLEVE) 
 
The flammable event consequence is typically derived from a combination of the following elements: 
 
• Inherent tendency to ignite 
• Volume of fluid released 
• Ability to flash to vapour 
• Possibility of auto-ignition. 
• Effects of higher pressure or higher temperature operations 
• Engineering safeguards 
• Personnel and equipment exposed to damage 
 
8.4.2 Toxic Releases 

Toxic releases in RBI are only addressed when they affect personnel (site and public). These releases 
can cause effects at greater distances than flammable events, eg Bhopal, India. The toxic consequence 
is typically derived from the following elements: 
 
• Volume of fluid released and toxicity 
• Ability to disperse under typical process and environmental conditions 
• Detection and mitigation systems 
• Population in the vicinity of the release. 
 



 

Assessing Consequences of Failure Rev 23-06-04  
Copyright © 2008, TWI Ltd 20  

World Centre for Materials Joining Technology 

8.4.3 Releases of Other Hazardous Fluids 

Other hazardous fluid releases are of most concern in RBI assessments when they affect personnel. 
These materials can cause thermal or chemical burns if a person comes in contact with them. Common 
fluids, including steam, hot water, acids and caustics can have a safety consequence of a release and 
should be considered as part of a RBI programme. Generally, the consequence of this type of release 
is significantly lower than for flammable or toxic releases because the affected area is likely to be much 
smaller and the magnitude of the hazard is less. 
 
8.4.4 Environmental Consequences 

Environmental consequences are an important component to any consideration of overall risk in a 
processing plant. The RBI programme typically focuses on acute and immediate environmental risks, 
rather than chronic risks from low-level emissions. The environmental consequence is typically derived 
from: 
 
• Volume of fluid released 
• Ability to flash to vapour 
• Leak containment safeguards 
• Environmental resources affected 
• Regulatory consequence (eg citations for violations, fines, potential shutdown by authorities) 
 
Liquid releases may result in contamination of soil, groundwater and/or open water. Gaseous releases 
are equally important but more difficult to assess since the consequence typically relates to local 
regulatory constraints and the penalties for exceeding those constraints. 
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9 Risk Determination, Assessment and Management 
Risk based inspection is a tool to provide an analysis of the risks of loss of containment of equipment. 
The use of risk assessment in inspection and maintenance planning is unique in that consequential 
information, which is traditionally operations-based, and probability of failure information, which is 
typically engineering / maintenance / inspection-based, is combined to assist in the planning process. 
Part of this planning process is the determination of what to inspect, how to inspect (technique), and the 
extent of inspection (coverage).  
 
9.1 Sensitivity Analysis 

Understanding the value of each variable and how it influences the risk calculation is key to identifying 
which input variables deserve closer scrutiny versus other variables which may not have significant 
effects. Sensitivity analysis typically involves reviewing some or all input variables to the risk calculation 
to determine the overall influence on the resultant risk value.  
 
Assumptions or estimates of input values are often used when consequence and / or probability of 
failure data are not available. Caution is advised in being too conservative in these estimates, as 
overestimating consequences and / or probability of failure values will unnecessarily inflate the 
calculated risk values. Presenting over inflated risk values may mislead inspection planners, 
management and insurers, and can create a lack of credibility for the user and the RBI process! 
 
9.2 Risk Presentation 

Once risk values are developed, they can then be presented in a variety of ways to communicate the 
results of the analysis to decision-makers and inspection planners. For risk ranking methodologies that 
use consequence and probability categories, presenting the results in a risk matrix is a very effective 
way of communicating the distribution of risks throughout a plant or process unit without numerical 
values. An example of a risk matrix is shown in Figure 4. 
 
In this figure, the consequence and probability categories are arranged such that the highest risk 
ranking is towards the upper right-hand corner. Different sizes of matrices may be used (eg 5 x 5, 4 x 4, 
3 x 3 etc.). Risk categories may be assigned to the boxes on the risk matrix. An example risk 
categorisation (higher, medium, lower) of the risk matrix is shown in Figure 4. In this example the risk 
categories are symmetrical. They may also be asymmetrical where for instance the consequence 
category may be given higher weighting than the probability category. 
 
Equipment items residing towards the upper right-hand corner of the matrix (in the example presented) 
should take priority for inspection planning because these items have the highest risk. Similarly, items 
residing towards the lower left-hand corner of the matrix will tend to take lower priority because these 
items have the lowest risk.  
 
Once the plots have been completed, the risk matrix can then be used as a screening tool during the 
prioritising process. Based on the ranking of items and the risk threshold, the risk management process 
begins. For risks that are judged acceptable, no mitigation may be required and no further action 
necessary.  
 
For risks considered unacceptable and therefore requiring risk mitigation, there are various mitigation 
categories that should be considered: 
 
• Decommission. 
• Inspection / condition monitoring. 
• Consequence mitigation. 
• Probability mitigation. 
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Figure 4 Example risk matrix using probability and consequence categories to display risk rankings 
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10 Risk Management with Inspection Activities 
Inspection does not arrest or mitigate deterioration mechanisms, but serves to identify, monitor and 
measure them. Correct application of inspections will improve the user’s ability to predict the 
deterioration mechanisms and rates of deterioration. The better the predictability, the less uncertainty 
there will be as to when a failure may occur, and this translates directly into a reduction in the 
probability of a failure and therefore a reduction in the risk. It should be noted, however, that risk 
mitigation is not achieved if inspection data that are gathered are not properly analysed and acted upon 
where needed! 
 
10.1 Establishing an Inspection Strategy Based on Risk Assessment 

In the situations where risk is being driven by probability of failure, there is usually potential for risk 
management through inspection. Inspection is only effective as a risk management strategy if the 
inspection technique chosen is sufficient for detecting the deterioration mechanism and its severity. As 
an example, spot thickness readings on a piping circuit would be considered to have little or no benefit 
if the deterioration mechanism results in unpredictable localised corrosion (eg pitting, ammonia 
bisulphide corrosion, local thin area, etc). In this case, ultrasonic scanning, radiography, etc. will be 
more effective. 
 
The inspection strategy should be a documented, iterative process to assure that inspection activities 
are continually focussed on items with higher risk and that the risks are effectively reduced by the 
implemented inspection activity. 
 
10.2 Managing Risk with Inspection Activities 

The effectiveness of past inspections is part of the determination of the present risk. The future risk can 
now be impacted by future inspection activities. RBI can be used as a 'what if' tool to determine when, 
what and how inspections should be conducted to yield an acceptable future risk level. Key parameters 
and examples that can affect the future risk are: 
 
• Frequency of inspection – Increasing the frequency of inspections may serve to better define, 

identify or monitor the deterioration mechanism(s) and therefore reduce the risk. Both routine and 
turnaround inspection frequencies can be optimised. 

• Coverage – Different zones or areas of inspection of an item or series of items can be modelled 
and evaluated to determine the coverage that will produce an acceptable level of risk. For example: 
1. A high risk piping system may be a candidate for extensive inspection, using one or more NDE 

techniques targeted to locate the identified deterioration mechanisms. 
2. An assessment may reveal the need for focus on parts of a vessel where the highest risk may 

be located and focus on quantifying this risk rather than look at the rest of the vessel where 
there are perhaps only low risk deterioration processes occurring. 

• Tools and techniques – The selection and usage of the appropriate inspection tools and techniques 
can be optimised to cost effectively and safely reduce risk. As an example, radiography may be 
more effective than ultrasonic for thickness monitoring in cases of localised corrosion. 

• Procedures and practices – Inspection procedures and the actual inspection practices can impact 
the ability of inspection activities to identify, measure, and / or monitor deterioration mechanisms. If 
the inspection activities are executed effectively by well-trained and qualified inspectors, the 
expected risk management should be obtained. The user is cautioned not to assume that all 
inspectors and NDE examiners are well qualified and experienced, but rather to take steps to 
assure that they have the appropriate level of experience and qualifications. 

• Internal or external inspection – Risk reductions by both internal and external inspections should be 
assessed. Often external inspection with effective on-stream inspection techniques can provide 
useful data for risk assessment. It is worth noting that invasive inspections, in some cases, may 
cause deterioration and increase the risk of the item. Examples where this may happen include: 
1. Moisture ingress to equipment leading to SCC or polythionic acid cracking. 
2. Internal inspection of glass lined vessels. 
3. Removal of passivating films. 
4. Human errors in re-streaming. 
5. Risk associated with shutting down and starting up equipment. 
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10.3 Managing Inspection Costs with RBI 

Inspection costs can be more effectively managed through the utilisation of RBI. Resources can be 
applied or shifted to those areas identified as a higher risk or targeted based on the strategy selected. 
Consequently, this same strategy allows consideration for reduction of inspection activities in those 
areas that have a lower risk or where the inspection activity has little or no effect on the associated 
risks. This results in inspection resources being applied where they are needed most. 
 
Another opportunity for managing inspection costs is by identifying items in the inspection plan that can 
be inspected non-intrusively on-stream. If the non-intrusive inspection provides sufficient risk 
management, then there is a potential for a net savings based on not having to blind, open, clean, and 
internally inspect during downtime. 
 
It should be noted that while there is a potential for reduction of inspection costs through the utilization 
of RBI, the focus should remain clearly on equipment integrity management and inspection cost 
optimization.
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11 Other Risk Mitigation Activities 
Although inspection is often an effective method of risk management, it may not always provide 
sufficient risk mitigation or may not be the most cost-effective method. Typical situations where risk 
management through inspection may have little or no effect are: 
 
• Corrosion rates well established and equipment nearing end of life 
• Instantaneous failures related to operating conditions such as brittle fracture 
• Inspection technology that is not sufficient to detect or quantify deterioration adequately 
• Too short a time frame from the onset of deterioration to final failure for periodic inspections to be 

effective (eg high-cycle fatigue cracking) 
• Event-driven failures (circumstances that cannot be predicted) 
 
Alternative risk mitigation activities fall into one or more of the following categories: 
 
• Reduce the magnitude of consequence 
• Reduce the probability of failure 
• Enhance the survivability of the facility and people to the consequence 
• Mitigate the primary source of consequence 
 
Some of the considerations for alternative risk mitigation strategies are outlined below. 
 
11.1 Evaluating Flaws for Fitness-For-Service 

When inspection has identified flaws in equipment, a fitness-for-service assessment (eg API RP 579) 
may be performed to determine if the equipment may continue to be safely operated, under what 
conditions and for what time period. A fitness-for-service analysis can also be performed to determine 
what size flaws, if found in future inspections would require repair or equipment replacement. FFS 
analysis can also be used to determine the sensitivity of the inspection technique required to confidently 
identify a specific deterioration mechanism in a specific item of equipment. 
 
11.2 Equipment Modification, Redesign and Re-Rating 

When equipment deterioration has reached a point that the risk of failure cannot be managed to an 
acceptable level, then replacement / repair is often the only way to mitigate the risk. Modification and 
redesign of equipment can provide mitigation of probability of failure. Examples include: 
 
• Change of metallurgy 
• Addition of protective linings and coatings 
• Removal of deadlegs 
• Increased corrosion allowance 
• Physical changes that will help to control / minimise deterioration 
• Insulation improvements 
• Injection point design changes 
 
11.3 Modify Process 

Mitigation of the primary source of consequence may sometimes be possible by changing the process 
towards less hazardous conditions. Typical examples could be: 
 
• Reduce temperature to below atmospheric pressure boiling point to reduce size of cloud 
• Substitute a less hazardous material (eg high flash solvent for a low flash solvent) 
• Use a continuous process instead of a batch operation 
• Dilute hazardous substances. 
 
11.4 Other Risk Mitigation Actions 

Emergency isolation capability can reduce toxic, explosion or fire consequences in the event of a 
release. Remote operation of isolation valves is usually required to provide significant risk reduction. 
Emergency depressurizing / de-inventory can reduce the amount and rate of release. 
Water spray / deluge can reduce fire damage and minimize or prevent escalation. 
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Water curtains mitigate water soluble vapour clouds by absorption as well as dilution, and insoluble 
vapours (including most flammables) by air dilution. 
Utilizing blast-resistant construction provides mitigation of the damage caused by explosions, and may 
prevent escalation of the incident. 
Other factors include spill detectors, fireproofing, instrumentation (interlocks, shut-down systems, 
alarms, etc.), piping redesign, mechanical flow restriction, ignition source control. 
 
11.5 Reduce Inventory 

Reducing the inventory can reduce the magnitude of consequence. Some examples are: 
 
• Reduce / eliminate storage of hazardous feed-stocks or intermediate products 
• Modify process control to permit a reduction in inventory contained in surge drums, reflux drums or 

other in-process inventories 
• Select process operations that require less inventory / hold-up 
• Substitute gas phase technology for liquid phase. 
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12 Reassessment and Updating RBI Assessments 
RBI is a dynamic tool that can provide current and projected future risk evaluations. However, these 
evaluations are based on data and knowledge at the time of the assessment. As time goes by, changes 
are inevitable and the results from the RBI assessment should be updated. 
 
It is important to maintain and update a RBI programme to assure the most recent inspection, process, 
and maintenance information is included. The results of inspections, changes in process conditions and 
implementation of maintenance practices can all have significant effects on risk and can trigger the 
need to perform a reassessment. 
 
12.1 Why Conduct a RBI Reassessment? 

There are several events that will change risks and make it prudent to conduct a RBI reassessment. It 
is important, therefore, that the facility have an effective management of change process that identifies 
when a reassessment is necessary. 
 
12.1.1 Deterioration Mechanisms and Inspection Activities 

Many deterioration mechanisms are time dependent. Typically, the RBI assessment will project 
deterioration at a continuous rate. In reality, the deterioration rate may vary over time. Through 
inspection activities, the average rates of deterioration may be better defined. 
 
Some deterioration mechanisms are independent of time (ie they occur only when there are specific 
conditions present). These conditions may not have been predicted in the original assessment but may 
have subsequently occurred. 
 
Inspection activities will increase information on the condition of the equipment, and when they have 
been performed, the results should be reviewed to determine if a RBI reassessment is necessary. 
 
12.1.2 Process and Hardware Changes 

Changes in process conditions and hardware changes, such as equipment modifications or 
replacement, frequently can significantly alter the risks, and dictate the need for a reassessment. 
Process changes in particular, have been linked to equipment failure from rapid or unexpected 
corrosion or cracking. 
 
Hardware changes can also have an effect on risk, for example: 
 
• The probability of failure can be affected by changes in the design of internals in a vessel, or size 

and shape of piping systems that accelerate velocity related corrosion effects. 
• The consequence of failure can be affected by the relocation of a vessel to an area near an ignition 

source. 
 
12.2 When to Conduct a RBI Reassessment 

12.2.1 After Significant Changes 

As discussed in 12.1 above, significant changes in risk can occur for a variety of reasons, and qualified 
personnel should therefore evaluate each significant change to determine the potential for a change in 
risk. 
 
12.2.2 After a Set Time Period 

Although significant major changes may not have occurred, over time, many small changes may occur 
and cumulatively cause significant changes in the RBI assessment. Users should therefore set default 
maximum time periods for reassessments. The governing inspection codes (such as API 510, 570 and 
653) and jurisdictional regulations should be reviewed in this context. 
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12.2.3 After Implementation of Risk Mitigation Strategies 

Once a mitigation strategy is implemented, it is prudent to determine how effective the strategy was in 
reducing the risk to an acceptable level. This should be reflected in a reassessment of the risk and 
appropriate update in the documentation. 
 
12.2.4 Before and After Maintenance Turnarounds 

As part of the planning before a maintenance turnaround, it could be useful to perform a RBI 
reassessment to ensure the work effort is focussed on the higher risk equipment items. Since a large 
amount of inspection, repairs and modifications are performed during a maintenance turnaround; it may 
be useful to update an assessment after the turnaround to reflect the new risk levels. 
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13 Roles, Responsibilities, Training and Qualifications 
13.1 RBI Team 

RBI requires data gathering from many sources, specialised analysis, and then risk management 
decision-making. Generally, one individual does not have the background or skills to single-handedly 
conduct the entire study. Usually, a team of people, with the requisite skills and background, is needed 
to conduct an effective RBI assessment. 
 
A typical RBI team would comprise the following team members on either a full-time or part-time basis: 
 
• Team Leader: The team leader should be a full-time team member, and should ideally be a 

stakeholder in the facility / equipment being analysed. The leader is typically responsible for 
formation of the team and verifying that the team members have the necessary skills and 
knowledge; assuring that the study is conducted properly; and following up to ensure that the 
appropriate risk mitigation actions have been implemented. 

• Equipment Inspector or Inspection Specialist: The inspector is generally responsible for 
gathering data on the condition and history of equipment in the study. This condition data should 
include the new / design condition and the current condition. 

• Materials and Corrosion Specialist: The materials and corrosion specialist is responsible for 
assessing the types of deterioration mechanisms and their applicability and severity to the 
equipment, considering the process conditions, environment, metallurgy, age, etc, of the 
equipment. 

• Process Specialist: The process specialist is responsible for the provision of process condition 
information. This information generally will be in the form of process flow sheets. The process 
specialist is responsible for documenting variations in the process conditions due to normal 
occurrences (such as start-ups and shutdowns) and abnormal occurrence. 

• Operations and Maintenance Personnel: Operations and Maintenance personnel are responsible 
for verifying that the facility / equipment is being operated within the parameters set out in the 
process operating envelope. They are responsible for providing data on occurrences when the 
process deviated from the limits of the process operating envelope. 

• Management: Management’s role is to provide sponsorship and resources (personnel and funding) 
for the RBI study. They are responsible for making decisions on risk management or providing the 
framework / mechanism for others to make these decisions based on the results of the RBI study. 

• Risk Assessment Personnel: This person(s) should be a resource to the team, and is responsible 
for assembling all of the data and carrying out the RBI analysis. These activities are typically: 
1. Defining data needed from other team members. 
2. Defining accuracy levels for the data. 
3. Verifying through quality checks the soundness of data and assumptions. 
4. Inputting / transferring data into the computer programme and running the programme (if one is 

used). 
5. Quality control of data input / output. 
6. Manually calculating the parameters of risk (if a computer programme is not used). 
7. Displaying the results in an understandable way and preparing appropriate reports on the RBI 

analysis. 
 

13.2 Training and Qualifications for RBI Application 

13.2.1 Risk Assessment Personnel 

This person should have a thorough understanding of risk analysis either by education, training, or 
experience. He / she should have received detailed training on the RBI methodology and on the 
procedures being used for the RBI study so that he / she understands how the programme operates 
and the vital issues that affect the final results. 
 
Contractors that provide risk assessment personnel for conducting RBI analysis should have a 
programme of training and be able to document that their personnel are suitably qualified and 
experienced. Facility owners that have internal risk assessment personnel conduct RBI analysis should 
have a procedure to document that their personnel are sufficiently qualified.  
 
13.2.2 Other Team Members 
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The other team members should receive basic training on RBI methodology and on the programme(s) 
being used. This training should be geared primarily to an understanding and effective application of 
RBI. The training could be provided by the risk assessment personnel on the RBI Team or by another 
person knowledgeable on RBI methodology and on the programmes being used. 
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14 RBI Documentation and Record-keeping 
It is important that sufficient information is captured to fully document the RBI assessment. Ideally, 
sufficient data should be captured and maintained such that the assessment can be recreated or 
updated at a later time by others who were not involved in the original assessment. To facilitate this, it 
is preferable to store the information in a computerised database. This will enhance the analysis, 
retrieval, and stewardship capabilities. The usefulness of the database will be particularly important in 
stewarding recommendations developed from the RBI assessment, and managing overall risk over 
the specified time frame. 
 
14.1 RBI Methodology 

The methodology used to perform the RBI analysis should be documented so that it is clear what type 
of assessment was performed. The basis for both the probability and consequences of failure should 
be documented. If a specific software programme is used to perform the assessment, this also should 
be documented and maintained. The documentation should be sufficiently complete so that the basis 
and the logic for the decision making process can be checked or replicated at a later time. 
 
14.2 RBI Personnel 

The assessment of risk will depend on the knowledge, experience and judgement of the personnel or 
team performing the analysis. Therefore, a record of the team members involved should be captured. 
This will be helpful in understanding the basis for the risk assessment when the analysis is repeated 
or updated. 
 
14.3 Time Frame 

The level of risk is usually a function of time. Therefore, the time frame over which the RBI analysis is 
applicable should be defined and captured in the final documentation. 
 
14.4 Assignment of Risk 

The various inputs used to assess both the probability and consequence of failure should be 
captured. This should include, but not be limited to the following information: 
 
• Basic equipment data and inspection history critical to the assessment, eg operating conditions, 

materials of construction, service exposure, corrosion rate, inspection history, etc. 
• Operative and credible deterioration mechanisms 
• Criteria used to judge the severity of each deterioration mechanism 
• Anticipated failure mode(s) (eg leak or rupture) 
• Key factors used to judge the severity of each failure mode 
• Criteria used to evaluate the various consequence categories, including safety, health, 

environmental and financial 
• Risk criteria used to evaluate the acceptability of the risks 
 
14.5 Assumptions Made to Assess Risk 

Risk analysis, by its very nature, requires that certain assumptions be made regarding the nature and 
extent of equipment deterioration. Moreover, the assignment of failure mode and severity of the 
contemplated event will invariably be based on a variety of assumptions, regardless of whether the 
analysis is quantitative or qualitative. To understand the basis for the overall risk, it is essential that 
these factors be captured in the final documentation. 
 
14.6 Risk Assessment Results 

The probability, consequence and risk results should be captured in the documentation. 
 
14.7 Mitigation and Follow-up 

One of the most important aspects of managing risk through RBI is the development and use of 
mitigation strategies. Therefore, the specific risk mitigation required to reduce either probability or 
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consequence should be documented in the assessment. The mitigation 'credit' assigned to a 
particular action should be captured along with any time dependence. The methodology, process and 
person(s) responsible for implementation of any mitigation should also be documented. 
 
14.8 Codes, Standards and Government Regulations 

Since various codes, standards and governmental regulations cover the inspection of most pressure 
equipment, it will be important to reference these documents as part of the RBI assessment. This is 
particularly important where implementation of RBI is used to reduce either the extent or frequency of 
inspection. 
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CB21 6AL, UK Malaysia 
  
Tel: +44 (0) 1223 899000 Tel: 00 603 61573528/6 
Fax: +44 (0) 1223 891630 Fax: 00 603 61572378 
E-mail: trainexam@twi.co.uk E-mail: inquiry@twisea.com 
  
  
  
TWI Technology Centre (Yorkshire) TWI Technology Centre (Wales)  
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Tel: +44 (0) 114 2699046 Tel: +44 (0) 1639 873100 
Fax: +44 (0) 114 2699781 Fax: +44 (0) 1639 864679 
E-mail: twiyorkshire@twi.co.uk E-mail: twiwales@twi.co.uk 
  
  
  
TWI Technology Centre (N East) TWI Training and Examination Services 
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Riverside Park United Arab Emirates 
Middlesbrough TS2 1RY  
  
Tel: +44 (0)1642 216320 Tel: +971-2-6270750 
Fax: +44 (0)1642 252218 Fax: +971-2-6270424 
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